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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
123. 59. 59. 52 Chi na 147.237. 76. 200 eitan. aka.idf.il bl ock-sp-traf 1 forward 2
104. 148. 55. 162 Lhited Sates 147.237.76. 42 refuah.idf.il B ack List drop 1
58. 218. 204. 245 Chi na 147.237.8. 14 e.orchot.idf.il JLMPurple Con Limt Tcp drop 1
71. 6. 165. 200 Lhited Sates 147, 237.76. 147 chi nuch. aka.i df . il B ack List drop 1
89. 248. 168. 21 Net her | ands 147.237.76. 202 e.halag.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Slgnature Devi ce Action |Oount
216. 119. 125. 34 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
49. 236. 200. 182 Ml aysi a 147.237.77.74 lawidf.il 5670: HITP. SQ Injection (SELECT) Bl ock 6
51. 255. 65. 6 France 147. 237. 76. 200 eitan. aka.idf.il |Cl000146: HITP. AhrefBot craw er B ock 1
51. 255. 65. 87 France 147.237.76.200 |eitan.aka.idf.il [ClL000146: HTTP. AhrefBot craw er B ock 1
85. 248. 227. 165 9 ovaki a 147.237.77.216  |dover.idf.il 24910: HITP. Python urllib User-Agent Header Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

216. 119. 125. 34 147.237.77.233  |Wited Sates atal.idf.il SQ Injection - Select From 18
49. 236. 200. 182 147.237.77.74 Ml aysi a lawidf.il QA Injection - Select From 6
162.213. 1. 246 147.237.77.216  |Wited Sates dover.idf.il Tehila - Perl LWP wth fake user agent 3
212.111.196. 165 147.237.77.19 Wkrai ne | aw forumidf.il ET SCAN Potential SSH Scan 1
46.172.71. 251 147.237.77.61 krai ne e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
62.215. 175. 27 147. 237.76. 30 Kumai t hi nush. i df . i ET SCAN NMAP -sS wi ndow 1024 1
212.111. 196. 165 147. 237. 76. 198 kr ai ne e.yohal an.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 147.237.77.205 |China prishaidf.il ET SCAN Potential VNC Scan 5800- 5820 1
212.111. 196. 165 147.237.76.176  |Wkraine test.ncore.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 147. 237.76. 148 Chi na gqcenter. aka. i df .i | ET SCAN Potential VNC Scan 5800- 5820 1
212.111.196.165  [147.237.76. 86 kr ai ne navy.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 147.237.0. 19 Chi na nadi matal .idf.il ET SCAN Potential WNC Scan 5800- 5820 1
212.111. 196. 165 147.237.76. 34 kr ai ne yohal an.idf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 147.237.76. 31 Chi na nakchal .idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 98 147. 237. 76. 147 Lhited Sates chi nuch. aka. i df il ET DROP Dshield B ock Listed Source 1
58. 218. 204. 245 147.237.0.35 Chi na akaws. i df .i | ET SCAN Potential SSH Scan 1
212.111.196.165  [147.237.77.227 |kraine e hamaz.idf.il ET SCAN Potential SSH Scan 1
141. 136. 228. 42 147.237.76.199 |Qoatia e.nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
212.111. 196. 165 147. 237.77. 205 kr ai ne prisha idf.il ET SCAN Potential SSH Scan 1
123. 206. 73. 185 147.237.76.148  |China gacenter. aka. i df . i ET SCAN NMAP -sS wi ndow 1024 1
212.111. 196. 165 147.237.77. 121 kr ai ne e.navy.idf.il ET SCAN Potential SSH Scan 1
46.172. 71. 251 147.237.77. 212 Wkrai ne e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66.249. 82. 194 147.237.72.166  |Asia/Pacific Region  [aka idf.il ET SCAN NVAP -sA (2) 1
212.111. 196. 165 147. 237. 76. 199 krai ne e. nakchal .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 147.237.77.243  |China nobi | e.i df il ET SCAN Potential WNC Scan 5800- 5820 1
212.111.196.165  [147.237.76.177 |kraine ncore.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 147. 237.77. 178 Chi na e. mat pash. i df .i | ET SCAN Potential VNC Scan 5800- 5820 1
212.111.196. 165 147. 237.76. 147 Wkrai ne chi nuch. aka.i df . i1 ET SCAN Potential SSH Scan 1
61. 240. 144. 65 147.237.8.28 Chi na e.nobi | e-ks. i df .il ET SCAN Potential VNC Scan 5800- 5820 1
212.111. 196. 165 147. 237. 76. 39 krai ne nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 147.237.76.196  [China e.sviva. idf.il ET SCAN Potential SSH Scan 1
212.111.196.165  [147.237.76.31 kr ai ne nakchal .idf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 147. 237.76. 30 Chi na hi nush. i df . i ET SCAN Potential SSH Scan 1
212.111.196. 165 147.237.77.235 |Wkraine svivaidf.il ET SCAN Potential SSH Scan 1
58.218. 204. 245 147.237.0.17 Chi na mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
212.111. 196. 165 147.237.77.216  |Wkraine dover.idf.il ET SCAN Potential SSH Scan 1
141. 136. 228. 42 147.237.76.176 |Qoatia test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
212.111.196.165  [147.237.77.170  |lkraine maar achot . i df . i | ET SCAN Potential SSH Scan 1
46.228.207. 18 147.237.72.217  |Ger many eid.il ET SCAN NVAP -sS w ndow 1024 1
123. 206. 73. 185 147. 237. 76. 86 Chi na navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address ([Ste |Signature |Massage Devi ce Action |Count |
184.168. 152.58 |lLhited Sates 147.237.77.233 |atal .idf.il dr op SAMrul e drop 6
91. 57. 65. 155 Ger many 147.237.72.166 |aka.idf.il dr op Frst packet isn't SN drop 6
176.13.0.8 | srael 147.237.72. 156 |anan.idf.il drop First packet isn't SYN drop 6
176. 13. 229. 89 | srael 147.237.0.19 nadi matal.idf.il |drop First packet isn't SN drop 5
95. 86.122. 3 | srael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 3
212.143.142.56 |Israel 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 3
46. 19. 85. 26 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 3
176. 13.17. 90 | srael 147.237.72. 156 |anan.idf.il dr op Frst packet isn't SN drop 2
95. 242. 180. 23 Italy 147.237.72.166 |aka.idf.il drop First packet isn't SYN drop 2
197.123.99.232 |Egypt 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 2
66. 249. 93. 107 | srael 147.237.77.216 |dover.idf.il dr op SAMrul e drop 1
198. 20. 70. 114 Lhited Sates 147.237.76. 148 |gqcenter.aka.idf.il [dr op drop 1
5.22.131. 75 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 1
79.180. 154. 239 |[Israel 147.237.72. 156 |anan.idf.il drop First packet isn't SN drop 1
141.212. 122. 144 |Lhited Sates 147.237.0. 35 akaws.idf.il dr op drop 1
40. 77. 167. 64 Lhited Sates 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 1
176. 13. 239. 207 |l srael 147.237.72.166 |aka.idf.il dr op Frst packet isn't SN drop 1
89.138.121. 108 |(Israel 147.237.72. 156 |anan.idf.il drop Mrtual defragnentation error: Tineout |drop 1
216.243.31.2 Lhited Sates 147.237.0.200 |ndu.idf.il dr op drop 1
141.212.122. 159 |Lhited Sates 147.237.0. 35 akaws. i df .il dr op drop 1
46. 32.213. 111 Pal estinian Territory, Qcupied [147.237.77.176 |natpash.idf.il drop First packet isn't SYN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
65. 55. 213. 25 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error.htm B ock 57
46. 19. 86. 58 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 13
66.249.65. 177 [Israel 147.237.77.216|dover.i df .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 65. 177 B ock 3
87.71.4.216 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 86. 226 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
5.22.131.75 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
46.19. 85. 13 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
ww. chanmat z. aka. i d i
37.142.215.209 |israel 147.237.77. 226 | " Wnaut hori zed LR Access to B ock 2
foil wawv chanat z. aka. i df . i 1/t enpl at es/ honepage/ honepage. aspx
. . . Uhaut hori zed URL Access to
46. 19. 86. 226 I srael 147.237.77.243|nobi l e.i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 2
109. 253. 243. 249|1 sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
Russi an . . D stributed Whaut horized Met hod for Known URL on
46.39.224.85 Federation 147.237.72.166 [aka. i df . i | waw aka. i df . i |/ mai n/ hone/ def aul t . aspx Bt ock 2
141. 226. 145. 249l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
5.29.247.5 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df . i |/ mai n/ sachar/ B ock
148.251.2.180 |Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for B ock 1
wan aka. i df . i |/ nai n/ gi yus/ general . aspx
. . Unaut hori zed URL Access to
2.53.44. 61 I srael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl e shar ed/ reset . css B ock 1
31.168.189.5  |Israel 147.237.72. 166 |aka. i df . i | Unknown Paranet er ct| 00Sct | 00Scphiei n$ephSachar $et1 09 in None 1
wan aka. i df . i |/ mai n/ sachar/ paysl i ps. aspx
157.55.39. 174 [thited Sates |147.237.77.234|hal ag.idf .il Uhaut hori zed URL Access to 147.237.77. 234/ robot s. txt B ock 1
. . Uhaut hori zed URL Access to
66.249.73.137  |Israel 147.237.77. 216 (dover. i df . i | 147, 237. 7. 216/ 1133- 21587- he/ i df gdover . aspx Bl ock 1
109. 64.118.37  |Israel 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to waw idf.il/https:/vwwnidf.il/ B ock 1
66. 102. 7. 136 Lhited Sates |147.237.72.156 |aman. i df .i | Uhaut hori zed URL Access to ww anan. i df.il/favicon.ico B ock 1
157.55.39.228 |lhited Sates [147.237.72.156|aman. i df. il Mil tipl e Unaut hori zed URL Access from 157.55. 39. 228 B ock 1
66. 249. 76. 75 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
5. 29. 165. 67 I srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 41 | srael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ si p._st or age/ {1 | es/ 4/ 70014. doc B ock 1
157.55.39.228 |lhited Sates [147.237.72.156|anan. i df. il Uhaut hori zed LRL Access to waw aman. i df.il/robots. txt B ock 1
] . . Uhaut hori zed Met hod PCST for
76.99.203.193 [Wited Sates |147.237.76.42 [refuah.idf.il 147, 237. 76, 42/ 894~ hel 1 ef uah. aspx Bl ock 1
. . O stributed Uhaut hori zed URL Access on
5.29. 228. 154 I srael 147.237.77. 216 |dover.i df .i | v i o i1/t tps: /v df i1/ Bl ock 1
. . Unhaut hori zed LRL Access to
66. 249. 64. 112 I srael 147.237.77. 176 |nat pash. idf.il wan cogat . i df . i |/ usef ul i nf or nat i on/ speaker of nat pash/ ar chi ve Bt ock !
] ; ; Uhaut hori zed URL Access to
46.19.85.13 | srael 147.237.77. 243|mobi | €. i df . nobi | e. i df . i | / cat egoryt enpl at es/ | i st chi | dsubcat egori es/ 1423 Bl ock !
] . . Uhaut hori zed URL Access to
207.46.13.53  |wnited Sates  [147.237.77.234|hal ag. i df . i 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f B ock 1
87. 65. 92. 97 Bel gi um 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method POST for waw aka.idf.il/ishurim B ock 1
46.120.229.81 |Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
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