08-20-2016-21:04:03 to 08-20-2016-22:04:03

@
1"PT SwNn ()

goOVv

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |
120+
90+"
60"
Nunber ]
d 304"
Attacks
8 $ . ~ ) § & K & &
®.>c s & (‘& 38 @.\c &\6 RO
& ‘ : . )
> AP Q@‘Q G PN
Q& X X & NS
S & & <
&
Top Tar get

M madi matal .idf.i

Wiawidf.il

Meitan. aka.idf.il

M dover.idf.il

M nat pash. i df .i |

W aka.idf.il

I navy.idf.il

M nakchal .idf.il
nobi | e.idf.il

Wid.il

Nunber
(6]
At acks

M 46. 165. 197. 141
213.57.131.2
I 62. 201. 222. 244
66. 249. 65. 177
l 176.12. 160. 4
M 2532235
I 46.121. 243. 228
W 185. 27.105. 72
176. 13. 10. 105
M 192. 198. 151. 43

Top Attackers




08-20-2016-21:04:03 to 08-20-2016-22:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
82.80.78.2 | srael 147.237.77.176 nat pash. i df . il B ack Li st drop 2
93. 158. 200. 86 Net her | ands 147.237.76. 31 nakchal .idf.il B ack List dr op 1
82.80.78.2 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
94.177. 160. 214 Ronmani a 147.237.76. 30 hi nush. i df . i | B ack List drop 1
222.187.223.120 Chi na 147.237.76. 31 nakchal .idf.il JLM Under Attack _Con_Tcp drop 1
89. 248. 168. 21 Net her | ands 147.237.76. 196 e.sviva.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site Sgnature Devi ce Action |Oount
46.165. 197. 141 Ger many 147.237.77. 74 lawidf.il CL000074: HTTP. naj estic bot Per mit 122
46.165. 197. 141 Ger nany 147. 237. 76. 200 eitan. aka.idf.il C1000074: HITP. maj estic bot Per nit 60
46. 165. 197. 141 Ger many 147.237.77.176 nat pash. i df.il C1000074: HTTP. maj estic bot Per it 31
46.165. 197. 141 Ger many 147.237.77. 216 dover.idf.il CL000074: HTTP. naj estic bot Per mit

46.165. 197. 141 Ger nany 147. 237. 76. 86 navy.idf.il C1000074: HITP. maj estic bot Per nit
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

162.213.1.246 |147.237.77.216|lhited Sates |dover.idf.il Tehila - Perl LWP wth fake user agent 4
61.240. 144. 65 |147.237.72. 167 |Chi na ishurimaka.idf.il|ET SCAN NVAP -sS w ndow 1024 1
189. 107, 104. 45 |147 237 8.28  |mrasil o robil eks. idf ] ET SDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
129.56. 2. 38 147.237.8.27 |Ngeria e.nadimatal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 66. 16 147.237.77.233|Wited Sates |atal.idf.il ET SCAN NVAP -sA (2) 1
193. 201. 225. 138(147. 237. 76. 42 |krai ne refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
129.56. 2. 38 147.237.8.24 |Ngeria elifestyleidf.il|[ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address ‘Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
62.201. 222. 244 Iraq 147.237.77. 216 dover.idf.il dr op First packet isn't drop 17
176. 12. 160. 4 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 6
185. 27. 105. 72 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 5
212. 143.142.56 I srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
176. 13. 10. 105 I srael 147.237.0. 19 nadi matal .idf.il dr op First packet isn't drop 2
216.243.31.2 Lhited Sates 147.237.0. 33 idf.il drop drop 1
66. 249. 69. 113 | srael 147.237.0. 33 idf.il dr op drop 1
176. 13. 242. 240 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.0. 35 akavs. i df.il drop drop 1
129.56. 2. 38 N geria 147.237. 76. 148 gacenter. aka. i df il drop drop 1
176. 13. 247. 14 | srael 147.237.72. 166 aka idf.il dr op First packet isn't drop 1
173. 255. 244. 48 Lhited Sates 147.237.0. 35 akavs. i df.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Acti on ‘Count
213.57.131.2 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 105
2.53.2.235 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
46.121. 243. 228 |Israel 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut horized URL Access from 46. 121. 243. 228 B ock
66.249.65. 177 |l srael 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on ww idf.il/error. htm Bl ock
192. 198, 151. 43 |Eur ope 147.237.72. 166 |aka. i df . i | m;l'(:ﬂt sfd_ iﬁa#;ihnc;rhiozr;? d';f;ﬂf’f.;;’gxmo"‘" UL on B ock 4
2.53.40. 85 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
157.55.39.176 |Uited Sates |147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on www idf.il/error. htm Bl ock 3
176.13.10. 105 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
87. 69. 148. 65 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
131.253.25.191 |Uited Sates [147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on www idf.il/error. htm Bl ock 3
66.249.65. 177 [Israel 147.237.77. 216 |dover.i df .i | Ml ti pl e Unaut horized URL Access from 66. 249. 65. 177 B ock 3
77.138.95.49  |France 147.237.72.166 |aka. i df . i | m;(:'uitjﬁ ilﬂar:‘;hn‘;“oﬁ(/’ dﬁ;ﬁf?';’gxmo"‘" R on B ock 2
217.132. 135. 243l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
77.139.36.160 |France 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mvde None 2
46. 19. 85. 153 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
77.125.73.159 |[Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/watch B ock 2
5.22.134. 217 I srael 147.237.76.31 |nakchal .idf.il [Unhauthorized URL Access to 147.237.76. 31/ si p_storagel/ fil es/ 8/ 1668. doc |B ock 1
207.46.13.145 |lnited Sates |147.237.76.31 [nakchal .idf.il |Unauthorized URL Access to 147.237.76.31/robots. t xt Bl ock 1
89. 237. 66. 68 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for waw aka.idf.il/main/smalin B ock 1
46.121. 243. 228 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagel/files/8/ B ock 1
151.237.143.96 |Ru garia 147.237.72. 166 |aka. i df . i | m;(:ﬂt;q ilnar:‘;hn(;rrioﬁ? dﬁ;ﬁfg ;‘S’LXK”OV‘" WL on B ock 1
79.182.142. 142 |[israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
66.249.65. 177 [Israel 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/ vi ew i ngt op. asp B ock
5.22.135.174  [Israel 147.237.76.42 [refuah.idf.il  [Ja"horize d42Lﬁa‘pSfZ?fzutC?]_i con- pr econposed. png B ock 1
95. 86. 93. 49 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock
54.174.51.78 Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df . i|/1133-15144- he/ dover. aspxj unp |Bl ock
80. 246. 139. 141 |lIsrael 147.237.77. 216 |dover.i df .i | SSL Wntraceabl e Connection - Qpen Mde None 1
66.249.76.77  |Israel 147. 237.72. 166 |aka. i df . i | ﬂ{;‘“tzg;’r'?gefeéﬁ gfsctesfa;; (i1 es/ 8/ 71679, pef Bl ock 1
213.57.131.2 I srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/nekudot/i ndex Bl ock 1
45.33.143.54  |Wiited Sates |147.237.72.166|aka. i df . il V[?”\::;L;’ﬂt g’fd_ iLIj}a:;ihn(;rriozniclj dg;sz_;;’gxmom L on Bl ock 1
107.178.41.32 |lWhited Sates [147.237.72.166|aka.idf.il m;(:ﬂt;q ilnar:‘;hn(;rrioﬁ? dﬁ;ﬁfg ;‘S’LXK”OV‘" L on B ock 1
77.139.226.251 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod POST for waw aka. i df . i/ nai n/ haredi m general . aspx [Bl ock 1
Unaut hori zed URL Access to
66.249. 64. 116 [l srael 147.237.77. 176 |mat pash. i df . i|  |ww cogat.idf.il/usefulinformation/idkoni m pages/ 14112010dohoct ober. |Bl ock 1
aspx
2.55.11.34 | srael 147.237.72. 156 |anan. i df . i | Mil tiple Untraceabl e SS. Sessions from2.55. 11. 34 (Qpen Mde) None 1
84. 94. 66. 20 I srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte QGode Character in URL B ock 1
77.125.73.159 |Israel 147.237.77. 216 |dover.i df . i Ml tiple Unaut horized URL Access from 77. 125. 73. 159 B ock 1
213.57.186. 134 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 1
109. 253. 222. 60 |Israel 147.237.77. 234 |hal ag. i df .i | o ;'35‘”7‘;(’zﬁffﬁzgsfif}aﬁlﬁﬁi fgi . Bl ock 1
79.177.206.41  |Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock
2.55.183. 215 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
213.151.35.212 |israel 147.237.72.166 |aka. i df . i | V%;:;L:_”itdef‘f ILIJ’;"’:TL:I ';‘;L;fggl r“}f;g:sr;cf'asgo"‘” L on Bl ock 1
79.178.12.8 | srael 147.237.0.19 |nadimatal . i df. i |Suspi ci ous Response Code B ock 1
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