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08-20-2016-20:04:05 to 08-20-2016-21:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
185. 27. 105. 72 | srael 147.237.77. 216 dover.idf.il Invalid L4 Header Length drop 2
185. 27. 105. 72 | srael 147.237.77. 216 dover.idf.il Invalid TGP H ags dr op 2
94.177.160. 214 Ronmani a 147.237. 76. 42 refuah.idf.il B ack List drop 1
222.187.223.120 Chi na 147.237.76. 31 nakchal .idf.il [JLM Under Attack Con Tcp drop 1
82.80.78.2 | srael 147.237.77.176 nat pash. i df . i | B ack Li st drop 1
94.177.160. 214 Rormani a 147.237.76. 34 yohal an.idf.il B ack List drop 1
221.4.197.134 Chi na 147.237. 76. 86 navy.idf.il JLMPurple Gon Limt Htp drop 1




08-20-2016-20:04:05 to 08-20-2016-21:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action

156. 212. 162. 165  |Egypt 147.237.77.216  |dover.idf.il| |24910: HITP. Python urllib User-Agent Header B ock 4
136. 243. 152. 18 Ger many 147.237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per nit 3
136. 243. 152. 18 Ger many 147.237.77. 216 dover.idf.il [CL000074: HTTP. najestic bot Per it 2
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 1




08-20-2016-20:04:05 to 08-20-2016-21:04:05

|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
66.249. 64. 124  |147.237.72.166 |Lhited Sates |akaidf.il ET SCAN NVAP -sA (2) 279
156. 212. 162. 165|147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 45
162.213.1.246 [147.237.77.216|Wited Sates |dover.idf.il Tehila - Perl LWP with fake user agent 4
91.224.160. 106 [147.237.0.19 [Netherlands nadi matal.idf.il |ET SCAN Potential SSH Scan 1
87.236.194. 161 |[147.237.76.30 [Czech Republi c |hi nush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
179. 43. 141. 228 |147.237.8.14 |Sntzerland e.orchot.idf.il ET SCAN Potential SSH Scan 1
71. 86. 124. 86 147.237.77.19 |Whited Sates [lawforumidf.il |ET SCAN NMAP -sS w ndow 1024 1
173. 255. 233. 124|147, 237. 77. 216 |Lhited Sates |dover.idf.il ET WEB _SERVER Fake oogl ebot UA 1 | nbound 1
66.249.64. 112  |147.237.77. 176 |Wited Sates |natpash.idf.il ET SCAN NVAP -sA (2) 1
159. 253. 40. 43 |147. 237. 76. 147 | Tur key chinuch. aka.idf.il [ET SCAN Potential SSH Scan 1
46.172.71.251 |147.237.77. 235 | krai ne sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
159. 253. 40. 43 |147.237.76.30 [Turkey hi nush. i df . i | ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.76.39 [Netherlands nobi | e.nei tav.idf.i|[ET SCAN Potential SSH Scan 1
91.224.160.106 |147.237.0.34 |Netherlands  [tikshuv.idf.il ET SCAN Potential SSH Scan 1
89. 138. 194. 126 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
87.236.194. 161 |147.237.72.217|Czech Republic |e.idf.il ET SCAN NVAP -sS w ndow 1024 1
173. 255. 233. 124|147. 237. 77. 216 |Uhited Sates |dover.idf.il SERVER- WEBAPP TRACE at t enpt 1
50127 30133 |147. 237 76.31 |Tai van rekchal idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
159. 253. 40. 43 |147.237.76. 42 |Turkey refuah.idf.il ET SCAN Potential SSH Scan 1
159. 253. 40. 43 |147.237.0.19 [Turkey nadimatal.idf.il |ET SCAN Potential SSH Scan 1
120.237.232.6 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 [147.237.76.30 [Netherlands hi nush. i df . i | ET SCAN Potential SSH Scan 1




08-20-2016-20:04:05 to 08-20-2016-21:04:05

|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action ‘Count
109. 67. 253. 231 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SN drop 6
66. 249. 93. 107 Eur ope 147.237.77. 216 dover.idf.il drop SAMrul e drop 4
117. 203. 166. 114 I'ndi a 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 2
176. 13. 243. 164 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 2
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 1
109. 253. 134. 145 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SYN drop 1
176. 13.5. 153 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SN drop 1
66. 249. 93. 107 | srael 147.237.77. 216 dover.idf.il drop SAMrul e drop 1




08-20-2016-20:04:05 to 08-20-2016-21:04:05

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
2.55.46.9 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 117
2.53.2.235 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 110
80. 246. 137.198 [Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code Bl ock 89
176. 13. 244. 145 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 34
84.229.79.203 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 16
156. 212. 162. 165|Egypt 147.237.77.216|dover . i df . i | Mil tipl e Whaut horized URL Access from 156. 212. 162. 165 B ock 6
65.55.210. 154 |lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on wwidf.il/error. htm B ock 6
199.30.24.220 |uwited Sates [147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 4
46.19. 85. 95 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code Bl ock 3
85. 64. 155. 96 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
84. 94. 66. 20 I srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qode Character in URL B ock 3
84.108. 246. 184 |[Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code Bl ock 3
109. 67. 194. 248 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for aka.idf.il/mai n/ hone/ def aul t. aspx B ock 2
46. 19. 86. 197 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
94.64.107.127 |G eece 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 2
Unaut hori zed URL Access to
66.249.76.121  |Israel 147.237.77. 176 [mat pash. i df . i | waw cogat . i df . i |/ usef ul i nformati on/ i dkoni nd pages/ t uti npr ahi n11012011. B ock 1
aspx
157.55. 39. 110 Lhited Sates |147.237.77.216|dover.idf.il D stributed Whauthorized URL Access on waw idf.il/error.htm B ock 1
37.26.149.217 |[israel 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat . idf.il/894-ar B ock 1
109. 67. 194. 248 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 109. 67. 194. 248 Bl ock 1
221.199. 215. 231 |Australia 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ B ock 1
66.249.81.218 [Israel 147.237.77.216|dover. i df . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
156. 212. 162. 165 |Egypt 147.237.77. 216 |dover . i df .i | Adnin Bl ocki ng Bl ock 1
66. 249. 64. 41 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 66.249. 64. 41 B ock 1
109. 65. 145.97 |l srael 147. 237.72. 166 |aka. i df . i | :;Llrigeil/ i?r'tageeg??ingag:;éféol);cﬁi/ fm‘i 1V kapat 2/ /1 es#012 B ock 1
66.249.79.143 |lIsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 994- 8853- he/ r ef uah. aspx  |B ock
176.13.13.195 |[lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
68.180. 228.231 Uhited Sates [147.237.77. 176 mat pash. i df . | maﬁgtmﬁe v /Oigéé?ﬁefigggﬂgx Bl ock 1
156. 212. 162. 165 |Egypt 147.237.77.216|dover . i df . i | Mil tipl e Admn B ocking from 156. 212. 162. 165 B ock 1
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | D stributed Wauthori zed URL Access on 147.237. 72. 166/ B ock 1
109.65.169. 22 |Israel 147.237.72.166 [aka. i df . i | mu;:ri Id?.eidl /l\,r‘:atajhnc;dgi 353 gl\:shérgri cat i onser vi ce. asnx/ get aut huser Bl ock !
66.249.79.147 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
109. 67. 204. 187 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.19.86.157  |[Israel 147.237.76.42 [refuah.idf.il  [J5 020 e fori zed éﬁaﬁcg‘:zi on Bl ock 1
87.69.87.15 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
77.138.243.23 |France 147.237.72. 156 |aman. i df . i | D stributed Whaut hori zed LRL Access on waw anan. i df .il/favi con.ico B ock 1
66.249.76.77  |israel 147. 237.72. 166 |aka. i df . i | ﬂ?f’tzg;”?;_ef&% :f;e;sa;; Fi | es/ & 17708, el Bl ock 1
2.55.11.34 I srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
109. 66. 59. 69 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/yohal an/ mai n. asp B ock
84.108.47.121 |[israel 147.237.76.42 [refuah.idf.il |50 haufori zed ﬁ‘aﬁc‘;ﬁ; on B ock 1
66.249.81.212 |[Israel 147.237.77.216|dover. i df . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock 1
131.253.27.15 |lhited Sates [147.237.77.216|dover.idf.il O stributed Lhauthorized UR. Access on wwwv idf.il/error. htm B ock 1
79.177.125.213 [israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to www chi nuch. aka. i df.il/404. htm B ock 1
66.249.76.120 |Israel 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut horized URL Access from 66. 249. 76. 120 Bl ock 1
156. 212. 162. 165 |Egypt 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to v i df.il/admn/ B ock 1
109. 67. 179. 146 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css B ock 1
66.249.81.215 |[Israel 147.237.77.216|dover. i df . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock 1
204.79.180.37 |lited Sates |147.237.72.166|aka.idf .il Uhaut hori zed Method PCST for aka.idf.il/portal ml uinitenpl ates/inner. asp |B ock 1
148.251.2.180 |Ger many 147.237.72. 166 |aka. i df . i | m“atkgolr :jfz_ei‘f /?'fhriorjam;grayonesd dier. asp Bl ock 1
107.178.42.105 |lhited Sates [147.237.72.166|aka. i df .i | m;(:.uit;d. itf}a:;ihn(;rrioﬁ(/’ dﬁ;ﬁf?.;‘s’gxmov‘” L on Bl ock 1
79.182.89.43 [ srael 147.237.77.234|hal ag. i df . i | i;t ;';;”t;dzﬁffngsfziaﬁlﬁﬁs; 1‘_’; . Bl ock 1
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