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08-20-2016-19:04:00 to 08-20-2016-20:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
2.53.183.187 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
2.53.146. 113 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3
185.94.111.1 Russi an Federation 147.237.76. 196 e.sviva.idf.il |Back List drop 1
93. 158. 200. 86 Net her | ands 147.237. 76. 199 e.nakchal .idf.il|B ack List dr op 1
104. 148. 55. 162 Lhited Sates 147.237.76. 201 e atal .idf.il B ack List drop 1
185.94. 111. 1 Russi an Federation 147.237. 76. 44 e.refuah.idf.il |Back List drop 1




08-20-2016-19:04:00 to 08-20-2016-20:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Gountry | rget Address Sgnature Devi ce Action |Count |
97.74. 215. 165 Lhited Sates 147.237.0.34 |tikshuv.idf.il 6134: HITP. SQ Injection Variable Declaration Evasion |B ock 12
177.12.161. 72 Brazil 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion  |B ock 12
97.74. 215. 165 Lhited Sates 147.237.0.34  [tikshuv.idf.il 5670: HITP. SQ I njection (SALECT) Bl ock 6
41.185.12.173  |South Africa 147.237.76.42 |refuah.idf.il 3808 HIMP. SQ Injection Variable Declaration Bvasion  |B ock 6
177.12.161. 72 Brazil 147.237.76.42 |refuah.idf.il 5670: HTTP. SQ Injection (SALECT) B ock 6
212.180.3. 114 France 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
41.185.12.173  |South Africa 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
69. 7. 43. 246 Lhited Sates 147.237.77.74 |lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 6
212.247.61.153 |Sweden 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
144.76.70. 248  |Ger many 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
41.185.12.173 South Africa 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion  |B ock 6
177.185.194.92 |Razil 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
46.236.115.84  |Sweden 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
177.185. 194. 130 |Brazil 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SALECT) B ock 6
72.167.131.22 Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
23.91.70. 42 Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
177.12.161. 72 Brazil 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion |B ock 6
46.236. 115. 84 Sweden 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variable Declaration Bvasion  |B ock 6
69.30.198.186 |Lnited Sates 147.237.77.216 |dover.idf.il C1000074: HITP: naj estic bot Per mit 2
66.240.192.138 |Lhited Sates 147.237.0.15  |kosher-kravi.idf.il 2226: Backdoor: TCP Wndow Si ze 55808 Troj an B ock 1
162.210. 196. 129 |Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per it 1
184.168.193.34 [lLhited Sates 147.237.77.226 W, chamat z. aka. i df . i| |[5670: HITP. SQ Injection (SELECT) B ock 1




08-20-2016-19:04:00 to 08-20-2016-20:04:00

|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
177.12.161.72 |147.237.76.42 |Brazil refuah.idf.il SQ Injection - Select From 72
41.185.12.173 |147.237.76.42 [South Arica |[refuah.idf.il SQ Injection - Select Fom 54
46.236. 115. 84  [147.237.77. 74 |Sweden lawidf.il SQ Injection - Select From 36
97.74.215.165 |147.237.0.34 |lhited Sates |tikshuv.idf.il SQ Injection - Select From 20
212.180.3.114 |147.237.72. 166 |France aka.idf.il SQ Injection - Select Fom 18
177.185.194. 92 |147.237.77.74 |Brazil lawidf.il SQ Injection - Select Fom 18
177.185. 194. 130|147. 237. 77. 216 |Brazi | dover.idf.il SQ Injection - Select From 18
23.91.70.42 147.237.77.74 |Uhited Sates |[lawidf.il SQ Injection - Select Fom 14
69. 7. 43. 246 147.237.77.74 |Uited Sates |[lawidf.il SQ Injection - Select From 8
144.76.70. 248 [147.237.72. 166 |Ger many aka.idf.il S Injection - Select From 8
212.247.61. 153 |[147.237.72. 166 |Sweden aka.idf.il SQ Injection - Select Fom 8
72.167.131.22 |147.237.77.74 |Uhited Sates |[lawidf.il SQ Injection - Select From 8
162.213. 1. 246 |147.237.77.216|lhited Sates |dover.idf.il Tehila - Perl LWP with fake user agent 4
184.168.193. 34 [147.237.77.226|tnited Sates |wwi chanatz. aka.idf.il [SQL I njection - Sel ect From 3
91.224.160. 106 |147.237.0.15 |Netherlands  |kosher-kravi.idf.il ET SCAN Potential SSH Scan 2
91.224.160. 106 |147.237.0.34 |Netherlands  |tikshuv.idf.il ET SCAN Potential SSH Scan 2
151. 80. 40. 86 147.237. 77. 176 |France net pash. i df .i ET WEB SERVER Fake ogl ebot UA 1 | nbound 2
128.199. 233. 18 |147. 237. 77. 216 |S ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
104.232.98. 3 147.237.77.233|lhited Sates [atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.195 |147.237.8.50 |Netherlands e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 82. 106. 200 [147.237.77.212|India e.dover.idf.il ET SCAN NVAP -sS w ndow 3072 1
91.224.160. 106 |147.237.76.86 |Netherlands  [navy.idf.il ET SCAN Potential SSH Scan 1
183. 82. 106. 200 (147.237.77.212|India e.dover.idf.il ET SCAN NVAP -f -sS 1
91.224.160. 106 |147.237.76.38 |Netherlands [e. e neitav.idf.il ET SCAN Potential SSH Scan 1
178.94.112. 41 |147.237.8.27 |kraine e.nadi matal .idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
63.142.161.5  |147.237.76. 201 [Canada eatal .idf.il SERVER APAGHE Apache nod_ss| non-SSL. connection to S8 port |
deni al of service attenpt
109. 67. 213. 226 [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
91.224.160. 106 |[147.237.76.148|Netherlands  |gocenter.aka.idf.il ET SCAN Potential SSH Scan 1
183. 82. 106. 200 [147.237.77.212|India e.dover.idf.il ET SCAN NVAP -sS wi ndow 2048 1
91.224.160. 106 |147.237.76.42 |Netherlands  [refuah.idf.il ET SCAN Potential SSH Scan 1
179, 182, 250 1071147 237 8. 28 |rasil o nobi | e ke, i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
63.142.161.25 |147.237.76. 201 |Canada eatal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
63.142. 161. 5 147.237. 76. 201 |Canada e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1




08-20-2016-19:04:00 to 08-20-2016-20:04:00

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
203. 82. 42. 142 Phi i ppi nes 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 16
41. 238. 110. 25 Egypt 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 9
87.117. 203. 20 Uni ted Ki ngdom 147.237.72. 156 anan. i df .l drop SAMrul e drop 6
87.242.112. 35 Russi an Federation 147.237.77. 74 lawidf.il drop SAMrul e drop 6
5.172.255. 77 Pol and 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 5
194.17. 229. 129 Sweden 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
46. 189. 28. 63 Ger many 147.237.72. 166 aka idf.il drop Frst packet isn't drop 4
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
117.199. 134. 131 Indi a 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
121. 33.226. 174 Chi na 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
103. 41. 143. 150 Chi na 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
81.218.184. 106 | srael 147.237. 72. 167 ishurimaka.idf.il drop First packet isn't drop 2
176. 13. 243. 164 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
158. 181. 147. 248 Kyr gyzst an 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
85. 130. 231. 105 | srael 147.237.72. 166 aka idf.il drop First packet isn't drop 1
31.13.113.67 Irel and 147.237.77. 74 lawidf.il drop Frst packet isn't drop 1
66. 249. 69. 105 | srael 147.237.0. 33 idf.il dr op drop 1
175. 177. 80. 88 Japan 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
31.13.113.93 Irel and 147.237.77. 74 lawidf.il drop Frst packet isn't drop 1
66. 249. 69. 109 | srael 147.237.0. 33 idf.il dr op drop 1
176.13. 6. 199 | srael 147.237.72. 166 aka idf.il drop First packet isn't drop 1
141.212.122. 52 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
66. 249. 93. 107 | srael 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
176.13.15.61 | srael 147.237.72. 166 aka idf.il drop First packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
141.212.122. 53 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
109. 253. 199. 225 | srael 147.237.72. 166 aka idf.il drop First packet isn't drop 1
63. 142.161. 5 Canada 147.237. 76. 201 e atal .idf.il drop Frst packet isn't drop 1
216.243.31. 2 Lhited Sates 147.237.76. 148 gacenter.aka. i df.il dr op drop 1




08-20-2016-19:04:00 to 08-20-2016-20:04:00

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
65. 55. 210. 92 Lhited Sates 147.237.77.216|dover. i df .i | D stributed Unaut hori zed URL Access on waw i df.il/error.htm B ock 5
65.55.210.124 [lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm Bl ock 4
62.219.114.25 |Israel 147.237.77.216|dover . i df . i | Dstributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock 4
80. 246. 130. 144 |l srael 147.237.77.216|dover. i df . il D stributed Unaut hori zed URL Access on waw i df.il/error.htm B ock 3
2.55.187. 194 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
. . . Uhaut hori zed URL Access to
80. 246.140. 46 I srael 147.237.77. 243 nobi | e. i df . | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock 3
46.120.19.121 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
41.79. 187. 106 Eﬁ;’}'? Ofm'ted 147. 237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Qpen Mode None 2
46. 19. 85. 67 | srael 147.237.77.216|dover. i df . il D stributed Unaut hori zed URL Access on waw i df.il/error.htm B ock 2
157.55.12. 71 Lhited Sates 147.237.77. 216 |dover. i df .i | D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm Bl ock 2
199.30.24.0 Lhited Sates 147.237.77.216|dover . i df . i | Dstributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock 2
46. 19. 85. 189 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
46. 19. 85. 229 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
2.53.48. 141 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 2
www. ch z. aka. i i
85.65.26.109 [l srael 147, 237, 77, 226 |\WWW Chanat 2. aka. T funaut hori zed URL Access to B ock 1
df.il waw. chamat z. aka. i df . i1/t enpl at es/ honepage/ honepage. aspx
72.17.184.171 |Uited Sates 147.237.72. 156 |anan. i df . i | Distributed thaut hori zed LR Access on Bock |1
W anan. i df.il/favicon.ico
203.82. 42.142  |Pnili ppines 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to wwwy i df.il/1283-15035-en/#21 B ock 1
109. 253. 200. 145|1 sr ael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 1
46.19. 85. 239 I srael 147.237.77. 216 |dover.idf .il Abnormal |y Long Request net hod B ock 1
2.55.36.93 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
46.120.19.121 |Israel 147.237.0.19 |[madi matal .idf.il SSL Untraceabl e Connection - Qpen Mde None 1
176.13.22.116 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 1
45.33.27. 141 Lited Sates 147.237.77.216|dover.i df . i | Unaut hori zed URL Access to wwwi i df.il/1283-15035- en/ #17 B ock 1
. . Unknown Par anet er ct| 00$ct | 00$cphMai n$cphSachar $ct 113 in
85. 250. 199. 246 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df . i | / mai n/ sachar / paysl i ps. aspx None 1
. . Unaut hori zed Met hod PCST for
77.139.21.61 Fance 147.237.72. 166 |aka. i df .i | waw aka. i df i | / mai 1/ gi yus/ yahash/ sheel on. aspx Bl ock 1
: . . Unaut hori zed Met hod PCST for
204.79.180.88 |Lnited Sates 147.237.72. 166 |aka. i df . i | vown aka, i o i |/ i 1V kapat 2/ def aul t . aspx B ock 1
] ] ] D stributed Whaut horized Met hod for Known URL on
66.102. 9. 43 Lhited Sates 147.237.72. 166 |aka. i df .i | waw aka, i df . i | / mai n/ hone/ def aul t . aspx Bl ock 1
. . O stributed Uhaut hori zed URL Access on
109. 253. 222. 60 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
46.19. 85. 239 I srael 147.237.77.216|dover. i df .i | Illegal HITP \ersion B ock 1
. . Paraneter Type Mol ati on SearchText in
80. 246. 133. 194 |[lIsrael 147.237.77.216|dover . i df .i | v i df i 171065- he/ dover . aspx Bl ock 1
66.249.76.106 |lsrael 147.237.72. 166 |aka. i df . i | Unknown Paraneter docld in waw aka.idf.il/sites/skira/ default.asp |None 1
46.229.164.102 |Lhited Sates 147.237.72. 156 |anman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
. . O stributed Uhaut hori zed URL Access on
185.120.126.5 |lIsrael 147.237.77.233|atal .idf.il 147, 237. 77. 233/ 1136- hel at al . aspx B ock 1
87.69. 110. 85 I sr ael 147.237.77. 216 [dover . i df . i | Uhaut hori zed URL Access to wawidf.il/https:/wanidf.il/ Bl ock 1
77.139.138.198 |France 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to ww arman. i df.il/favicon.ico B ock 1
207. 46. 13. 25 Lhited Sates 147.237.72. 166 [aka. i df . i | Unhknown Paraneter docid in aka.idf.il/nain/sachar/klali.aspx None 1
: ] ] Unaut hori zed Met hod PCST for
66. 102. 9. 95 Lhited Sates 147.237.72. 166 |aka. i df .i | waw aka, i df . i | / mai n/ hone/ def aul t . aspx Bl ock 1
46.19. 85. 239 I srael 147.237.77. 216 |dover.idf . il Mal formed URL asp. net _sessi oni d=unt j da45f pwsnu55yi af 3n25 B ock 1
31.31.73.195 Czech Republic 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to www i df.il/1283-15035-en/ #49 B ock 1
Uhaut hori zed URL Access to
66.249.76.120 |[Israel 147.237.77. 176 |nat pash. i df . i | waw cogat . i df . i |/ usef ul i nf or mat i on/ i dkoni i pages/ ayosh1509201 |Bl ock 1
0. aspx
95. 37. 62. 53 RJSf;:I”i on 147.237.77. 216 |dover. i df . i | Mil tipl e Unaut hori zed URL Access from 95. 37. 62. 53 B ock 1
78. 46. 116. 99 Ger many 147.237.77.216 |dover. i df . il Unaut hori zed URL Access to wwwy i df.il/1283-15035-en/ #30 B ock 1
. . D stributed Uhaut hori zed URL Access on
2.53.40.22 | sr ael 147.237.77.234|hal ag. i df . il 147, 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
217.132.49.84 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 41 I srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st orage fi | es/ 0/ 71700. pef B ock 1
157. 55. 39. 24 Lhited Sates 147.237.72. 166 [aka. i df . i | Uhknown Paraneter catid in aka.idf.il/main/snalinifag. aspx None 1
Unknown HTTP Request Met hod
46. 19. 85. 239 | srael 147.237.77.216|dover . i df . i | . 20. 8af c=34d5e78d599eabbd. 1471558137. 1. 1471558137. 14715 |B ock 1
58137.; in URL asp.net_sessi oni d=untj da45f puwsmuS5yi af 3n25
. ] ] D stributed Whaut horized Met hod for Known URL on
37.54.195. 161 Lkrai ne 147.237.72. 166 |aka. i df . i | waw aka, i df . i | / mai n/ hone/ def aul t . aspx Bl ock 1
84. 110. 36. 34 I srael 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 1
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