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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
134. 147. 203. 115 Ger many 147.237.76. 42 refuah.idf.il B ack List drop 2
134. 147. 203. 115 Ger many 147.237.76. 86 navy.idf.il B ack List dr op 2
115.28.7.221 Chi na 147.237. 76. 86 navy.idf.il JLMPurple Gon Limt Htp drop 1
82.80.78.2 | srael 147.237.77.176 nat pash. i df i | B ack Li st drop 1
115. 199. 169. 70 Chi na 147.237.76. 177 ncore.idf.il B ack List drop 1
104. 148. 55. 162 Lhited Sates 147.237.76. 148 gogcenter.aka.idf.il |Back List drop 1
123. 151. 42. 61 Chi na 147.237.76. 34 yohal an.idf.il JLM Under At tack_Con_Udp drop 1
104. 148. 55. 162 Lhited Sates 147.237. 76. 202 e halag.idf.il B ack List dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site Sgnature Devi ce Action |Oount |
192.187.108.34 |lhited Sates 147.237.77. 74 lawidf.il C1000074: HITP. naj estic bot Per mit 11

91. 200. 12. 47 krai ne 147.237.77. 74 lawidf.il C1000016: HTTP. adnministrator in LR Per mit

192. 187. 108. 34 Lhited Sates 147.237.77.226  |ww chanat z. aka. i df . i | C1000074: HTTP. maj estic bot Per it

192.187.108.34  |lnited Sates 147.237.77.176 |matpash.idf.il C1000074: HTTP: naj estic bot Pernit
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|Top Attackers In |D|

A tacker

Target Address Count ry ‘Ste ‘Signature
162.213. 1. 246 [147.237.77.216|Wited Sates dover.idf.il |Tehila - Perl LWP with fake user agent 3
63.221. 141, 195 [147.237.76.31 [Lhited Sates nakchal .idf.il |ET SCAN Potential SSH Scan 1
58. 218. 204. 245 |147. 237. 76. 197 |hi na e hinush.idf.i1|ET SCAN Potential SSH Scan 1
173. 208. 249. 37 [147.237. 77. 227 |Wnited Sates e hanaz.idf.il [ET SCAN NVAP -sS wi ndow 4096 1
173. 208. 249. 37 [147. 237. 77. 227 Wi ted Sates e hanaz.idf.il [ET SCAN NVAP -f -sS 1
129 100.64. 251 |147. 237 8. 14 |Tai van e orchot i df ] ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
66.249. 76. 120 [147.237.77.176|lhited Sates natpash.idf.il [ET SCAN NVAP -sA (2) 1
58. 218. 204. 245 |147. 237. 76. 198 |Chi na e.yonalan.idf.i|ET SCAN Potential SSH Scan 1
194.58.37.43  |147.237.77.176 :3;;”' o nat pash. i of .i| |ET WEB_SERVER Fake Googl ebot UA 1 | nbound 1
173. 208. 249. 37 |147.237. 77. 227 |Wni ted Sates e hanaz.idf.il |ET SCAN NMAP -sS wi ndow 2048 1
120.237.232.6 |147.237. 76. 202 |Chi na e.halag.idf.il [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Count
66. 249. 93. 107 Eur ope 147.237.77. 216 dover.idf.il [drop SAMrul e drop 5
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il |dr op Frst packet isn't SN drop 3
122. 167. 163. 108 I ndi a 147.237.77. 216 dover.idf.il [drop First packet isn't SYN drop 2
89.138.121. 108 | srael 147.237. 72. 156 aman.idf.il [drop Mrtual defragnentation error: Tineout drop 2
91. 63. 240. 60 Ger many 147.237. 72. 166 aka.idf.il drop Frst packet isn't SN drop 1
66. 102. 9. 20 Lhited Sates 147.237.77. 216 dover.idf.il [drop First packet isn't SYN drop 1
109. 253. 128. 23 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SN drop 1
109. 253. 219. 89 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SN drop 1
74.82.47.42 Lhited Sates 147.237. 0. 200 mu.idf.il drop drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
46.116.43.114 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 54
46. 19. 86. 108 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 52
46.19. 85. 229 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 25
185.32.179.97 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
109. 64. 8. 91 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 3
80. 246. 130. 144 |l srael 147.237.77.216|dover. i df . il Distributed Uhaut hori zed URL Access on wawn idf.il/error.htm B ock 3
77.139.23.198 |France 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
65. 55. 210. 99 Lited Sates 147.237.77. 216 |dover . i df . i | O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 2
5.102.254.181 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
2.53.48. 141 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
199. 30. 24. 23 Lhited Sates 147.237.77. 216 |dover . i df . i | O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 2
66. 249. 65. 177 | srael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 65. 177 B ock 2
199. 30. 24. 144  |Uhited Sates 147.237.77.216|dover. i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 2
5.102. 253.158 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 5. 102. 253. 158 B ock 2
157. 55. 12. 65 Lhited Sates 147.237.77. 216 |dover.idf . il Ostributed Whaut hori zed URL Access on waww i df.il/error. htm B ock 2
77.126.31.130 |Israel 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to waw idf.il/https:/wwnidf.il/ B ock 1
79. 180. 44. 64 I srael 147.237.72. 156 |anman. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
66. 220. 156. 106 |Whited Sates 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to waw i df . il/894-en/i df gdover. aspx B ock 1
46. 19. 85. 36 I srael 147.237.72. 166 |aka. i df . i | Mitiple I1legal Byte Qode Character in URL from46. 19. 85. 36 Bl ock 1
Illegal Byte Gode Character in Mthod
182. 186. 186. 188|Paki stan 147.237.76.42 |refuah.idf.il S[[#O0]1[[#0]1[[#0]1p; [[#23]]U OW[[#31]] D+ °GenCvdzFs, AuYyez ./ asr _ B ock 1
i { [[#2]]bR 1 A0[ [ #30] ] > Khvx¥ (] [ #6] ] « ° =} [ [ #11] ] 5xADt
90.182.178.182 |Czech Republic [147.237.72.166|aka.idf.il Unknown Paraneter catlD in v aka. idf.il/yohal an/ hone/ hore. asp None 1
77.127.52.173  |Israel 147.237.77.216|dover. i df . il Whaut hori zed URL Access to waw i df.il/watch B ock 1
66.102. 9. 20 Lhited Sates 147.237.77.216|dover. i df .i | Ostributed Waut horized URL Access on waw idf.il/error.htm Bl ock 1
109. 253. 240. 111l srael 147.237.77. 234 |hal ag. idf.il Uhaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/ bul [ et 1. gi f |Bl ock 1
41.79.187. 106 :eagsaniif’crl‘hi ted 1147 237.72. 156 aman.idf.il Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
182. 186. 186. 188|Paki stan 147.237.76.42 |refuah.idf.il Illegal Byte de Character in URL B ock 1
91. 200. 12. 47 Wrai ne 147.237.77.74 |lawidf.il Ostributed PHP Attenpt B ock
5.20.164.179  |Israel 147.237.72. 166 |aka. i df . i | shknoun Parareter gi—y\ﬂS/E‘f’gA;iENmYPTED n None |1
66.102.9. 31 Lhited Sates 147.237.77.216|dover. i df .i | Ostributed Waut horized URL Access on waw idf.il/error.htm Bl ock 1
109. 253. 240. 133]I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
42.200. 34. 83 Hong Kong 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock 1
84.95.208.20  |Israel 147.237.77.74 |lawidf.il PHP Attenpt B ock 1
66. 249. 65. 177 | srael 147.237.77.216|dover . i df . i | Lhaut hori zed LRL Access to ww idf.il/atal 1/izkor/view pi ctures. asp B ock 1
NULL Character in Method
182. 186. 186. 188|Paki stan 147.237.76.42 |refuah.idf.il S[[#O]1[[#O]1[[#0]]p; [[#23]] U OW[[#31]] D+ ° (énOvazFs, AuYye?./asr_ |Bl ock 1
i i [[#2]] bR 1&U[ [ #30] > Khvx¥( [ #6]]°+}[ [ #11] ] 5xADx
91. 200. 12. 47 kr ai ne 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to www | aw i df.il/wp-1ogin. php Bl ock 1
77.139.247.213 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for waw aka. i df.il/ishurim B ock 1
204.79.180.76 |Lnited Sates 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method PCBT for waw aka. idf.il/ishurimnain/ B ock 1
66. 102. 9. 76 Whited Sates  |147.237.72.166 |aka. i df . i | m;:(:ﬂt;é ilﬂa:;hn(;rr:oi‘/j dr\ef;:??.g;)xmom UL on Bock |1
42.200. 34. 83 Hong Kong 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df . il/wp-1ogin. php B ock 1
84.95.208.20 | srael 147.237.77.74 |law i df .i| mult 2\?\;: éﬁdi H?_e :;C:ts:s /th‘;nepage/ 61 vi k. php Bock |1
66.249.76.42  |Israel 147.237.76.86 |navy. i df.il rlf;\?;t ihgfr.i izle/dgiﬁ focess ats?)/sho i orum asp Bock |1
Unknown HTTP Request Met hod
182. 186. 186. 188|Paki stan 147.237.76. 42 |refuah.idf.il S[[#O]1[[#O]1[[#0]]p; [[#23]]U OW[[#31]] D+ ° (énOvazFs, AuYye?./asr_ |Bl ock 1
i i [[#2]] bR 1&U[ [ #30] > Khvx¥( [ #6]]°+}[ [ #11] ] 5xADx
92. 247. 35. 58 Bl garia 147.237.72. 156 [anan. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
5.102. 253.158 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/sip_storagel/files/ 1/ B ock
79.176. 29. 94 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock
66. 102. 9. 85 Whited Sates  |147.237.72. 166 |aka. i df . i | m;:(:ﬂt;é ilﬂa:;hn(;rr:oi‘/j dr\ef;:??.g;)xmom UL on Bock |1
46. 19. 85. 36 I srael 147.237.72. 166 |aka. i df . i | L'u'ri%asl ; i?;geeg?ing:i:;fgol)zcﬁi’ fm’j IV kapat z/ /1 esi012 Bock |1
182. 186. 186. 188 |Paki stan 147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod B ock 1
84.229.9.75 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
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