08-20-2016-17:04:02 to 08-20-2016-18:04:02

1"PT SwNn Q.
gov IDF Under Attack
www.gov.il Da”y Report

|Top Targets |

B nadi matal .idf.il

M dover.idf.il
M aman.idf.il
M tikshuv.idf.il
Nummber W aka. idf.il
Att(zlcks M nat pash.idf.il
I yohal an. i df .il

M ny-kosher-kravi.idf.il
eitan.aka.idf.il
M navy.idf.il

Top Tar get

[Top Attackers |

200

W 2.55. 165. 148
87.68. 1. 227
I 66. 249. 81. 202

100-
61. 89. 163. 147
Nu r(;ber i Bl 212. 143. 142. 56
87.68.112. 119
At tacks 50 -

[ 81. 218. 66. 211
M 66. 249. 81. 199

66. 249. 93. 107
M 65. 55. 210. 129

Top Attackers



08-20-2016-17:04:02 to 08-20-2016-18:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
82.80.78.2 | srael 147.237.77.176 nat pash. i df . il B ack Li st drop 3
93. 174. 95. 106 Net her | ands 147.237.76. 86 navy.idf.il B ack List dr op 1
123. 151. 42. 61 Chi na 147.237.76. 34 yohal an.i df . il JLM Purple Con Linit dp drop 1
123. 151. 42. 61 Chi na 147.237.76. 34 yohal an.idf.il JLM Under Attack Con Udp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action |Oount

61. 89. 163. 147 Japan 147.237.77. 216 dover.idf.il |[Cl1000064: HITP. Access to - adnin.asp Per mit 5
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|Top Attackers In ID|

Target Address

At acker
Count ry

Signature

162.213. 1. 246 [147.237.77.216|lhited Sates |dover.idf.il Tehila - Perl LWP with fake user agent
198.20.69.98 |147.237.77.19 |Uhited Sates |[lawforumidf.il|ET DROP Dshi el d B ock Listed Source
_ , L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
14. 148. 239. 198 [147. 237. 76. 30 |China hi nush. i df .i .
Potential Scan or Brute Force
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address \Signature Message Devi ce Action |Oount
87.68. 1. 227 | srael 147.237.72. 156 anan. i df.il drop First packet isn't SN drop 13
66. 249. 81. 202 Eur ope 147.237.0. 34 tikshuv.idf.il dr op Frst packet isn't SN drop 9
81.218. 66. 211 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 6
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 6
66. 249. 81. 199 Eur ope 147.237.0. 34 tikshuv.idf.il dr op Frst packet isn't SN drop 4
89. 139. 206. 132 | srael 147.237.72. 156 anan. i df.il drop First packet isn't SYN drop 3
66. 249. 93. 107 Eur ope 147.237.77. 216 dover.idf.il drop SAMrul e drop 2
66. 249. 93. 107 | srael 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
66. 249. 81. 199 | srael 147.237.0. 34 tikshuv.idf.il drop First packet isn't SYN drop 1
66. 249. 93. 107 | srael 147.237.77. 170 naar achot . i df . il drop SAMrul e drop 1




08-20-2016-17:04:02 to 08-20-2016-18:04:02

|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Acti on ‘Count
2.55.165.148 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 206
87.68.112.119 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
65.55.210.129 |lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 4
46.116. 43. 114 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
81.218. 127. 141 [l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
37.26.146. 204 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
157.55.2.166 |Whited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to wawidf.il/error.htm B ock 2
199. 30. 25. 6 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 2
. . Unaut hori zed Met hod PCST for
77.139.77.217 |Fance 147.237.72. 166 |aka. i df . il vw aka. i o i1/ shal i shut/ si tef def aul t . aspx B ock 2
. . Unhaut hori zed URL Access to
66. 249. 66. 242 | srael 147.237.77.74 [lawidf. il ww | aw i df . il /tenpl at es/ shar ed/ user cont rol s/ | obbyi nf ocent eri t ent Bl ock !
79.176. 104. 111 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
ny- kosher - kravi . i df . _ o
66. 249. 69. 64 | srael 147.237.0. 16 il Uhaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1
79.180. 125. 136 |l srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 1
66.102.9.8 Lhited Sates [147.237.72.156|aman. i df.il D stributed Unaut hori zed LRL Access on ww anan. i df .il/favi con.ico |B ock 1
. . Unhaut hori zed URL Access to
176.13.8.209 I srael 147.237.77. 234 [hal ag. i df . i | wn | ogi stics.atal.idf.il/tenpl ates/shared usercontrol s/trajector/ Bl ock !
ny-kosher - kravi . i df . _ o
66. 249. 69. 126 |l srael 147.237.0. 16 i Uhaut hori zed URL Access to waw ny- kosher-kravi.idf.il/robots.txt |B ock 1
; . Unhaut hori zed URL Access to
46.117.24.172 I srael 147.237.72. 166 [aka. i df . i | waw aka. i df . i |/ nai n/ gyi us/ hone/ def aul t . aspx Bl ock !
) . . D stributed Unaut hori zed Met hod for Known URL on
66. 102. 9. 85 Lhited Sates |147.237.72.166(aka.idf.il v aka. i df i 1/ mai n/ hone/ def aul t . aspx B ock 1
197. 40. 142. 212 |Egypt 147.237.77.216|dover. i df . i | Mil ti pl e Lhtraceabl e SSL Sessions from 197. 40. 142. 212 (Qpen Mde) |None 1
77.138.220. 176 |France 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
61. 89. 163. 147 [Japan 147.237.77. 216 |dover . i df . i | Admi n Bl ocki ng B ock 1
. ; . Unhaut hori zed URL Access to
84.108.15. 250 |l srael 147.237.76.200 [ei tan. aka. i df . i wan ei tan. aka. i df . il /tenpl at es/ honepage/ honepage. aspx Bl ock !
66. 249. 64. 193 |1 srael 147.237.77.233atal i df.il Unhaut hori zed LRL Access to waw atal . idf.il/1321- he/ NAbmon mAx B ock 1

aspx. Np'uoALNI
61.89. 163. 147 |Japan 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to wwidf.il/ar/admn/ B ock 1
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