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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
109. 253. 220. 87 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
58.11.155.3 Thai | and 147.237. 76. 202 e halag.idf.il |JLM Under_Attack Con_Tcp drop 2
115. 230. 125. 146 Chi na 147.237. 76. 202 e halag.idf.il |JLM Under Attack Con Tcp drop 2
14.169. 109. 87 Vi et nam 147.237.76. 30 hi nush. i df .i | B ack List drop 1
115. 230. 125. 146 Chi na 147.237.77. 61 e.cogat.idf.il |[JLMPurple Gon Limt Htp drop 1
192. 69.91. 134 Lhited Sates 147.237.76. 30 hi nush. i df .i | B ack List drop 1
115. 230. 125. 146 Chi na 147.237.77.121 e navy.idf.il JLM Purple Gon Linit_Tcp drop 1
195. 154. 172. 204 France 147.237.0. 200 ndu. i df.il JLMPurple Con Limt_Htp drop 1
185.94.111.1 Russi an Federation 147.237.76.176 test.ncore.idf.il|B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 199 e. nakchal .idf.il |B ack List drop 1




08-20-2016-16:04:01 to 08-20-2016-17:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site Sgnature Devi ce Action |Oount
89. 163. 148. 22 Ger many 147.237.77. 74 lawidf.il CL000074: HTTP. maj estic bot Per nit 37
89. 163. 148. 22 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nirt 12
89. 163. 148. 22 Ger many 147. 237.72. 166 aka.idf.il C1000074: HITP. maj estic bot Permit 3
89. 163. 148. 22 Ger many 147.237.77. 176 mat pash. i df . i | CL000074: HTTP. maj estic bot Per nit 3
89. 163. 148. 22 Ger many 147.237.0. 34 tikshuv.idf.il C1000074: HITP. naj estic bot Per nirt 2
89. 163. 148. 22 Ger many 147.237.77. 226 ww chanat z. aka. i df . i | C1000074: HITP. maj estic bot Permit 2




08-20-2016-16:04:01 to 08-20-2016-17:04:01

|Top Attackers In |D|

Target Address ‘Attacker Count ry Signature

109. 186. 77. 203 [147. 237. 76.30 |Israel hi nush. i df . i1 ET SCAN NVAP -sA (2) 6

162.213.1. 246 |147.237.77.216|Wited Sates dover.idf.il Tehila - Perl LWP with fake user agent 4

91. 125. 184. 101 |147. 237. 77. 216 |Uni ted Ki ngdom dover.idf.il Tehila - Perl LWP with fake user agent 2

, L ET DC5 Large anount of TCP ZeroVWndow - Possible Niller2

109. 186. 77. 203 [147. 237. 76. 30 |I srael hi nush. i df il 2
DDos attack

94, 102. 48.195 [147.237.8.27 |Netherlands e.nadimatal .idf.i|ET SCAN NVAP -sS wi ndow 1024 1

92.29.66.222 |147.237.76.196 |Uni ted Ki ngdom e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1

94.102.48.195 [147.237.8.14 |Netherlands e.orchot.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1

91. 201. 236. 155 [147. 237. 76. 44 |Wkrai ne erefuah.idf.il |ET SCAN NVAP -sS wi ndow 4096 1

_ o ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,

58.11.155. 3 147.237.76.31 |Thailand nakchal .i df . i1 ) 1
Potential Scan or Brute Force

188.161.91. 27 |147.237. 77. 216 g:ajcisgi':("a” Territory: Noover.i df il ET SCAN NVAP -sA (2) 1




08-20-2016-16:04:01 to 08-20-2016-17:04:01

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
5.34.162. 37 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 16
66. 249. 93. 107 Eur ope 147.237.77. 216 dover.idf.il dr op SAMrul e drop 13
5.34.162. 37 Pal estinian Territory, Qcupi ed 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 6
79.178. 244. 16 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
152. 166. 124. 216 Domi ni can Republ i ¢ 147.237.77. 216 dover.idf.il dr op First packet isn't drop 5
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
66. 249. 93. 107 Eur ope 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
66. 249. 93. 107 | srael 147.237.77. 216 dover.idf.il drop SAMrul e drop 3
210. 213. 146. 164 Phi l'i ppi nes 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
69. 30. 221. 242 Lhited Sates 147.237.72. 156 aman. i df.il dr op SAMrul e drop 2
5.28.175.190 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
129. 56. 2. 38 Ngeria 147.237.0.35 akaws. i df . il drop drop 1
176.13.23.11 | srael 147.237. 72. 166 aka idf.il drop Frst packet isn't drop 1
84. 111. 140. 99 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
129. 56. 2. 38 Ngeria 147.237.76. 34 yohal an. i df .il drop drop 1
184.105. 139. 110 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
109. 253. 144. 49 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
115. 230. 125. 146 Chi na 147.237.77. 216 dover.idf.il drop SAMrul e drop 1
41. 105. 50. 236 Ageria 147.237. 72. 166 aka idf.il drop Frst packet isn't drop 1
157. 55. 39. 110 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
129. 56. 2. 38 Ngeria 147.237.0. 33 idf.il drop drop 1
176. 13. 16. 89 | srael 147.237. 72. 166 aka idf.il drop Frst packet isn't drop 1
82.221.105.7 | cel and 147.237.0. 35 akaws. i df .il dr op drop 1




08-20-2016-16:04:01 to 08-20-2016-17:04:01

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site dgnature Action ‘Count
2.55. 165. 148 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 119
109. 253.143.6  |lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 61
121. 205. 226. 241|Chi na 147.237.77. 216 |dover . i df . i | Ml tipl e Unauthorized URL Access from 121.205. 226. 241 B ock 17
121. 205. 226. 241|Chi na 147.237.77.216|dover. i df .i | Dstributed PHP Attenpt Bl ock 6
2.53.172.138 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 6
46.117.106. 108 |l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
66.249.83.245 |lIsrael 147.237.77.216|dover. i df . i | Distributed Wauthorized URL Access on waw idf.il/error. htm B ock 3
66. 249. 76. 83 I srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 76. 83 B ock 3
109. 226. 22. 161 |l srael 147.237.77. 216 |dover.idf .il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 3
66.249.83.242 |lIsrael 147.237.77.216|dover. i df . i | Distributed Wauthorized URL Access on waw idf.il/error. htm B ock 2
65. 49. 68. 197 Lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed Method PCBT for waw aka.idf.il/iturin B ock 2
80. 246. 136. 244 [Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
. . Unaut hori zed URL Access to
109. 253. 142. 123|l srael 147.237.77.234|hal ag. i df . i | 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. g f B ock 1
77.237.146. 28 gg}‘;ﬂ . 147.237.77.74 |lawidf.il Unaut hori zed URL Access to / B ock 1
66. 249. 76. 83 I srael 147.237.77.216|dover. i df . i | D stributed Unaut horized LRL Access on www idf.il/error. htm Bl ock 1
- . Unaut hori zed Met hod HEAD for
144. 76. 236. 183 |Ger many 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ br ot her s/ ski ral def aul t. asp Bl ock 1
84.109. 126. 219 |[Israel 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
] ] ] D stributed Unauthorized Method for Known URL on
66.102. 9. 76 Lhited Sates |[147.237.72.166|aka.idf.il wiw aka. i df . i | / mai n/ hone/ def aul t . aspx Bl ock 1
5. 29. 208. 47 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagel/files/ 4/ B ock 1
79.177. 124. 204 | srael 147. 237.72. 166 |aka. i df . i | Unknown Paraneter ct|00Sct!008rbSearchSit in None 1
viwv aka. i df . i | / mai n/ sachar/
180. 76. 15. 27 Chi na 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76.42/ styl e/ 1. he/ 960.css  |B ock 1
46.121. 96. 74 I srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
87.68. 32. 127 I srael 147.237.72.166 |aka. i df . i | Lhaut hori zed URL Access to wwu aka. idf.il/wwtikshuv.idf.il B ock 1
66.249. 83.248 |[Israel 147.237.77.216|dover.idf .il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
66.102.9.105  [lnited Sates |147.237.72. 166 |aka. i df . il Distributed Uhauthorized Mthod for Known LRL on B ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
37.26.149. 254 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 1
79. 180. 2. 59 I srael 147.237.77. 216 |dover.idf . il PHP At t enpt B ock 1
66. 249. 76. 83 I srael 147.237.77.216|dover.idf .i | Lhaut hori zed URL Access to wwidf.il/atal 1/izkor/print_text.asp |B ock 1
54.81.168. 187 |Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
. . Unhaut hori zed URL Access to
89.138.14.102 |Israel 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl el shar ed/ r eset . css Bl ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.228.185 |lhited Sates [147.237.77.216|dover.idf.il v i df i 1/ 1379- he/ dover . aspx Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 244 I srael 147.237.76.86 navy. | df.il Wi navy. i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
37.142.247.140 |[Israel 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to waw i df.il/https:/wanidf.il/ Bl ock 1
79. 180. 2. 59 I srael 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to wwu i df.i|/wp-1ogin. php B ock 1
66. 249. 76. 98 I srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
65. 49. 68. 197 Lhited Sates [147.237.72.166|aka.idf.il Mil tipl e Unaut hori zed Method for Known URL from 65.49. 68. 197 |B ock 1
77.138.140.176 |France 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to www anan. idf.il/favicon.ico B ock 1
66.249. 66. 177 I srael 147.237.77. 216 |dover. i df . i | Wnauit hori zed LRL Access to Bl ock 1
ww i df i | /atal 1/i zkor/ vi ew pi ct ures. asp
121. 205. 226. 241|Chi na 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to www i df.il/index. asp B ock 1
www. chamat z. aka. i df i
46.19.85.126  |Israel 147.237.77. 226 . Wnauit hori zed LRL Access to B ock 1
il waw. chamat z. aka. i df . i1/t enpl at es/ honepage/ honepage. aspx

08-20-2016-16:04:01 to 08-20-2016-17:04:01




