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|Top Attackers | n DDoS- Def ence |

Attacker Address
104. 148. 55. 162

|Attacker Country
Lhited Sates

Target Address
147.237.76. 39

nobi le.neitav.idf.il
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site ‘Sgnature Device Action |Count

197. 231. 221. 211 Liberia 147.237.77. 216 dover.idf.il |24910. HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

162.213. 1. 246 |147.237.77.216|lhited Sates |dover.idf.il Tehila - Perl LWP with fake user agent 7
. L SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
66. 249. 64. 113 147.237.72.166 |Lhited Sates |aka.idf.il . . -
deni al of service attenpt
41.224.242. 127 [147.237.8.50 |Tunisia etikshuv.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
. . L ET SCAN Behavi oral Wusual |y fast inbound Tel net Gonnecti ons,
187.171. 212.187|147. 237.76. 30 |Mexi co hi nush. i df.il X 1
Potential Scan or Brute Force
129. 56. 2. 38 147.237.72.167|Ngeria ishurimaka.idf.il|[ET SCAN NMAP -sS w ndow 1024 1
94.102.48.195 |147.237.77.19 |Netherlands lawforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.195 |147.237.76. 176 |Net her | ands test.ncore.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
91.201.236.50 |147.237.77.19 |Wkraine lawforumidf.il |ET SCAN NVAP -sS wi ndow 2048 1
91.201.236.50 |147.237.77.19 |kraine lawforumidf.il |ET SCAN NVAP -f -sS 1
. L SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
66.249.76.117 |147.237.72.166|hited Sates |aka idf.il . ) - 1
deni al of service attenpt
41.224.242.127 [147.237.8.50 |Tunisia e.tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
193. 201. 225. 149|147. 237. 76. 202 |Wkr ai ne e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
41, 224.242.127 |147.237.8.50 |Tunisia e.tikshuv.idf.il |ET SCAN NVAP -f -sS 1
117.135.131. 60 |147.237.76. 176 |Chi na test.ncore.idf.il |ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.76. 198 [Net her | ands e.yohaan.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.195 |147. 237.76. 147 |Net her | ands chinuch. aka.idf.i I|[ET SCAN NVAP -sS w ndow 1024 1
91.201.236.50 |147.237.77.19 |kraine lawforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
91.201.236.50 [147.237.77.19 |lkraine lawforumidf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
212.175. 39. 170 Tur key 147.237.77. 216 dover.idf.il dr op First packet isn't drop 8
46. 19. 86. 87 | srael 147.237.76. 42 refuah.idf.il dr op Frst packet isn't drop 6
111. 20. 248. 74 Chi na 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
109. 186. 77. 41 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 4
84.120. 159. 161 Spai n 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
108.59.8.70 Lhited Sates 147.237.77. 216 dover.idf.il dr op SAMrul e drop 2
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
84.94.123. 153 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
216.243.31. 2 Lhited Sates 147.237. 76. 148 gqacenter. aka. i df . i dr op drop 1
109. 253. 128. 191 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
212.241.3.81 Kyr gyzst an 147.237.77. 233 atal.idf.il drop First packet isn't drop 1
93. 214. 61. 37 Ger many 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
176. 13. 3. 232 | srael 147.237.0.19 nadi matal .idf.il dr op First packet isn't drop 1
216. 218. 206. 118 Lhited Sates 147.237.0. 200 ndu.idf.il dr op drop 1
184. 105. 247. 208 Lhited Sates 147.237. 76. 148 gqacenter. aka. i df . i dr op drop 1
216.243.31.2 Lhited Sates 147.237. 0. 200 ndu.idf.il dr op drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

nmaar achot . i df . i | /71929- en/ naar achot . aspx

ountry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 35 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 174
176.13.21. 156 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 163
46.19.86.231 |[Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 14
. . . Uhaut hori zed URL Access to
46.19.86.231 |Israel 147.237.77.243|nobi | e. i df . i | nobi | e, i . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 Bl ock 4
131.253.27.64 |lLhited Sates 147.237.77.216|dover . i df . i | Dstributed Lhaut hori zed UR. Access on waw i df.il/error. htm B ock 3
2.55.180.143 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
156. 211. 96. 245 |Egypt 147.237.77. 216 |dover . i df . i | D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm B ock 2
37.26.146. 252 |lsrael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 2
80. 246.130.55 |Israel 147.237.77.216|dover . i df . i | Dstributed Lhauthori zed UR. Access on waww idf.il/error.htm B ock 2
77.139. 104. 116 |France 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 2
176. 13.232.50 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
. . O stributed Whaut hori zed URL Access on
79.177. 230. 172 |I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
) . . D stributed Whaut horized Met hod for Known URL on
66.102. 9. 76 Lhited Sates 147.237.72.166 |aka. i df . i | w aka. i df . i | / mai v/ hore/ def aul t . aspx Bl ock 1
212.241.3.81 |Kyrgyzstan 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/favi con. i co B ock 1
Russi an ] ] D stributed Whaut horized Met hod for Known URL on
109.63.209.11 | oo 147.237.72. 166 [aka. i df . i | vown aka. i o . i 1/ mai 1V gi yus/ pni ot . aspx Bl ock 1
. . Lhtraceabl e S3. Sessi ons: Protocol violation
66. 249. 76. 117 |Israel 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT HELLO) None 1
66.102. 6. 91 Lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed UR. Access on waw i df.il/error.htm B ock 1
31.154.81. 74 |lsrael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 1
79.181.167.83 |lsrael 147.237.77. 216 |dover.idf.il SSL Untraceabl e Connection - Qpen Mde None 1
. . S Untraceabl e Gonnection - Protocol violation
66. 249. 64. 113 [l srael 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT FELLO) None 1
213.57.221. 115 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
109. 65.13. 3 | srael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 1
) . . Paraneter Type M ol ati on PageNumin
68.180.228. 231 |Whited States  |147.237.77. 176 |mat pash. i df . il v cogat . i df . i 1/ 1038- he/ cogat . asp Bl ock 1
66. 102. 6. 92 Lhited Sates 147.237.77.216|dover . i df .i | Dstributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock 1
157.55.39. 234 |Wnited Qates  |147.237.77. 216 |dover.idf.il Whauthori zed LR Access to v idf.i1/1391-12626-¢ Bl ock 1
n/ dover . aspx
66. 249. 64. 223 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1273-he/ atal . aspx  |Bl ock 1
46.121.96.74  |lsrael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
109. 67. 197. 208 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwidf.il/https:/wwidf.il/ B ock 1
66.102.6.131 |lhited Sates 147.237.77.216|dover . i df . i | Dstributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock 1
-kosher-kravi . idf. i
40.77.167.32 |Wited Sates  |147.237.0.16 |V Wnauit hori zed LR Access to B ock 1
il v ny- kosher -kravi . i df.il/robots. txt
84.120. 159. 161 |Spain 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to ww i df.il/english/history B ock 1
66. 249. 64. 227 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock
46.121.96.74 |lsrael 147.237.72. 156 |anan. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None
. . D stributed Uhaut hori zed URL Access on
2.53.9.117 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f Bl ock 1
109. 186.86. 71 |l srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
. . O stributed Uhaut hori zed URL Access on
77.139. 104. 116 |France 147.237.77.233|atal .idf.il 147 237 77. 233/ f avi con. i co Bl ock 1
66.102.6.191 |lnited Sates 147.237.77.216|dover . i df . i | Dstributed Lhaut hori zed URL Access on waww idf.il/error.htm B ock 1
. . D stributed Whaut horized Met hod for Known URL on
90. 80. 227. 59 Fance 147.237.72.166|aka. i df . i | waw aka, i df . i | / mai n/ hone/ def aul t . aspx Bl ock 1
. . Uhaut hori zed URL Access to
66. 249.76. 115 |Israel 147.237.77. 216 [dover. i df . il 147, 237. 77. 216/ 1841- 22517- he/ dover . aspx Bl ock 1
65.49.68.197 |ited Sates  |147.237.77.170 |nmar achot . i df . i | tnaut hori zed URL Access to Bl ock 1
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