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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 4
82.80.78. 2 | srael 147.237.77.176 nat pash. i df . i | B ack List dr op 2
185.94.111.1 Russi an Federation 147.237.76. 148 gocenter. aka. i df.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnature Devi ce Action |Oount
91. 200. 12. 47 Lkr ai ne 147.237.77.233 atal.idf.il |clo00016: HTTP. administrator in R Per nirt 8
71.6.167. 142 Lhited Sates 147.237.76. 177 ncore.idf.il ]13840: TLS (penSSL Heartbeat Packet B ock 1
86. 186. 225. 159 Lhited Ki ngdom 147.237.77. 216 dover.idf.il |[24910: HTTP. Python urllib User-Agent Header B ock 1




08-20-2016-14:04:01 to 08-20-2016-15:04:01

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

162.213.1. 246 |147.237.77.216|lhited Sates |dover.idf.il Tehila - Perl LWP with fake user agent 7
185. 56. 82. 22 147. 237. 76. 202 |Net her | ands e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
185. 56. 82. 22 147. 237.76. 44 |Nether| ands e.refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
80.242. 21318 |147. 237 0.19  |kazakst an vadimatal idf i ET SCAN Behavi F)ral Lhusual |y fast Terninal Server Traffic, Potential
Scan or Infection
58. 218. 204. 245 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
50.244.232. 141 |(147.237.77.235|nited Sates |svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 225. 149|147. 237. 76. 199 |Wkr ai ne e.nakchal .idf.il [ET SCAN NVAP -sS wi ndow 1024 1
185. 56. 82. 22 147.237. 76. 148 |Net her | ands gqcenter. aka.idf .i [ET SCAN Potential VNC Scan 5900- 5920 1
185. 56. 82. 22 147.237.0.15 [Netherl ands kosher-kravi.idf.i |[ET SCAN Potential VNC Scan 5900- 5920 1
80.246. 137.32  |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
58. 218. 204. 245 |147. 237. 76. 202 |Chi na e halag. idf.il ET SCAN Potential SSH Scan 1
54. 80. 32. 24 147.237.76.42 |lhited Sates |refuah.idf.il ET WEB_SERVER Fake Googl ebot UA 1 | nbound 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Count
79.182.80. 76 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 7
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
46. 19. 86. 87 | srael 147. 237.76. 42 refuah.idf.il dr op First packet isn't drop 2
109. 253. 156. 22 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
120. 132. 68. 73 hi na 147.237.0. 200 mu. i df.il dr op drop 1
176. 13. 16. 20 | srael 147.237. 72. 167 ishurimaka.idf.il dr op First packet isn't drop 1
66. 249. 93. 107 | srael 147.237.77.216 dover.idf.il dr op SAMrul e drop 1
184. 105. 247. 204 Lhited Sates 147.237.76. 34 yohal an.i df .il dr op drop 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

dgnature

Devi ce

‘Count

Country Action
. . . Uhaut hori zed URL Access to
94. 230. 84. 61 I srael 147.237.0.19 |madimatal .idf.il neci matal i df i |/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 13
176. 13. 10. 31 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 9
2.53.5.121 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 6
77.127.70.194 |lIsrael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod Bl ock 5
131.253.25.171 |lhited Sates |[147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 3
131.253.27.35 |uhited Sates |[147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on wawidf.il/error. htm B ock 3
109. 253. 230. 141|I srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/index B ock 2
199. 30. 24. 79 Lhited Sates |147.237.77.216]|dover.idf.il D stributed Lhaut hori zed URL Access on waww i df.il/error. htm B ock 2
77.139.137. 155 |France 147.237.72. 166 |aka. i df . i | Whaut hor i zed Met hod PCST for B ock 2
v aka. i df . i |/ mai n/ gi yus/ pni ot . aspx
Lhi ted . . D stributed Unaut hori zed Method for Known URL on
92.1.172. 190 Ki ngdom 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ mai v hoe/ def aul t . aspx B ock 2
89.248.172.16 |Netherlands |147.237.77.170|maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ robots. t xt Bl ock
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock
77.127.70.194 [israel 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/sip _storagel/files/2/ B ock 1
66. 102. 9. 54 lhited Sates [147.237.72. 166 |aka.idf.il Distributed tnauthorized Method for Known URL on B ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
91. 200. 12. 47 Wrai ne 147.237.77.233|atal .idf . il PHP Attenpt B ock 1
66. 249. 76. 77 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
66.102. 9. 85 Wited Sates [147.237.72.166|aka. i df.il Distributed tnauthorized Method for Known URL on B ock 1
ww aka. i df . i |/ mai n/ hone/ def aul t . aspx
: . . Unknown Pararet er 4f9c0c80 in
207. 46. 13. 25 Uhited Sates |147.237.72.166|aka. i df .il v aka i df i |/ mai n/ hoe/ def aul t . aspx None 1
91. 200. 12. 47 kr ai ne 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to atal.idf.il/wp-1ogin. php Bl ock 1
66. 249. 76. 112 I sragl 147.237.72. 166 |aka. i df . i | ﬂal;:lhorl zed URL Access to wwv aka.idf.il/sip_storage/files/6/9pw B ock 1
84.108.85.140 |Israel 147.237.72. 166 |aka. i df . i | Unknown Parameter _\ BASTATEENCRYPTED | n None 1
wawn aka. i df . i | / mai n/ sachar/ nas. aspx
. . . Unaut hori zed URL Access to
66.249. 65. 163 [l srael 147.237. 76. 147 |chi nuch. aka. i df . i | v chi nuch, aka. i df .1/t enpl at es/ shar ed/ user cont r ol s/ header upper / B ock 1
212.235.16.21 |Israel 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to wan i df.il/aman B ock 1
. . Unaut hori zed URL Access to
66.249.76.115  |Israel 147.237.77. 216 |dover. i df . il 147.237.77. 216/ 1133- 21587- he/ i df gdover . aspx Bl ock 1
. . Paraneter Type M ol ati on SearchText in
2.53.30. 46 I sr ael 147.237.77. 216 (dover. i df . i | v i df i 171065- he/ dover . aspx Bl ock 1
. . Unaut hori zed URL Access to
84.229.43.184 | sr ael 147.237.77. 216 dover . i df . i1 ww i df . i 1/tenpl at es/ shar ed/ user cont r ol s/ pr onot i oncube/ B ock !
66.249.66.197 [Israel 147.237.77. 216 |dover.i df .i | Unhaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
www. chamat z. aka. i d i
217.132. 247.34 |Israel 147.237.77.226], . Wnaut hori zed LRL Access to B ock 1
foil waw. chanat z. aka. i df . i1/t enpl at es/ honepage/ honepage. aspx
. . Unaut hori zed URL Access to
2.53.49.198 I sr ael 147.237.77.234|hal ag.i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. g f B ock 1
176. 228. 158. 248|l srael 147.237.72. 166 |aka. i df . i | Illegal Byte Code Character in URL /nai i kapat 2/ /res#012 B ock 1
our ces/ i nages/ i nner page/ goback. gi f
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