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|Top Attackers | n DDoS- Def ence |
Attacker Address

|Attacker Country |Target Address | site |Signature  |Device Action  |Count |
82.80.78.2 | srael 147.237. 76. 86 navy.idf.il B ack List drop 2
82.80.78. 2 | srael 147.237.77. 176 nat pash. i df . i | B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

66. 240. 236. 119 Lhited Sates 147. 237. 76. 199 e.nakchal .idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘Ste

‘Signature

162.213.1.246 |147.237.77.216|lhited Sates |[dover.idf.il |Tehila - Perl LWP with fake user agent 8
91. 201. 236. 158 [147.237.76.31 |Wraine nakchal .idf.il [ET SCAN NMAP -sS w ndow 2048 1
193. 201. 225. 149|147. 237. 76. 200 |kr ai ne eitan. aka. idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
123.206. 73. 185 [147.237.76.30 |Chi na himsh.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 158 [147.237.76.31 |Wraine nakchal .idf.il [ET SCAN NVAP -sS wi ndow 3072 1
91.201. 236. 158 |147.237.76.31 |Wkraine nakchal .idf.il |[ET SCAN NVAP -f -sS 1
_ _ . |ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons,
177.17.159. 76  |147.237.76.30 |Razil hi nush. i df . i . 1
Potential Scan or Brute Force
, .. |ET SCAN Behavi oral UWusual 'y fast inbound Tel net Gonnecti ons,
142.54.108.92 |147.237.8.45 |[lhited Sates |e.eitan.idf.il ) 1
Potential Scan or Brute Force
94.102.48.195 |147.237.8.24 |Netherlands e.lifestyle.id|ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address Ste |Signature |Message Devi ce Action |Oount |
66. 249. 93. 107 Eur ope 147.237.77.216 |dover.idf.il drop SAMrul e drop 13
79.177.57.54 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't SYN |drop 7
52.42. 215. 123 Lhited Sates 147.237.77.176 |natpash.idf.il drop SAMrul e drop 6
100. 92. 254. 88 147.237.77.216 |dover.idf.il drop First packet isn't SYN |drop 6
176. 13. 248. 143 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't SYN |drop 4
173.255.134. 198 |lhited Sates 147.237.77.216 |dover.idf.il drop First packet isn't SYN |drop 4
62. 128. 48. 166 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN |drop 4
66. 249. 93. 107 | srael 147.237.77.216 |dover.idf.il drop SAMrul e drop 4
212. 143.142.56 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN |drop 3
109. 186. 77. 41 | srael 147.237.72.156 |anan.idf.il drop First packet isn't SYN |drop 2
176. 13. 14. 53 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't SYN |drop 2
46. 19. 86. 110 | srael 147.237.72.166 |aka.idf.il drop First packet isn't SYN |drop 1
77.126.67. 48 | srael 147.237.72.166 |aka.idf.il drop First packet isn't SYN |drop 1
212.143.142. 44 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't SYN |drop 1
176. 13. 19. 37 | srael 147.237.72.156 |anan.idf.il drop First packet isn't SYN |drop 1
104. 24. 103. 87 Lhited Sates 147.237.77.226  |ww chanat z. aka. i df . i | drop First packet isn't SYN |drop 1
5.11.43.184 Pal estinian Territory, Qcupied 147.237.77.216 |dover.idf.il drop First packet isn't SYN |drop 1
176. 13. 243. 142 | srael 147.237.72.166 |aka.idf.il drop First packet isn't SYN |drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
2.53.191.124 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 36
84.109. 144. 248 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 22
66.249.81.212 |Israel 147.237.77.216|dover . i df . i | D stributed Unaut hori zed LRL Access on waidf.il/error. htm B ock 7
66. 249. 76. 83 | srael 147.237.77.216|dover. i df .i | Mil tipl e Uhaut horized URL Access from 66.249. 76. 83 B ock 6
109. 253. 194. 232/l sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
46.121.91. 52 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/mai n/ sachar/undefi ned B ock 4
46. 19. 85. 35 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66.249.81.218 |[Israel 147.237.77. 216 |dover.i df . i | Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 2
131.253.25. 131 |lWited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/error. htm B ock 2
66.249.81.215 |[lIsrael 147.237.77.216|dover.i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 2
66. 249. 66. 162 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wawidf.il/. wel | -know assetlinks.json B ock 1
2. 53. 166. 252 I srael 147.237.72. 166 |aka. i df . i | Ml formed URL wan aka. i df . i | B ock 1
213.8.204.58  |israel 147.237.72. 166 |aka. i df . i | mu;?; rii dﬁjl ?bn;h;dgiﬁé?kf o/ ki osk. aspx B ock 1
109. 65. 169. 22 |l srael 147.237.72. 166 |aka. i df . i | m”;gri'df’?l /'\ﬁ;ihn(;‘;i%} gj\:sh;irl cat onservi ce. asm! get aut huser Bl ock 1
66.249. 76. 77 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 66.249. 76. 77 B ock 1
2.53. 166. 252 I srael 147.237.72. 166 |aka. i df . i | Unknown HTTP Request Method Host: in URL ww aka.idf.il B ock 1
68.180.229.49 |[wnited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
51.6.76.1 LKJ?ir:;gom 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod PCST for v aka. i df.i|/mai n/ hone/ defaul t.aspx  |[Bl ock 1
109. 67. 109. 44 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 1
80.246.130.79 |Israel 147.237.77. 176 [mat pash. i df . i|  |Uhauthori zed URL Access to www cogat.idf.il/894-ar B ock 1
66. 102. 9. 76 Wited Sates |[147.237.72.166|aka.idf.il m;l'(:”f jfd_ ilf"/a#;whioﬁ‘/’ d';";:f?.;ggxmo"‘" UL on B ock 1
2.53. 166. 252 I srael 147.237.72. 166 [aka. i df . i | Abnornmal |y Long Request net hod B ock 1
37.26.148.129 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
82. 80. 60. 18 I srael 147.237.77. 243 |nobi | e. i df . i | mgﬂt:cl’rd'lee? , t’;egpgf;sem;esn <t ohi | ddocument <) 1674 Bl ock 1
66. 249. 64. 41 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 66.249. 64. 41 B ock 1
2.53.166. 252 I srael 147.237.72. 166 [aka. i df . i | I11egal HITP \ersion Bl ock 1
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