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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address | site |Signature  |Device Action  |Count |
82.80.78.2 | srael 147.237.77.176 nat pash. i df . i | B ack Li st drop 1
93. 174. 93. 156 Net her | ands 147.237. 76. 148 ggcenter.aka.idf.il B ack List dr op 1
185.94.111.1 Russi an Federation 147.237.76. 38 eeneitav.idf.il B ack List drop 1
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|Top Attackers In IPS|

Addr ess |Attacker Qountry |Target Address |Site |S gnature Devi ce Action |Count |
138. 201. 125. 143 |Ger many 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per mit 34
138. 201. 125. 143  |Ger nany 147.237.77.176 |nmat pash.idf.i| |Cl000074: HITP. najestic bot Per nirt 31
138. 201. 125. 143 |Ger many 147.237.76. 42 refuah.idf.il [|Cl000074: HITP. najestic bot Per nirt 12
138. 201. 125. 143 |Ger many 147.237.77.74  |lawidf.il C1000074: HITP. naj estic bot Per mit 7
105.103.96.224  |Ageria 147.237.77.216 |dover.idf.il 3886: HITP. Qoss Ste Scripting in PCST Request B ock 4
138. 201. 125. 143 |Ger many 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per nirt 3
138. 201. 125. 143 |Ger many 147.237.76.31 |nakchal .idf.il [Cl1000074: HITP. najestic bot Per mit 2
105. 103. 182. 135 |Ageria 147.237.77.216 |dover.idf.il 0361: HITP. Protected File Access (/etc/ passwd) B ock 1
62.212.73.211 Net her | ands 147.237.76. 42 refuah.idf.il [|Cl000074: HITP. najestic bot Per nirt 1
105. 103. 182. 135 |Ageria 147.237.77.216 |dover.idf.il 19690: HITP. Mcrosoft 1S Integer Querflow Mul nerability B ock 1
62.212.73.211 Net her | ands 147.237.77.233 |atal .idf.il C1000074: HITP. maj estic bot Per nirt 1
105. 103. 182. 135 |Ageria 147.237.77.216 |dover.idf.il 2809: HTTP. 11S TRACK Met hod B ock 1
62.212.73. 211 Net her | ands 147.237.77.234 |hal ag.idf.il C1000074: HTTP: naj estic bot Permit 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
162.213.1. 246  [147.237.77.216|Wited Sates dover.idf.il Tehila - Perl LW with fake user agent 5
5.135. 165. 89 147.237. 77. 176 |France nat pash. i df .i ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
105. 103. 96. 224 [147.237.77.216|A geria dover.idf.il Er VEB_—M 1S 8.3 Flenane Wth Widcard (Possible 2
Hle/Or Bruteforce)
46.60.106.224 |147.237.77.176 gcis;iigéa” Territory, \atpash.idf.il |ET SCAN NVAP - SA (2) 1
120.237.232.6 |147.237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
120. 237.232.6 |147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
105. 103. 182. 135|147. 237. 77. 216 |A geria dover.idf.il SERVER- WEBAPP TRACE at t enpt 1
105. 103. 182. 135|147. 237. 77. 216 |A geria dover.idf.il ET DO5 SSL Bonb DoS Att enpt 1
104.232.98. 3 147.237.77. 121 |Lhited Sates e navy.idf.il ET SCAN NVAP -sS wi ndow 3072 1
190. 196. 178. 78 |147.237.77.233|Chil e atal .idf.il ET SCAN NMAP -sS w ndow 3072 1
104.232.98. 3 147.237.77. 121 |Wited Sates e.navy.idf.il ET SCAN NVAP -f -sS 1
177.200. 192. 50 |[147.237.0.200 |Brazil mdu. i df il ET SCAN NMAP -sS wi ndow 2048 1
91.201.236.50 |[147.237.0.200 |lkraine mu.idf il ET SCAN NMAP -sS wi ndow 1024 1
66.249. 64,249 |147.237.0.34 |Wited Sates tikshuv.idf.il ET SCAN NVAP -sA (2) 1
148. 245. 192. 248|147. 237.0.15  |Mexi co kosher-kravi.idf.ilET SCAN NVAP -sS wi ndow 1024 1
24.105. 159. 242 (147.237.76. 148 |lnited Sates gacenter. aka. idf.i [ET SCAN NVAP -sS wi ndow 1024 1
120.237.232.6 |147.237. 76. 198 |Chi na e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
120.237.232.6 |147.237.76.30 [China hi nush. i df i1 ET SCAN Potential SSH Scan 1
105. 103. 182. 135|147. 237. 77. 216 |A geria dover.idf.il GPL WEB SERVER / et ¢/ passwd 1
190. 196. 178. 78 |147.237.77.233|Chil e atal .idf.il ET SCAN NMAP -sS w ndow 4096 1
104.232.98. 3 147.237.77. 121 |Lhited Sates e navy.idf.il ET SCAN NVAP -sS wi ndow 2048 1
179. 43. 141. 228 |147.237. 77. 235 |Sni t zer | and sviva idf.il ET SCAN Potential SSH Scan 1
91.201.236.50 |[147.237.0.200 |lkraine mu.idf il ET SCAN NMAP -sS w ndow 3072 1
177.200. 192. 50 |147.237.0.200 [Bazil ndu. i df il ET SCAN NVAP -f -sS 1
82.81.90.6 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
152. 169. 248. 125(147. 237.8.27 |Argentina e. nadi matal.idf.iIET SO Behavi oral - Lhusual Iy fast inbound Tel net 1

onnections, Potential Scan or Brute Force
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
109. 236. 92. 147 Net her | ands 147.237.77. 216 dover.idf.il drop Frst packet isn't SN drop 30
77.124.12.176 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 18
87.70.34.90 | srael 147.237.72. 166 aka idf.il drop First packet isn't SYN drop 18
77.124.12. 176 | srael 147.237. 72. 156 aman. i df.il drop Frst packet isn't SN drop 16
105. 103. 96. 224 Ageria 147.237.77. 216 dover.idf.il drop Frst packet isn't SN drop 14
87.71.13.176 | srael 147.237.72. 166 aka idf.il drop First packet isn't SYN drop 12
188. 227. 238. 49 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 10
87.70.34.90 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't SN drop 9
87.71.13.176 | srael 147.237. 72. 156 anan. i df . il drop First packet isn't SYN drop 6
66. 249. 93. 107 Eur ope 147.237.77. 216 dover.idf.il drop SAMrul e drop 4
38.111. 147. 86 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 2
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 2
109. 253. 157. 122 | srael 147.237. 77. 243 nobi | e.idf.il drop First packet isn't SN drop 2
182. 64.197. 173 India 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 2
216.243.31.2 Lhited Sates 147.237.0. 35 akavs. i df.il drop drop 1
216.243.31.2 Lhited Sates 147.237.76. 34 yohal an. i df .il dr op drop 1
192. 168. 173. 102 147.237.77. 216 dover.idf.il dr op drop 1
66. 249. 81. 230 | srael 147.237.77. 176 nat pash. i df . i | drop First packet isn't SYN drop 1
216.243.31.2 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
219. 130. 235. 149|Chi na 147.237.76.86 |navy.idf.il Mil ti pl e Unaut hori zed URL Access from 219. 130. 235. 149 Bl ock 15
105. 103. 96. 224 |Ageria 147.237.77.216|dover.i df . il Unaut hori zed HTTP Met hod B ock 8
105. 103. 96. 224 |Ageria 147.237.77. 216 |dover.idf.il Ml tipl e Unaut horized URL Access from 105. 103. 96. 224 B ock 7
219. 130. 235. 149|Chi na 147.237.76.86 |navy.idf.il PHP At enpt Bl ock 6
46.19. 85. 35 I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 5
176.13.236.97 |Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
31.154.9. 46 | srael 147.237.0.19 |nmadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 2
105. 103. 182. 135|A geria 147.237.77.216|dover.idf . il D stributed Wknown HITP Request Met hod B ock 2
77.139.73.244  |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for ww aka.idf.il/ishurimmain/ B ock 2
79.177.247.238 I srael 147.237.77. 234|hal ag. i df . i | mﬂtog?rs'“zgg RS L o 5 storage Bl ock 2
66. 249. 76. 83 I srael 147.237.77. 216 |dover.idf .l Ml tipl e Unaut horized URL Access from 66.249. 76. 83 B ock 2
74.91. 23. 166 Lhited Sates |147.237.72.167|i shuri maka. i df . ifunaut hori zed URL Access to 147.237.72. 167/ B ock
46.19.86.3 I srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f |B ock
84.111.138. 183 |Israel 147.237.77. 234 |hal ag. i df . i | i;t ;gseﬁizﬁ?ggz;iiaﬁ/ﬁf?iﬁ lc_’”gi . Bl ock 1
66.249.76.70 I srael 147. 237.77. 216 |dover . i df . i | chaut for Izﬁ(i\ellj?jkﬁf;ﬁ/szp;fe_ app- i t o ssoci atf on Bl ock 1
105. 103. 96. 224 |A geria 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to waw i df.il/ar/*~1*\a. aspx B ock 1
74.91. 23. 166 Uited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
66. 102. 9. 85 Wited Sates |147.237.72.166|aka.idf.il m”;?giidzf?l'ﬁ;?ﬁgm ;r‘]’irot ansver . aspx Bl ock 1
185. 120. 125. 21 |Israel 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
105. 103. 96. 224 |Ageria 147.237.77.216|dover. i df . il Illegal Byte Gode Character in URL /ar/#012ns: net spar ker 056650=vul n  |B ock 1
66. 249. 76. 75 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to 147.237.72.166/ robots. t xt Bl ock 1
37.142.10.244 |Israel 147.237.72. 166 |aka. i df . i | m”:k‘f:i ?fﬁ’ﬁ;b;ﬁlﬁfmm in None 1
219. 130. 235. 149|Chi na 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to wan navy.idf.il/index. asp B ock 1
66.249.64.41  |Israel 147.237.72. 166 |aka. i df . i | ﬂ?”tzggr'?gefeéi‘l gfgfgfa;g/fi | e/ 9/ 71769, doc Bl ock 1
207.46.13.9 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
105. 103. 96. 224 |Ageria 147.237.77. 216 |dover.idf . il Mitiple Illegal Byte Gode Character in LRL from 105. 103. 96. 224 B ock 1
66.249.76.77 | srael 147.237.72. 166 |aka. i df . i | ﬂ?”tzggr;;ef&% gf;ejrsa;; {11 es/ 1/ 69651 pef Bl ock 1
37.142.217.160 |lsrael 147.237.72. 156 [aman. i df . i | Unaut hori zed HTTP Met hod B ock 1
109. 253. 158. 204 srael 147.237.77.234|hal ag. i df . i | i;t ;gl;“;'idzﬁf;:g:;if‘aﬁ/f)‘;f’fsef lc_’”gi . Bl ock 1
66.249.66. 177 |l srael 147.237.77. 216 |dover.i df . il Ml tipl e Unaut horized URL Access from 66. 249. 66. 177 B ock 1
217.132. 146. 204! srael 147.237.77. 216 |dover.idf . il O stributed Lhauthori zed URL Access on www idf.il/https:/wanidf.il/ |B ock 1
109. 253. 202. 1561 srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 1
82.145. 218. 251 |Eur ope 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for aka.idf.il/mai n/ hore/ def aul t. aspx Bl ock 1
66. 249. 76. 70 I srael 147.237.77.216|dover . i df . il Mil ti pl e Unaut horized URL Access from 66. 249. 76. 70 B ock 1
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