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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
200. 60. 16. 102 Peru 147.237.77. 233 atal.idf.il L4 Source or Dest Port Zero drop 3
120. 132. 50. 135 Chi na 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 forward 2
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
93. 174. 95. 106 Net her | ands 147.237. 76. 196 e.sviva.idf.il |Back List drop 1
66. 240. 236. 119 Lhited Sates 147.237.76. 34 yohal an.i df .il B ack Li st drop 1
198. 20. 70. 114 Lhited Sates 147.237.76. 44 e.refuah.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
L ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkil | er2 DDos

80. 246. 130. 155 [147.237.77. 233 I srael atal.idf.il 2

attack
123.123. 119. 180|147. 237.8.24 [China elifestyle.idf.il|ET SCAN NVAP -sS w ndow 1024 1
50. 84.213.146 |147.237.77.216|thited Sates |[dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
15. 203. 227. 254 |147.237.72.166 |Lhited Sates [aka idf.il ET SCAN NVAP -sS w ndow 3072 1
15. 203. 227. 254 |147.237.72.166|nited Sates |akaidf.il ET SCAN NVAP -f -sS 1
183.82.106. 200 |147.237.76.30 |india hi nush. i df . il ET SCAN NVAP -sS wi ndow 4096 1
123. 206. 85. 139 |147.237. 77. 227 |Chi na e hanaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.172.71.251 |147.237. 76. 202 |krai ne e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
15. 203. 227. 254 |147.237.72.166|nited Sates |akaidf.il ET SCAN NVAP -sS wi ndow 2048 1

. . . |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,

191. 190. 204. 212(147. 237.8.28 |PBrazil e.nobi | e-ks.idf.il . 1

Potential Scan or Brute Force
123. 206. 85. 139 |147. 237. 77. 243 |Chi na nobi | e. i df . il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
66. 249. 93. 107 Eur ope 147.237.77. 216 dover.idf.il dr op SAMrul e drop 79
80. 254. 69. 5 Swn tzerl and 147.237.72. 156 anan.idf.il drop Frst packet isn't SWN drop 12
77.126.73.91 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 10
66. 249. 93. 107 Eur ope 147.237.77. 216 dover.idf.il dr op drop 6
79.179.173.11 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 6
66. 249. 93. 107 | srael 147.237.77. 216 dover.idf.il dr op SAMrul e drop 2
176. 13. 231. 210 | srael 147.237.72. 167 ishurimaka.idf.il dr op First packet isn't SN drop 2
122.167. 157. 102 Indi a 147.237.77. 216 dover.idf.il dr op Frst packet isn't SWN drop 2
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 2
141.212. 122. 145 Lhited Sates 147.237. 76. 148 gacenter. aka. i df . i | dr op drop 1
216. 218. 206. 76 Lhited Sates 147.237.0. 35 akaws.idf.il dr op drop 1
157. 55. 39. 110 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 1
216. 218. 206. 118 Lhited Sates 147.237.0. 35 akaws.idf.il dr op drop 1
109. 186. 77. 41 | srael 147.237.72. 156 anan.idf.il dr op Frst packet isn't SWN drop 1
52.16.5.197 Irel and 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 1
66. 249. 79. 62 | srael 147.237.0. 33 idf.il dr op drop 1
184.105. 139. 75 Lhited Sates 147.237.0. 33 idf.il drop drop 1
141. 212. 122. 144 Lhited Sates 147.237. 76. 148 gacenter. aka. i df . i dr op drop 1
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 35 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 180
212.34.11. 34 Jor dan 147.237.77. 216 |dover . i df . i | Ml ti pl e Uhknown HTTP Request Method from 212.34. 11. 34 B ock
212.34.11. 34 Jordan 147.237.77. 216 |dover.idf .il Mil tiple Malformed URL from212. 34. 11. 34 B ock
192. 116. 176. 221 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
194. 242. 168. 227 |France 147. 237.72. 166 |aka. i df . i | m“;::rii dzfe.?l'/”bn;hcr:/dgipﬁ; ;c:renap_ aspx Bok 3
84.111.244.68 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 3
46.117. 35. 45 I srael 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Qode Character in URL Bl ock 2
31.154.9. 46 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
212.34.11. 34 Jordan 147.237.77. 216 |dover.idf .il Mitiple Illegal HITP \ersion from212. 34.11. 34 B ock 2
37.26.149.158 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66. 249. 76. 83 I srael 147.237.77. 216 |dover.idf .il Ml tipl e Unaut horized URL Access from 66.249. 76. 83 B ock 2
66. 249. 76. 83 I srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wawidf.il/arafat/terrorisn®/ B ock 1
Il egal HITP Version Android 4.2.2; GI-S7582 Buil d/ JD@B9)
212.34.11. 34 Jordan 147.237.77. 216 |dover.idf . il Appl eVebKi t/537.36 (KHTM., |ike Gecko) Chrone/52.0.2743.98 B ock 1
Mobi | e Safari /537. 36
84.111.244.68 | srael 147.237.72. 166 |aka. i df . i | L'u'rigea; ’ i?’;gegf’?ingag:;féo&%i/fm W kapat 2/ [ 1 es012 Bl ock 1
212.34.11. 34 Jordan 147.237.77.216|dover.idf .il Unknown HTTP Request Met hod 8cb1:0" in URL B ock 1
66.249.76.115 |[lsrael 147.237.77. 216 |dover. i df . il Distributed Unauthori zed URL Access on 147.237.77. 216/ Bl ock 1
2. 55. 187. 202 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 1
212.34.11. 34 Jor dan 147.237.77. 216 |dover . i df . i | Mal formed LRL Bl ock 1
131.253.25.188 |[Uhited Sates 147.237.77. 216 |dover. i df .i | Lhaut hori zed URL Access to waw idf.il/error.htm B ock 1
46.117.35. 45 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
207.46.13. 73 Lhited Sates 147.237.77.216|dover.idf .il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
68.180. 228. 231 [United Sates 147. 237.77. 176 |nat pash. i df . i | marcrfg; e Mo & on /F?c?:ath;:x Bock |1
176. 106. 43. 59 _';Z'rfls: L?i;”&cupi o147.237.72. 166 |aka. i df . i mu;grii jfe_oi' I'm:%‘j Spnfrn; ol masp Bock |1
66.249.66. 177 |lsrael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to ww idf.il/atal 1/izkor/vi ew text.asp Bl ock 1
208.115.113.89 [lhited Sates 147.237.77. 216 |dover.idf .il Paraneter Type Miol ati on PageNumin vww i df . i|/1065- he/ dover. aspx |Bl ock 1
79.176.91.9  [israel 147.237.77.233|atal . i df . i | el ot hor zed W Aacscsis on Bock |1
180. 76. 15. 28 Chi na 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to www i df.il/english/news/ main/stm B ock 1
212.34.11. 34 Jordan 147.237.77. 216 |dover.idf . il Aonormal |y Long Request request version B ock 1
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