08-20-2016-09:04:04 to 08-20-2016-10:04:04

@
1"PT SwNn ()

oV

www.gov.il

|Top Targets |

IDF Under Attack

Daily Report

Nunber
(6]
At acks

[Top Attackers |

Top Tar get

M madi matal .idf.il

M dover.idf.il

M aka.idf.il

M refuah.idf.il

M hi nush.idf.il

M nobi | e.neitav.idf.i

I dover.idf.il (ol d)

M test.ncore.idf.il
ggcenter. aka.idf.il

M o idf il

W5 29.91.74
107. 167. 108. 185
[ 5. 45. 255. 79

Nunber
(6]

77.127.61. 171
B 183. 60. 48. 25

At acks

Top Attackers

B 2.53.169. 19
[ 213.57.33.59

M 208. 100. 26. 228
77.138.52. 97
M 66. 249. 76. 83




08-20-2016-09:04:04 to 08-20-2016-10:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
222.186. 21. 56 Chi na 147.237.76. 39 nobi l e.neitav.idf.il |JLM Under Attack Con Htp drop 1
208. 100. 26. 228 Lhited Sates 147.237.76. 30 hi nush.idf.il B ack List dr op 1
108. 61. 220. 78 Lhited Sates 147.237.76. 42 refuah.idf.il B ack List drop 1
208. 100. 26. 228 Lhited Sates 147.237.76.39 nobi | e.neitav.idf.il |Back List drop 1
185.94.111. 1 Russi an Federation 147.237.76. 38 e.eneitav.idf.il B ack List drop 1
208. 100. 26. 228 Lhited Sates 147.237. 76. 148 gocenter. aka.idf.il B ack List drop 1
185.94.111. 1 Russi an Federation 147.237.76.176 test.ncore.idf.il B ack List drop 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

148. 245. 192. 248|147. 237. 77. 243 [Mexi co mobi le.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 158 [147.237.72.14 |Wraine dover.idf.il (o JET SCAN NVAP -sS wi ndow 3072 1
, o SERVER APACHE Apache nod_ssl non-SSL connection to SSL port deni al
66.249.76.117 |147.237.72.166 |Lhited Sates |aka.idf.il , 1
of service attenpt
5. 255. 90. 133 147. 237. 77. 170 [Net her | ands maar achot . i df .i [|ET SCAN NMAP -sS wi ndow 1024 1
185. 93. 185. 235 [147.237.8.14 |lkraine e.orchot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 76. 197 |Chi na ehinush.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.76.86 |China navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
179. 43. 141. 228 |147.237.76. 199 [Snt zer| and e.nakchal .idf.il|ET SCAN Potential SSH Scan 1
123. 123. 119. 180|147. 237. 8. 46  |Chi na e.chinuch.idf.iI[ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 158 |[147.237.72.14 |kraine dover.idf.il(d dET SCAN NMAP -sS wi ndow 1024 1
49.145.237. 179 |147.237.0.33  |pti i ppi nes il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
183. 60. 48. 25 147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147. 237. 76. 176 |Chi na test.ncore.idf.i|ET SCAN Potential VNC Scan 5900- 5920 1
_ _ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
182.64.187.79 [147.237.76.30 |India hi mush. i df il 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
107. 167. 108. 185 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 38
5.45.255. 79 Russi an Federation 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 23
77.127.61. 171 I srael 147.237.72. 166 aka idf.il drop First packet isn't drop 4
2.53.169. 19 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
46.19. 86. 103 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
212. 143.142.56 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
208. 6. 46. 45 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
52.16. 5.197 Irel and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
93. 80.51. 201 Russi an Federation 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
37.204. 55. 52 Russi an Federation 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
139. 162. 37. 147 Lhited Sates 147.237. 76. 148 gacenter. aka. i df il drop drop 1
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
74.82.47.28 Lhited Sates 147.237. 0. 200 mu. i df.il drop drop 1
109. 226. 40. 40 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
40.77.167.51 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Country Target Address |[Site Sgnature Action ‘Count
5.29.91.74 | srael 147.237.0.19 |madimatal . i df . i |Suspici ous Response Code Bl ock 178
5.29.91. 74 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
79.176. 119. 146 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
213.57.33.59 |[Israel 147.237.76.42 |refuah.idf.il Distributed Unaut horized HTTP Met hod B ock 2
66.249.76.83  |lIsrael 147.237.77. 216 |dover . i df . il Mil tipl e Unaut hori zed URL Access from 66. 249. 76. 83 B ock 2
84.109. 118. 225 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
77.138.126. 111 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for waw aka. i df.i |/ mai n/ hone/ def aul t. aspx |B ock 1
46.116.37.11 |[Israel 147.237.77. 216 |dover . i df . il Lhaut hori zed URL Access to ww i df.il/wp-1ogin. php B ock 1
207.46.13.145 |lhited Sates 147.237.76.31 |nakchal .idf.il |Unauthorized URL Access to 147.237.76.31/ B ock 1
66.249.76.48 |[Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to aka.idf.il/nilui m/mai n792b. ht n Bl ock 1
66. 249. 66. 177 |l srael 147.237.77. 216 |dover . i df . il Uhaut hori zed URL Access to wwwyidf.il/atal 1/izkor/viewingtop.asp  |B ock 1
66.249. 73.174 |l srael 147.237.76.30 |hi nush.idf.il Uhaut hori zed LRL Access to wawn tech. atal .idf.il/mnd B ock 1
213.57.33.59  |[Israel 147.237.76.42 |refuah.idf.il Mil tipl e Unhaut horized URL Access from 213.57.33.59 Bl ock 1
66.249. 76. 117 |Israel 147.237.72. 166 |aka. i df . i | %&mﬂfﬁfiﬁg Protocol violation None 1
40.77.167.51 |lhited Sates 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df.il/1133-12535- he/ dov B ock 1
94.228.3.110 |Spain 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to www anan. idf.il/favicon.ico Bl ock 1
66. 249.73.198 |l srael 147.237.76.30 |hinush.idf.il Lhaut hori zed URL Access to waw tech. atal .idf.il/nobile/ B ock 1
213.57.33.59 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to ww refua. atal .idf.il/sip storage/files/6/ |B ock 1
68.180.229.49 |[lhited Sates  |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1233- he/ at al . aspx Bl ock 1
46.116.37.11 |Israel 147.237.77. 216 |dover.idf .l PHP At t enpt B ock 1
139. 162. 13. 205 |Si ngapore 147. 237.77. 176 |nat pash. i df . i | %&mﬁfﬁfﬁfg - Protocol violation None 1
66.249.76.35 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip storagel/files/6/ nopwl2 B ock 1
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