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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
185. 128. 40. 162 Sntzerl and 147.237.76. 30 hi nush. i df .i | B ack List drop 1
222.186. 21. 56 Chi na 147.237.76. 39 nobi | e.neitav.idf.il |JLM Under Attack _Con Htp dr op 1
115. 230. 125. 146 Chi na 147.237.77. 61 e.cogat.idf.il JLMPurple Gon Limt Htp drop 1
185. 128. 40. 162 Sntzerl and 147.237. 76. 86 navy.idf.il B ack List drop 1
115. 230. 125. 146 Chi na 147.237.77. 74 lawidf.il JIMPurple Gon Linit Htp drop 1
185. 128. 40. 162 Sntzerl and 147.237. 76. 196 e.sviva.idf.il B ack List drop 1
115. 230. 125. 146 Chi na 147.237.77.179 e nazi.idf.il JLM Purple Gon Linit_Tcp drop 1
222.186. 21. 56 Chi na 147.237.76. 39 nobi | e.neitav.idf.il |JLMPurple Con Limt Htp dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
98. 218. 34. 60 Lhited Sates 147. 237.76. 42 refuah.idf.il CL000074: HTTP. maj estic bot Per mit 17
98. 218. 34. 60 Lhited Sates 147. 237.77. 216 dover.idf.il C1000074: HTTP. mnaj estic bot Per nit 6
162. 210. 196. 100 Lhited Sates 147.237. 76. 86 navy.idf.il C1000074: HITP. najestic bot Per it 2
199. 58. 86. 209 Lhited Sates 147.237.77. 216 dover.idf.il CL000074: HTTP. maj estic bot Per mit 2
98. 218. 34. 60 Lhited Sates 147.237.77. 176 nat pash. i df . i | C1000074: HTTP: naj estic bot Pernit 2
71. 6. 165. 200 Lhited Sates 147.237.8. 14 e.orchot.idf.il 13840: TLS penSSL Heartbeat Packet Bl ock 1
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Target Address

At acker
Count ry
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91. 201. 236. 158 |147.237.0.19 |Wkrai ne nadi matal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
71.6.167.142 |147.237.8.45 |lhited Sates |e.eitan idf.il SERVER APACHE Apache mod_ss| non-SSL. connection to SS. port |,
deni al of service attenpt
222.186.21.56 |[147.237.76. 200|Chi na eitan aka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
50. 84.213. 146 |147.237.76.196 |Lhited Sates e svivaidf.il ET SCAN NVAP -sS wi ndow 3072 1
216. 81. 230. 167 [147.237. 72. 156 |United Sates |anman.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.172.71. 251 |147.237.76.34 |krai ne yohal an. i df.il ET SCAN NVAP -sS w ndow 1024 1
180.97.81.71 |147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
114.32.20. 3 147 237.76. 30 |Tai ven hivushLi b il ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
104.232.98.3 [147.237.8.50 |lnited Sates [e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 2048 1
95.211.129. 27 [147.237.76.86 |Netherlands  |navy.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 [147.237.0.19 |Wkraine nadi matal .idf.il ET SCAN NVAP -sS w ndow 4096 1
70.140.10.43 1147 237 76.31 |Ukrai ne vekehal i df i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
222.186.21.56 |147.237.77.205|Chi na prisha idf.il ET SCAN Potential WNC Scan 5900- 5920 1
61.163. 35.221 [147.237.0.200 [China rdlu. i of i | ET SCAN Potential SSH Scan 1
222.186.21.56 |147.237.0.17 [China mny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
46.172.71.251 |147.237.76. 147 |krai ne chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
191. 96. 249. 231 |147. 237.0.200 |Giile rdlu. i of i | ET SCAN NMAP -sS wi ndow 1024 1
179. 43. 141. 228 147. 237.8.27 |Satzerland e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
104.232.98.3 |147.237.8.50 |lhited Sates |e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 3072 1
104.232.98.3 [147.237.8.50 |lnited Sates [e.tikshuv.idf.il ET SCAN NVAP -f -sS 1
94.102.48.195 [147.237.72.156|Netherlands  |anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
31.13.97.100 Irel and 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 1
31.13.97.103 Ireland 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 1
115. 230. 125. 146 Chi na 147.237.77. 216 dover.idf.il drop SAMrul e drop 1
163. 53. 75. 10 I'ndi a 147.237. 0. 200 mu. i df.il dr op drop 1
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|Top Attackers In V\AF|

A tacker Devi ce

‘ Sgnature
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Gount ry Action ‘Oount
66.249.76.83 |lsrael 147.237.77.216|dover. i df . ifMil tipl e Unaut hori zed URL Access from 66. 249. 76. 83 B ock 2
87.69.191. 155 |Israel 147.237.77.233|atal . i df.il[Dstributed Uhauthori zed URL Access on 147.237.77. 233/ 1501- he/ at al . aspx |B ock 1
66. 249. 66. 177 |l srael 147.237.77. 216 |dover . i df . i|Unaut hori zed URL Access to www i df.il/atal 1/izkor/view i ngtop. asp B ock 1
199. 30.24. 177 |lnited Sates 147.237.77. 216 |dover . i df . i|uhaut hori zed LR Access to wawidf.il/error.htm Bl ock 1
66.249.76.77  |Israel 147.237.72. 166 |aka. i df . i | ﬂ?‘.’tzg‘;r.i;;dlég gf)‘fﬁselsfsotrz i aspl showf or um asp Bl ock 1
77.138.154.92 |France 147.237.72. 166 [aka. i df . i | |Uhaut hori zed Method PCST for waw aka.idf.il/rights/asp/info.asp B ock 1
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