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Top Attackers

M 62. 210. 226.9
66. 249. 93. 107
I 183. 129. 160. 229
66. 249. 76. 83
Il 190. 83. 141. 192
M 66. 249. 66. 177
I 64.62. 219. 94
M 109. 65. 161. 182
212. 143. 142. 56
M 66. 249. 76. 35
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address i Signature Device Action
82.80.78.2 | srael 147.237.72. 166 aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount
62. 210. 226. 9 France 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
151. 80. 31. 181 France 147.237.77. 216 dover.idf.il |Cl000146: HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Target Address ‘Attacker Qountry |Ste

Signature

62.210.226.9 |147.237.77.74 |Rance lawidf.il S Injection - Select From 18
190. 83. 141. 192 |147. 237. 76. 199 igb”;gzd and e. nakchal . i df i ET SCAN NVAP -sS wi ndow 1024 1
183. 82. 106. 200 [147.237.0.34 |india tikshuv.idf.il ET SCAN NVAP -sS wi ndow 4096 1
. . L ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
177.23.80.55 |147.237.0.19 |Razil nadi matal .idf.il ) 1
Potential Scan or Brute Force
95.211.129. 27 |147.237.8.45 |Netherl ands eetanidf.il ET SCAN NVAP -sS wi ndow 1024 1
190. 83. 141. 192 [147. 237. 76. 199 gb”;gzd and e. nakchal .i df i ET SCAN NVAP -sS wi ndow 4096 1
_ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
187. 233. 42. 171 |147. 237. 8. 27 Mexi co e.nadi matal .idf.il . 1
Potential Scan or Brute Force
179. 43. 141. 228 |147. 237.76. 31 |Swtzerl and nakchal .i df .il ET SCAN Potential SSH Scan 1
115. 47.12. 162 |147.237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
94.102. 48.195 |147.237. 77. 226 |Net her| ands wwy chamat z. aka. i df . il [ET SCAN NMVAP -sS wi ndow 1024 1
41.228.33.162 [147.237.76. 197 |Tunisia e. himush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Oount
66. 249. 93. 107 Eur ope 147.237.77.216 dover.idf.il drop SAMrul e drop 8
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 2
184. 105. 247. 218 Lhited Sates 147.237.0. 35 akavs. i df . il drop drop 1
177.67.92. 15 Brazil 147.237.0. 35 akavs.idf.il dr op drop 1
66. 249. 93. 107 | srael 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.8. 24 elifestyle.idf.il drop SAMrul e drop 1
74.82.47.6 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
183. 129. 160. 229 Chi na 147.237.8. 28 e.nobi | e-ks.idf.il dr op SAMrul e drop 1
141. 212. 122. 157 Lhited Sates 147.237.0. 33 idf.il drop drop 1
183. 129. 160. 229 Chi na 147.237.8.50 e tikshuv.idf.il drop SAMrul e drop 1
141. 212.122. 158 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry |[Target Address |Site Sgnature Action ‘Count
64.62.219.94 [lnited Sates 147.237.77.216|dover.i df . il Distributed Wauthorized URL Access on waw idf.il/error.htm Bl ock
64.62.219.148 |Uited Sates 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on wawidf.il/error. htm Bl ock
109. 65. 161. 182 |I srael 147.237.0.19 |nadi matal .idf i [-Pannorized UL gﬁgre:dslatj(;x/ ndat enait Gaunt £, aspx Bl ock 2
66. 249. 76. 83 | srael 147.237.77.216|dover. i df . il Mil tipl e Whaut horized URL Access from 66. 249. 76. 83 B ock 1
66. 249. 64. 105 [l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwu aka. i df. i/ appl e-app-site-associ ation |B ock 1
109. 67. 150. 57 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx Bl ock 1
66. 249. 76. 35 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Whaut horized URL Access from 66. 249. 76. 35 B ock 1
37.233.21.136 x:):g‘i’i' o 147.237.72.166 |aka. i df . i | m;(:ﬂt ;’fd_ i‘f}a#;ihn(;rrjoﬁ‘f d'\e‘f*g;??_ ;;’;Xmo"‘” L on Bl ock 1
66.249.76.83 |lsrael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to v idf.il/atal 1/izkor/print_text.asp Bl ock
66. 249. 64. 227 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 894-he/ atal . aspx Bl ock
157.55.39.24 |Uhited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwwu aka. i df.i|/main/giyus/ waw navy.idf.il |B ock
66.249.76.35 I srael 147. 237.72. 166 |aka. i df . i | aulziuit(;‘:riif:eltﬁ‘kmzm o cop-si t - associ & on Bl ock 1
64.62.219.79 |wited Sates 147.237.77.216|dover . i df . i Distributed Waut horized URL Access on waw idf.il/error. htm Bl ock 1
80. 179. 252. 249 |l srael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waw i df.il/hi nush/site/ he/ hi nush. asp Bl ock 1
66.249. 66. 176 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwe refua atal .idf.il/m B ock 1
157.55.39. 110 [UWited Sates 147.237.77.216|dover . i df . i Distributed Waut horized URL Access on waw idf.il/error. htm Bl ock 1
66.249.76.39 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/appl e-app-site-association Bl ock 1
84.95.208.20 |lsrael 147.237.77. 216 |dover.idf.i |l Unaut hori zed URL Access to ww i df.il/defaul t.aspx Bl ock 1
66. 249. 66. 177 |l srael 147.237.77.216|dover . i df . i Distributed Waut horized URL Access on waw idf.il/error. htm Bl ock 1
66.249.76.83 |Israel 147.237.77. 216 |dover.i df . il Distributed Waut horized URL Access on waw idf.il/error. htm Bl ock 1
66. 249. 66. 177 |lsrael 147.237.77. 216 |dover.idf.i |l Unaut hori zed LRL Access to waw idf.il/atal 1/izkor/viewingtop.asp |B ock 1
37.26.146. 195 |Israel 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw idf.il/894-ar Bl ock 1
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