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Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
82.80.78.2 Israel 147.237.72.166 aka.idf.il Black List drop 1
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Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count

62.210.226.9 France 147.237.77.74 law.idf.il 5670: HTTP: SQL Injection (SELECT) Block 6

151.80.31.181 France 147.237.77.216 dover.idf.il C1000146: HTTP:  AhrefBot crawler Block 1
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Top Attackers In IDS
Attacker
Address

Target Address Attacker Country Site Signature Count

62.210.226.9 147.237.77.74 France law.idf.il SQL Injection - Select From 18

190.83.141.192 147.237.76.199
Trinidad and
Tobago

e.nakchal.idf.il ET SCAN NMAP -sS window 1024 1

183.82.106.200 147.237.0.34 India tikshuv.idf.il ET SCAN NMAP -sS window 4096 1

177.23.80.55 147.237.0.19 Brazil madim.atal.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

95.211.129.27 147.237.8.45 Netherlands e.eitan.idf.il ET SCAN NMAP -sS window 1024 1

190.83.141.192 147.237.76.199
Trinidad and
Tobago

e.nakchal.idf.il ET SCAN NMAP -sS window 4096 1

187.233.42.171 147.237.8.27 Mexico e.madim.atal.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

179.43.141.228 147.237.76.31 Switzerland nakchal.idf.il ET SCAN Potential SSH Scan 1

115.47.12.162 147.237.76.202 China e.halag.idf.il ET SCAN Potential SSH Scan 1

94.102.48.195 147.237.77.226 Netherlands www.chamatz.aka.idf.il ET SCAN NMAP -sS window 1024 1

41.228.33.162 147.237.76.197 Tunisia e.himush.idf.il ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW

Attacker Address Attacker Country Target Address Site Signature Message Device Action Count

66.249.93.107 Europe 147.237.77.216 dover.idf.il drop SAM rule drop 8

212.143.142.56 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 2

184.105.247.218 United States 147.237.0.35 akaws.idf.il drop drop 1

177.67.92.15 Brazil 147.237.0.35 akaws.idf.il drop drop 1

66.249.93.107 Israel 147.237.77.216 dover.idf.il drop SAM rule drop 1

183.129.160.229 China 147.237.8.24 e.lifestyle.idf.il drop SAM rule drop 1

74.82.47.6 United States 147.237.0.33 idf.il drop drop 1

183.129.160.229 China 147.237.8.28 e.mobile-ks.idf.il drop SAM rule drop 1

141.212.122.157 United States 147.237.0.33 idf.il drop drop 1

183.129.160.229 China 147.237.8.50 e.tikshuv.idf.il drop SAM rule drop 1

141.212.122.158 United States 147.237.0.33 idf.il drop drop 1
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Top Attackers In WAF
Attacker
Address

Attacker Country Target Address Site Signature
Device
Action

Count

64.62.219.94 United States 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 2

64.62.219.148 United States 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 2

109.65.161.182 Israel 147.237.0.19 madim.atal.idf.il
Unauthorized URL Access to
madim.atal.idf.il/shared/ajax/updatemakatqauntity.aspx

Block 2

66.249.76.83 Israel 147.237.77.216 dover.idf.il Multiple Unauthorized URL Access from 66.249.76.83 Block 1

66.249.64.105 Israel 147.237.72.166 aka.idf.il Unauthorized URL Access to www.aka.idf.il/apple-app-site-association Block 1

109.67.150.57 Israel 147.237.77.233 atal.idf.il Unauthorized URL Access to 147.237.77.233/1501-he/atal.aspx Block 1

66.249.76.35 Israel 147.237.72.166 aka.idf.il Multiple Unauthorized URL Access from 66.249.76.35 Block 1

37.233.21.136
Moldova,
Republic of

147.237.72.166 aka.idf.il
Distributed Unauthorized Method for Known URL on
www.aka.idf.il/main/home/default.aspx

Block 1

66.249.76.83 Israel 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/atal1/izkor/print_text.asp Block 1

66.249.64.227 Israel 147.237.77.233 atal.idf.il Unauthorized URL Access to 147.237.77.233/894-he/atal.aspx Block 1

157.55.39.24 United States 147.237.72.166 aka.idf.il Unauthorized URL Access to www.aka.idf.il/main/giyus/www.navy.idf.il Block 1

66.249.76.35 Israel 147.237.72.166 aka.idf.il
Unauthorized URL Access to
aka.idf.il/.well-known/apple-app-site-association

Block 1

64.62.219.79 United States 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

80.179.252.249 Israel 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/himush/site/he/himush.asp Block 1

66.249.66.176 Israel 147.237.76.42 refuah.idf.il Unauthorized URL Access to www.refua.atal.idf.il/m/ Block 1

157.55.39.110 United States 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

66.249.76.39 Israel 147.237.72.166 aka.idf.il Unauthorized URL Access to aka.idf.il/apple-app-site-association Block 1

84.95.208.20 Israel 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/default.aspx Block 1

66.249.66.177 Israel 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

66.249.76.83 Israel 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

66.249.66.177 Israel 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/atal1/izkor/view_imgtop.asp Block 1

37.26.146.195 Israel 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/894-ar Block 1
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