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Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
104.148.55.162 United States 147.237.76.200 eitan.aka.idf.il Black List drop 1

58.35.171.220 China 147.237.76.199 e.nakchal.idf.il Black List drop 1

104.148.55.162 United States 147.237.76.31 nakchal.idf.il Black List drop 1
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Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count

51.254.103.60 France 147.237.77.216 dover.idf.il C1000074: HTTP: majestic bot Permit 2

51.255.51.7 France 147.237.77.216 dover.idf.il C1000074: HTTP: majestic bot Permit 2

93.174.95.106 Netherlands 147.237.76.176 test.ncore.idf.il 13840: TLS: OpenSSL Heartbeat Packet Block 1
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Top Attackers In IDS

Attacker Address Target Address Attacker Country Site Signature Count
185.93.185.235 147.237.77.205 Ukraine prisha.idf.il ET SCAN NMAP -sS window 1024 1

41.228.33.162 147.237.76.86 Tunisia navy.idf.il ET SCAN NMAP -sS window 1024 1

13.71.148.18 147.237.77.205 Japan prisha.idf.il ET SCAN NMAP -sS window 1024 1

148.245.192.248 147.237.8.46 Mexico e.chinuch.idf.il ET SCAN NMAP -sS window 1024 1

13.71.148.18 147.237.77.205 Japan prisha.idf.il ET SCAN NMAP -sS window 4096 1
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Top Attackers In FW

Attacker Address Attacker Country Target Address Site Signature Message Device Action Count

66.249.93.107 Europe 147.237.77.216 dover.idf.il drop SAM rule drop 20

212.143.142.56 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 3

144.76.12.75 Germany 147.237.77.216 dover.idf.il drop SAM rule drop 2

66.249.93.107 Israel 147.237.77.216 dover.idf.il drop SAM rule drop 2

77.138.52.97 France 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 2

66.249.93.107 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 1

212.179.90.106 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 1

52.42.215.123 United States 147.237.77.216 dover.idf.il drop SAM rule drop 1

54.72.0.55 Ireland 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 1

139.162.37.113 United States 147.237.76.34 yohalan.idf.il drop drop 1
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Top Attackers In WAF
Attacker
Address

Attacker
Country

Target Address Site Signature
Device
Action

Count

131.253.27.133 United States 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 24

131.253.27.77 United States 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 24

131.253.27.135 United States 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 23

157.55.39.139 United States 147.237.76.42 refuah.idf.il Unauthorized URL Access to 147.237.76.42/robots.txt Block 1

68.180.229.49 United States 147.237.77.233 atal.idf.il Distributed Unauthorized URL Access on 147.237.77.233/robots.txt Block 1

66.249.76.83 Israel 147.237.77.216 dover.idf.il Distributed Unauthorized URL Access on www.idf.il/error.htm Block 1

190.79.103.150 Venezuela 147.237.72.166 aka.idf.il
Distributed Unauthorized Method for Known URL on
www.aka.idf.il/main/home/default.aspx

Block 1

79.176.138.139 Israel 147.237.77.243 mobile.idf.il Unauthorized URL Access to mobile.idf.il/milluim/index Block 1

66.249.76.112 Israel 147.237.72.166 aka.idf.il Multiple Unauthorized URL Access from 66.249.76.112 Block 1

109.66.179.5 Israel 147.237.72.166 aka.idf.il Unauthorized Method POST for www.aka.idf.il/main/sachar/about.aspx Block 1

66.249.64.41 Israel 147.237.72.166 aka.idf.il Distributed Unauthorized URL Access on 147.237.72.166/ Block 1

157.55.39.21 United States 147.237.77.176 matpash.idf.ilUnauthorized URL Access to 147.237.77.176/ Block 1

66.249.76.112 Israel 147.237.72.166 aka.idf.il Unauthorized URL Access to www.aka.idf.il/.well-known/assetlinks.json Block 1

118.69.182.221 Vietnam 147.237.72.166 aka.idf.il Unauthorized Method POST for www.aka.idf.il/main/home/default.aspx Block 1

66.249.66.182 Israel 147.237.76.42 refuah.idf.il Distributed Unauthorized URL Access on 147.237.76.42/robots.txt Block 1

157.55.39.110 United States 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/error.htm Block 1

68.180.228.231 United States 147.237.77.176 matpash.idf.ilParameter Type Violation PageNum in www.cogat.idf.il/1927-he/cogat.aspx Block 1

66.249.76.75 Israel 147.237.72.166 aka.idf.il Unauthorized URL Access to 147.237.72.166/ Block 1
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