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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
185.94.111. 1 Russi an Federation 147.237.76.176 test.ncore.idf.il |Back List drop 1
66. 240. 219. 146 Lhited Sates 147. 237. 76. 202 e halag.idf.il B ack List drop 1
204. 42, 253. 132 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack List drop 1
82.80.78.2 | srael 147.237.76. 86 navy.idf.il B ack Li st drop 1
185.94. 111. 1 Russi an Federation 147.237.76. 42 refuah.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 20
86. 186. 225. 159 Ui ted Ki ngdom 147.237.77. 216 dover.idf.il [24910: HITP. Python urllib User-Agent Header Bl ock 1

72.5.72.225 Lhited Sates 147.237.77. 216 dover.idf.il |24910: HITP. Python urllib User-Agent Header B ock 1




08-20-2016-04:04:00 to 08-20-2016-05:04:00

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

85.93.5. 66 147. 237. 77. 205 Lhited Arab Enirates prisha.idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147. 237. 76. 198 Net her | ands e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 201. 225. 138 147.237.0. 34 krai ne tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
179. 43. 141. 228 147. 237.77. 234 S t zerl and hal ag.idf.il ET SCAN Potential SSH Scan 1
123. 206. 73. 185 147.237.0. 16 Chi na ny- kosher - kravi . i df il ET SCAN NMAP -sS wi ndow 1024 1
95. 211. 129. 27 147.237.77. 212 Net her | ands e. dover.idf.il ET SCAN Potential SSH Scan 1
95. 211. 129. 27 147. 237. 8. 50 Net her | ands e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
95. 211. 129. 27 147.237.0. 15 Net her | ands kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
31.184. 195. 114 147.237.76. 42 Russi an Feder ati on refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5. 255. 90. 133 147. 237. 76. 148 Net her | ands ggcenter. aka. i df . il ET SCAN NVAP -sS wi ndow 1024 1
185. 130. 6. 34 147.237.0.17 Li t huani a mny- kosher -kravi . i df.il ET SCAN NMAP -sS wi ndow 1024 1
179. 43. 141. 228 147. 237.77. 226 Shit zerl and ww chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
95. 211. 129. 27 147. 237.77. 234 Net her | ands hal ag.idf.il ET SCAN Potential SSH Scan 1
95.211. 129. 27 147.237.77. 170 Net her | ands naar achot . i df . i | ET SCAN Potential SSH Scan 1
95. 211. 129. 27 147. 237.8. 28 Net her | ands €. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

‘ Attacker Country

Target Address

|Signature Devi ce Action |Oount
212.143. 142. 56 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 6
124.107. 67. 185 Phi l i ppi nes 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 2
139. 162. 37. 113 Lhited Sates 147.237. 76. 148 gacenter. aka. i df il drop drop 1
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|Top Attackers In V\AF|

Devi ce

At acker

ount ry Target Address |[Site Sgnature Action ‘Count
2.53.18.192 | srael 147.237.0.19 |nadimatal .idf.i| [Suspicious Response Code B ock
66.249.76.83 |[Israel 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut horized URL Access from 66. 249. 76. 83 B ock
192. 99. 147. 201 |Canada 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw i df.il/newsitel engli sh/ nain. asp B ock
66.249.66. 187 |l srael 147.237.77.74 |lawidf.il \/\L:/]\:\zu;z(g)TIi (Zifefji Iu/qt_e’rarcptl::sest/(t)enpl at econt r ol s/ news/ NNoNN NANJY Bl ock !
66.249.76.87 |lIsrael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wawidf.il/atal 1/izkor/vi ew text. asp B ock
40.77.167.34 |lhited Sates |[147.237.77.176|nat pash. i df . il Uhaut hori zed URL Access to 147.237.77.176/ robots. txt Bl ock
204.79.180. 209 |United Sates |147.237.72.166|aka. i df .i | mu;:gii(fc: Imﬁ";‘i’mﬁp{ o s/ horm. asp Bl ock 1
66.249.76.30 |lIsrael 147.237.77.243|nobi [ e.i df . i | Ml tipl e Unauthorized URL Access from 66.249. 76. 30 B ock 1
66. 249.79. 27 I srael 147.237.0.15  [kosher-kravi . i df. i muligsr:(;rz-i(: aL\fiq._i ﬁ?clelslst ;r(r)pl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
66. 240. 236. 119 [Lhited Sates [147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ robot s. t xt B ock 1
66.249.76.30 |lIsrael 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobile.idf.il/.well-knowVassetlinks.json |B ock
79.179.9.210 |Israel 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to www i df.il/hi mush/ sit e/ hel hi nush. asp B ock
66.249.64.41 |Israel 147.237.72.166 |aka. i df . i | ﬂ?“tzggr'?gef(sgﬁ‘l gfgfzfa;gm | o5/ 6/ 68416, doc Bl ock 1
84.95.208.20 |Israel 147.237.77.233|atal .idf.il Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 1
66. 249. 64. 142 |[lIsrael 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showf orum asp |B ock 1
66.249.76.85 |lIsrael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew i ng. asp B ock 1
38.104.195.70 |Wited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to v i df.il/894-en/i df gdover. aspx Bl ock 1
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