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Top Targets   

dover.idf.il

eitan.aka.idf.il
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Top Attackers 

84.95.208.20

212.143.142.56

191.96.249.18

58.218.204.245

66.249.76.83

77.21.154.208

91.201.236.50

157.55.39.176

31.184.195.114

141.212.122.158
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Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
58.218.204.245 China 147.237.76.199 e.nakchal.idf.il JLM_Under_Attack_Con_Tcp drop 1

167.0.207.100 Colombia 147.237.77.243 mobile.idf.il JLM_Purple_Con_Limit_Tcp drop 1

204.42.253.132 United States 147.237.76.30 himush.idf.il Black List drop 1
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Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count

51.255.65.34 France 147.237.76.42 refuah.idf.il C1000146: HTTP:  AhrefBot crawler Block 1
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Top Attackers In IDS

Attacker Address Target Address Attacker Country Site Signature Count
77.21.154.208 147.237.72.156 Germany aman.idf.il ET SCAN Potential SSH Scan 2

193.201.225.138 147.237.0.200 Ukraine m4u.idf.il ET SCAN Potential SSH Scan 1

91.201.236.50 147.237.8.14 Ukraine e.orchot.idf.il ET SCAN NMAP -sS window 4096 1

77.21.154.208 147.237.72.167 Germany ishurim.aka.idf.il ET SCAN Potential SSH Scan 1

66.249.66.187 147.237.77.74 United States law.idf.il ET SCAN NMAP -sA (2) 1

58.218.204.245 147.237.76.34 China yohalan.idf.il ET SCAN Potential SSH Scan 1

31.184.195.114 147.237.77.205 Russian Federation prisha.idf.il ET SCAN Potential VNC Scan 5900-5920 1

193.201.225.149 147.237.76.44 Ukraine e.refuah.idf.il ET SCAN NMAP -sS window 1024 1

122.72.53.188 147.237.0.33 China idf.il ET SCAN Potential SSH Scan 1

91.201.236.50 147.237.8.14 Ukraine e.orchot.idf.il ET SCAN NMAP -sS window 1024 1

58.218.204.245 147.237.76.38 China e.e.meitav.idf.il ET SCAN Potential SSH Scan 1

31.184.195.114 147.237.77.216 Russian Federation dover.idf.il ET SCAN NMAP -sS window 1024 1

5.255.90.133 147.237.76.200 Netherlands eitan.aka.idf.il ET SCAN NMAP -sS window 1024 1
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Top Attackers In FW

Attacker Address Attacker Country Target Address Site Signature Message Device Action Count

212.143.142.56 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 4

191.96.249.18 Chile 147.237.0.200 m4u.idf.il drop drop 1

141.212.122.158 United States 147.237.76.34 yohalan.idf.il drop drop 1

191.96.249.18 Chile 147.237.76.34 yohalan.idf.il drop drop 1

141.212.122.159 United States 147.237.76.34 yohalan.idf.il drop drop 1

176.13.0.130 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 1

191.96.249.18 Chile 147.237.0.35 akaws.idf.il drop drop 1
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Top Attackers In WAF
Attacker
Address

Attacker
Country

Target Address Site Signature
Device
Action

Count

84.95.208.20 Israel 147.237.77.216 dover.idf.il Multiple Unauthorized URL Access from 84.95.208.20 Block 103

84.95.208.20 Israel 147.237.76.200 eitan.aka.idf.il Multiple Unauthorized URL Access from 84.95.208.20 Block 84

84.95.208.20 Israel 147.237.77.233 atal.idf.il Multiple Unauthorized URL Access from 84.95.208.20 Block 8

84.95.208.20 Israel 147.237.77.233 atal.idf.il PHP Attempt Block 6

66.249.76.83 Israel 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/atal1/izkor/view_img.asp Block 3

84.95.208.20 Israel 147.237.77.216 dover.idf.il Distributed PHP Attempt Block 2

157.55.39.176 United States 147.237.77.216 dover.idf.il Multiple Unauthorized URL Access from 157.55.39.176 Block 2

2.53.26.223 Israel 147.237.72.166 aka.idf.il Untraceable SSL Sessions: Open Mode None 1

207.46.13.112 United States 147.237.76.86 navy.idf.il Unauthorized URL Access to 147.237.76.86/robots.txt Block 1

84.95.208.20 Israel 147.237.76.200 eitan.aka.idf.il Unknown Parameter tab in www.eitan.aka.idf.il/938-he/eitan.aspx None 1

123.125.71.79 China 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/newsite/english/main.asp Block 1

31.154.0.173 Israel 147.237.77.243 mobile.idf.il Unauthorized URL Access to mobile.idf.il/nekudot/index Block 1

139.162.13.205 Singapore 147.237.77.216 dover.idf.il
SSL Untraceable Connection - Protocol violation
(SSL_CONN_CLIENT_HELLO)

None 1

40.77.167.32 United States 147.237.0.16
my-kosher-kravi.idf.i
l

Unauthorized URL Access to
www.my-kosher-kravi.idf.il/robots.txt

Block 1

157.55.39.110 United States 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/error.htm Block 1
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