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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
58. 218. 204, 245

|Target Address |Site

|Signature |Device Action |Count |
Chi na 147.237.76. 199 e.nakchal .idf.il |JLM Under _Attack _Con_Tcp drop 1
167. 0. 207. 100 Col onbi a 147.237.77. 243 nobi | e.idf.il JLM Purple_Gon Limt_Tcp dr op 1
204. 42. 253. 132 Lhited Sates 147.237. 76. 30 hi nush. i df . i | B ack List drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site Devi ce Action |Oount

51. 255. 65. 34 France 147. 237.76. 42 refuah.idf.il C1000146: HITP. AhrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
77.21.154. 208 147. 237.72. 156 Ger many anan. i df il ET SCAN Potential SSH Scan 2
193. 201. 225. 138 147. 237. 0. 200 Lkr ai ne . i df .| ET SCAN Potential SSH Scan 1
91. 201. 236. 50 147.237.8. 14 Wkrai ne e.orchot.idf.il ET SCAN NMAP -sS wi ndow 4096 1
77.21.154. 208 147.237.72. 167 Ger many i shuri maka.idf.il ET SCAN Potential SSH Scan 1
66. 249. 66. 187 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
58. 218. 204. 245 147. 237.76. 34 Chi na yohal an. i df . il ET SCAN Potential SSH Scan 1
31.184.195. 114 147. 237. 77. 205 Russi an Federation prisha.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
193. 201. 225. 149 147.237.76. 44 Wkrai ne e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
122.72.53. 188 147. 237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 50 147.237.8.14 Wkrai ne e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58. 218. 204. 245 147.237.76. 38 Chi na e.eneitav.idf.il ET SCAN Potential SSH Scan 1
31.184. 195. 114 147.237.77. 216 Russi an Feder ati on dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5. 255. 90. 133 147. 237. 76. 200 Net her | ands eitan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1




08-20-2016-03:04:02 to 08-20-2016-04:04:02

|Top Attackers In FW |

Attacker Address ‘At tacker Qountry Target Address |Si gnature Message Devi ce Action |Oount
212. 143.142.56 I srael 147.237.77.216 dover.idf.il drop First packet isn't SN drop 4
191. 96. 249. 18 Qile 147.237.0. 200 mu.idf.il dr op drop 1
141. 212. 122. 158 Lhited Sates 147.237.76. 34 yohal an. i df .il drop drop 1
191. 96. 249. 18 Gile 147.237.76. 34 yohal an.idf .il dr op drop 1
141. 212.122. 159 Lhited Sates 147.237.76. 34 yohal an. i df .il dr op drop 1
176.13.0. 130 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 1
191. 96. 249. 18 Gile 147.237.0.35 akavs.idf.il dr op drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Tar get Address |Site Sgnature Action ‘Oount

84.95.208.20 |[lIsrael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut hori zed URL Access from 84. 95. 208. 20 B ock 103
84.95.208.20 |Israel 147.237.76.200|ei tan. aka. i df .i | Mul ti pl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 84
84.95.208.20 |Israel 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 8
84.95.208.20 |Israel 147.237.77.233|atal .i df . i | PHP At t enpt B ock 6
66.249.76.83 |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwidf.il/atal 1/izkor/viewiny. asp |B ock 3
84.95.208.20 |Israel 147.237.77. 216 |dover.idf . il Dstributed PHP Attenpt B ock 2
157.55.39.176 |Uited Sates |[147.237.77.216|dover.idf.il Mil ti pl e Unaut horized URL Access from 157.55. 39. 176 B ock 2
2.53.26.223 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
207.46.13.112 [lhited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to 147.237. 76. 86/ robot s. t xt Bl ock 1
84.95.208.20 |lsrael 147.237.76.200(ei tan. aka. i df . i | Unknown Paraneter tab in wwu eitan. aka. idf.il/938-he/eitan. aspx [None 1
123.125.71.79 |China 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to waw i df.il/newsite/english/nain asp |B ock 1
31.154.0.173 |Israel 147.237.77.243|nobi [ e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
139. 162. 13. 205 |3 ngapore 147.237.77. 216 |dover . i df . i | %ﬁﬁ%ﬁﬁfﬁfg - Protocol violation None 1
40.77.167.32 |Wited Sates [147.237.0.16 Iny kosher -kravi .1 df.| m“;;olg szhidrt?;vfclcsfsl P bots. txt Bl ock 1
157.55.39.110 |lhited Sates 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to wanidf.il/error.htm B ock 1
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