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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site |Signature |Device Action |Count |
45.127.99. 174 Chi na 147.237.76. 176 test.ncore.idf.il |JLM Under Attack Con_Tcp drop 2
82.80.78. 2 | srael 147.237.76. 86 navy.idf.il B ack List drop 1
104. 148. 55. 162 Lhited Sates 147.237.76. 30 hi nush. i df .i | B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 34 yohal an.i df.il B ack List drop 1
209. 126. 230. 71 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count
118.193. 155. 206  [China 147.237.77.216  |dover.idf.il| |Cl000016: HITP. adninistrator in LR Per nit 2
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der Per mt 2




08-20-2016-02:04:00 to 08-20-2016-03:04:00

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

116. 14. 205. 52 147.237.77.216 |S ngapore dover.idf.il Xenu Link S euth Wser Agent 4
31.184.195.114  [147.237.0.200 |Russian Federation . i df il ET SCAN Potential VNC Scan 5900- 5920 1
198. 20. 69. 98 147.237.76.201 |Wnited Sates eatal.idf.il ET DROP Dshield B ock Listed Source 1
193. 201. 225. 149 [147.237.76.38  |Wkraine eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102. 48. 195 147.237.72.166 |Netherl ands akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201.236.158  [147.237.76.38 |lkraine eeneitav.idf.il ET SCAN NMVAP -sS wi ndow 3072 1
91.201.236.155  [147.237.76.201 |Wraine eatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.172.71. 251 147.237.0.17 Wkrai ne mny-kosher-kravi.idf.il  |ET SCAN NVAP -sS wi ndow 1024 1
37.8.40.96 147.237.77.176 |Palestinian Territory, Gcupied |matpash.idf.il ET SCAN NVAP -sA (2) 1
31.184.195. 114 147. 237.76. 148 |Russi an Federation ggcenter. aka.idf . il ET SCAN Potential VWNC Scan 5900- 5920 1
5. 255. 90. 133 147.237.72.166 |Netherl ands akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 225. 149 |147.237.76. 148 |Wkraine gacenter. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
92. 29. 66. 222 147.237.8. 14 Uni ted Ki ngdom e orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.201.236.155 [147.237.76.201 |Wkraine eatal.idf.il ET SCAN NMAP -sS wi ndow 3072 1
91. 201. 236. 50 147.237.76.42  |Wkraine refuah.idf.il ET SCAN NMVAP -sS wi ndow 3072 1
41.228. 33. 162 147. 237. 8. 46 Tuni si a e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
31.184.195.114  [147.237.77.61 |Russian Federation e.cogat.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
77.126. 30. 163 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 24
192. 116. 111. 159 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SWN drop 7
105. 107. 64. 213 Ageria 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 6
212.179. 213. 153 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 5
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 3
109. 253. 145. 152 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SYN drop 1
191. 96. 249. 18 Qile 147.237.0. 33 idf.il dr op drop 1
191. 96. 249. 18 Qile 147.237.76. 148 gacenter. aka. i df . i dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 135
84. 95. 208. 20 I srael 147.237.77.216|dover . i df . il Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 104
84. 95. 208. 20 | srael 147.237.77. 226 V\T,\rN chamat z. aka. i df Mil tiple Uauthorized URL Access from 84. 95. 208. 20 B ock 27
84. 95. 208. 20 I srael 147.237.77.216|dover . i df . il Distributed PHP Attenpt B ock 13
84. 95. 208. 20 I srael 147. 237.77. 226 V\?’TN chamat z. aka. i df PHP At t enpt B ock 10
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 8
84. 95. 208. 20 | sr ael 147.237.76.86 |[navy.idf.il Ml tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 5
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df . il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 5
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP At enpt B ock 5
84. 95. 208. 20 | sr ael 147.237.77.234|hal ag. i df . i | Ml tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 4
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 3
109. 253. 243. 249l srael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP At t enpt B ock 3
84. 95. 208. 20 I srael 147.237.0.34 [tikshuv.idf.il Ml tiple Unaut horized URL Access from 84.95. 208. 20 B ock 3
84. 95. 208. 20 I srael 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unauthorized URL Access from 84.95. 208. 20 B ock 2
77.125.1.27 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qoen Mde None 1
131.253.25. 155 |thited Sates [147.237.77.216|dover.idf.il Dstributed Lhaut hori zed UR. Access on waww idf.il/error.htm B ock 1
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il PHP Att enpt B ock 1
66. 249. 76. 79 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
98.250.110.17 |[Wnited Sates |147.237.72.166|aka.idf.il NULL Character in Header Nane at B ock 1
77.138.132. 164 |France 147.237. 72. 166 |aka. i df . i | mu;:gii dzfel? |’>A§;onz|de/CSTnm ;/orrml . asp Bl ock 1
157.55.39.176 |lWited Sates |147.237.77.216|dover.idf.il Unaut hori zed LRL Access to waw i df.il/anan B ock 1
84. 95. 208. 20 I srael 147.237.77. 234 |hal ag. i df . i | PHP Attenpt Bl ock 1
84. 95. 208. 20 I srael 147.237.72. 156 [aman. i df . i | Ml tiple Unauthorized URL Access from 84.95. 208. 20 Bl ock 1
66.249. 76.115 |l srael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
98.250.110.17 |lnited Sates [147.237.72.166|aka.idf.il NULL Character in Method “[[#0]1[[#0]]1[[#0]]1[[#19]] 7 Bl ock 1
84.95.208.20 | srael 147.237.77.226 \A:A|W chamtz. aica. T mui:;rni;;dag ébfcclelslst etnc;l at es/ honepage/ di v.item Bl ock !
84. 95. 208. 20 I srael 147.237.76.86 |[navy.idf.il PHP Attenpt Bl ock 1
204.79.180. 204 |Wnited Sates |147.237.72.166|aka. i df . il mmm:vu;grii dzfe.(? I'\/‘:Tta?‘:sh';g d;?;ul (. aspx Bl ock 1
98.250.110.17 |lhited Sates [147.237.72.166|aka.idf.il Illegal Byte Gode Character in Header Nane B ock

84. 95. 208. 20 I srael 147.237.72. 156 [aman. i df . i | PHP At t enpt Bl ock
66.249.76.116 |l srael 147.237.77. 216 [dover . i df . i | e bl i adover . aspx B ock 1
98.250.110.17 |wnited Sates |147.237.72. 166 |aka. i df . i | ULF’L}(”OV‘” HITP Request Method “[[#0]J[[#O1] [[#OII[I#L911A In gy 0 1
208.115.113.89 |United Sates [147.237.77.216|dover . i df .il o e e L ver. aspx B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il PHP At t enpt B ock 1
98.250.110.17 |Wited Sates [147.237.72.166|aka.idf.il Illegal Byte Qode Character in Method “[[#O]1[[#011[[#01]1[[#19]]/ |B ock 1
66.147. 244,101 |Wnited Sates |147.237.72. 166 |aka. i df . i | m”;kr:rl ! dfidl /'\fa:ngi mgﬂg - Bl ock 1
84.95.208.20  |Israel 147. 237.77. 216 |dover . i df . i | chaut for f/etdentﬁafgscleﬁjnésage/ i k. php Bl ock 1
71.6.135. 131 Lhited Sates |147.237.76.200(ei tan. aka.idf.il Uhaut hori zed URL Access to 147.237. 76. 200/ robot s. t xt B ock 1
84. 95. 208. 20 I srael 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt Bl ock
98.250.110.17 |lhited Sates |[147.237.72.166|aka.idf.il Mal for med URL B ock

66.249. 64. 124 | srael 147.237.72. 166 |aka. i df . i | }:m?gnijgi?ﬁ; [C[I’Eflﬁqggﬁgz _iar;r;’(l Bl ock 1
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