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|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
185.94.111. 1 Russi an Federati on 147.237.76. 42 refuah.idf.il B ack List dr op 1
185.94.111.1 Russi an Federation 147.237. 76. 44 e.refuah.idf.il B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 199 e.nakchal .idf.il |Back List drop 1
115. 230. 125. 146 Chi na 147.237. 76. 202 e halag.idf.il JLM Under Attack Con_Tcp drop 1
195. 154. 172. 204 Fr ance 147. 237. 0. 200 . i df i | JLMPurple Gon Linmit Htp drop 1
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|Top Attackers In IPS|

At t acker

Attacker Address Qount ry Target Address |Site Sgnature
118. 193. 155. 206|Chi na 147.237.77.216|dover.idf.il C1000016: HITP. adninistrator in LR Per nit 1
80.181.111. 140 [italy 147.237.8.14 |e.orchot.idf.i| |28 TG Wndows TQY1P Denial-of -Service Wil nerability (GLY B ock 1
enabl e when under DoS att ack)
. . . |12890: TCP. Wndows TCP/ | P Deni al - of - Service Mul nerability (ALY
80.181.111. 140 |[italy 147.237.8.28 |e.nobil e-ks.idf.i enabl e vihen under DoS at t ack) B ock 1
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|Top Attackers In |D|

Target Address

Attacker Qountry|Ste

Signature

Potential Scan or Infection

190. 8.169.58  |147.237. 77. 170|Venezuel a raar achot . i df . i | ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 158 [147. 237. 77. 176 |kr ai ne nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
50. 84.213. 146 |147.237.77.179|thited Sates e mazi.idf.il ET SCAN NVAP -sS wi ndow 3072 1
31.184. 195. 114 |147. 237. 77. 121 RF;ZZ:;"W” e navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
31.184. 195. 114 [147. 237. 76. 39 ?{;Z:::‘ion nobi | e.nei tav. i df.i |[ET SCAN Potential VWNC Scan 5900- 5920 1
31.184. 195. 114 |147. 237.0. 35 RF;ZZ:;"W” akavs. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
190.8.169.58  [147.237. 77. 170 |Venezuel a naar achot . i df . i | ET SCAN NVAP -sS wi ndow 4096 1
94.102. 48. 195 |147.237.77. 216 |Net her| ands dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
50. 84.213. 146 |147.237.77.179|thited Sates e.nazi.idf.il ET SCAN NVAP -sS wi ndow 4096 1
41.228.33.162 |147.237.77.74 |Tunisia lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
31.184. 195. 114 |147. 237. 76. 177 ';;Z;:tnion ncore. i df.il ET SCAN Potential WNC Scan 5900- 5920 1
31.184.195. 114 |147. 237. 76. 31 ?;Z::::’ion nakchal . i df .il ET SCAN Potential VNC Scan 5900- 5920 1
_ _ . |ET SCAN Behavi oral Whusual |y fast Terminal Server Traffic,
218.86.123. 170 [147.237.0.19 |hina nadimatal .idf.il 1




08-20-2016-01:05:26 to 08-20-2016-02:05:26

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
212. 143.142.56 | srael 147.237.77.216 dover.idf.il [drop First packet isn't SN drop 5
37.8.67.215 Pal estinian Territory, QGecupied 147.237.77.216 dover.idf.il |[drop Frst packet isn't SN drop 3
195. 154. 172. 204 France 147.237.0. 33 idf.il drop drop 1
156. 199. 8. 19 Egypt 147.237.77.216 dover.idf.il [drop First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
199. 30. 24. 33 Lhited Sates |[147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 5
66. 249. 76. 83 I srael 147.237.77. 216 |dover . i df . il Mil ti pl e Unaut horized URL Access from 66. 249. 76. 83 B ock 2
46.19. 86. 19 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 2
66. 249. 76. 83 I srael 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/ vi ew i ngt op. asp Bl ock 2
84. 95. 208. 20 I srael 147.237.72. 156 |anman. i df . i | PHP At t enpt B ock 1
66.249. 66. 242  [Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to wa | aw i df.i|/228-he/ f ag. aspx B ock 1
71.191.51.163 [lhited Sates |147.237.77.216|dover. i df.il \;P:rwa?ztfri IT/yfgsg_ ZL?IJO?/LCLOSSOM ent P acetbl der 15txt Enai | i Bl ock 1
95.210. 119. 112 |Europe 147.237.72. 156 [aman. i df . i | Unaut hori zed LRL Access to wwwu aman. i df . il /favicon.ico B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi . i df . i|Uhaut hori zed URL Access to wn kosher-kravi.idf.il/defaul t.aspx B ock 1
105. 107. 64. 213 |Ageria 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Cpen Mde None 1
84. 95. 208. 20 I srael 147.237.72. 156 [aman. i df . i | D stributed Unaut hori zed LRL Access on ww anan. i df .il/robots. txt B ock 1
46.229.164. 102 |Lhited Sates [147.237.72.156|aman.idf.il Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
118. 193. 155. 206 |Chi na 147.237.77.216|dover. i df . il PHP Att enpt B ock 1
66.249.76.106 [Israel 147.237.72. 166 [aka. i df . i | Ill1egal Byte Gode Character in LR /nai n/giyus/[[#11]]general . aspx B ock 1
84. 95. 208. 20 I srael 147.237.72. 156 [aman. i df . i | Ml tiple Unauthorized URL Access from 84.95. 208. 20 B ock 1
66. 102. 9. 43 Wited Sates |147.237.72.166 [aka. i df . il x/\x ;L;“it;d. iLIJ}a:a:ihn(;rr:ozrricll d’;?;ﬂ?f.;g;xmom UL on Bl ock 1
118. 193. 155. 206|Chi na 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock
71.191.51.163 |Wiited Sates |[147.237.72.166|aka.idf.il Unhaut hori zed Met hod PCST for waww aka. i df . i1/ mai n/ kapat z/ B ock
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