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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
2.53.155. 34 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
190. 66. 191. 117 Col onbi a 147.237. 76. 202 e.halag.idf.il JLM Under _Attack_Con_Tcp drop 2
123. 59. 59. 52 Chi na 147.237. 76. 200 eitan. aka.idf.il bl ock-sp-trafl forvard 2
82.80.78.2 | srael 147.237.77. 176 nat pash. i df . il B ack List drop 1
104. 148. 55. 162 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack List drop 1
139. 162. 13. 205 S ngapor e 147.237.77.170 naar achot . i df. il bl ock-sp-traf 1 forward 1
113.17.184. 25 Chi na 147.237.76. 34 yohal an.idf.il B ack List drop 1
164.132. 201. 35 Italy 147.237. 76. 147 chinuch.aka.idf.il |Back List drop 1
113.17.184. 25 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry | arget Address |Site Sgnature Devi ce Action |Count |
142.54.184.90 [United Sates 147.237.72.166 |aka.idf.il CL000074: HTTP. naj estic bot Per mit 13
142.54.184.90 |Uited Sates 147.237.0. 34 tikshuv.idf.il C1000074: HITP. naj estic bot Per nit 5
142. 54. 184. 90 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot Per it 3
108. 59. 8. 80 Wited Sates 147.237.77.176 |nmat pash.idf.il C1000074: HTTP: naj estic bot Permit 2
46.165.197. 141 |Ger many 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per nit 2
66.240.219. 146 |Lhited Sates 147.237.0. 17 m ny- kosher - kravi . i df . i | 13840: TLS (penSSL Heartbeat Packet B ock 1
5. 135. 167. 84 France 147.237.77.216 |dover.idf.il 24910: HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

A tacker

Target Address count ry Signature
54.218.93.102 [147.237.77.216|lnited Sates |[dover.idf.il Xenu Link Seuth User Agent 2
190, 66. 191, 117 1147 237 0.33 |0l onbi & il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
95.211.129. 27 |[147.237. 76. 201 |Net her| ands eatal.idf.il ET SCAN Potential SSH Scan 1
95.211.129. 27 |[147.237.76. 177 |Net her| ands ncore.idf.il ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.0.16 |Netherlands ny-kosher-kravi .idf.il |[ET SCAN NVAP -sS w ndow 1024 1
58. 218. 204. 245 |147. 237.76. 34 |thina yohal an. i df .il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 |147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
54.72.0.55 147.237.77. 216 |Irel and dover.idf.il portscan: TCP O stributed Portscan 1
185. 93. 185. 235 |147. 237. 76. 38 |krai ne eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
95.211.129. 27 |147.237. 76. 197 |Net her| ands e. hinush.idf.il ET SCAN Potential SSH Scan 1
95.211.129.27 [147.237.8.45 |Netherlands eeitanidf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 |147. 237.76.86 |thina navy.idf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 [147. 237. 76. 31 [China nakchal . i df i ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Signature Message Devi ce Action |Oount
176. 65. 17. 245 Pal estinian Territory, Qcupied 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't SYN |drop 26
176. 65. 17. 245 Pal estinian Territory, QGccupied 147.237.77. 216 dover.idf.il dr op First packet isn't SYN |drop 14
66. 102. 9. 31 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't SYN |drop 5
79.178.2.141 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't SYN |drop 2
84.108. 187. 245 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN |drop 2
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN |drop 2
216.243.31.2 Lhited Sates 147. 237. 76. 148 gocenter. aka.idf.il  |drop drop 1
200. 0. 33. 82 Brazil 147.237.0. 200 mu. i df il dr op drop 1
109. 253. 192. 125 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SYN |drop 1
212.143.142. 44 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't SYN |drop 1
109. 253. 202. 144 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SYN |drop 1
66. 102. 9. 42 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't SYN |drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176.13.224.46 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 214
2.53.56. 83 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 47
66.249.81.218 |[Israel 147.237.77. 216 |dover . i df . i | Dstributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 3
66.102. 9. 20 Lhited Sates 147.237.77.216|dover. i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 3
157.55.39. 145 |[lhited Sates 147.237.0.19 |nadi matal.idf.i|Uauthori zed URL Access to nadi matal.idf.il/robots.txt B ock 3
178. 135. 117. 147 |Lebanon 147.237.77. 216 |dover . i df . i | Dstributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 2
178. 135. 117. 132|Lebanon 147.237.77. 216 |dover.i df . i | Distributed Lhaut horized UR. Access on www idf.il/error.htm B ock 2
77.127.13.109 |[Israel 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code B ock 2
66.249.76.123 |[Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/atal 1/izkor/vi ew i ng. asp B ock 2
2.53.179. 84 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.77.5.58 gz:;;nl on 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for wa aka. i df .il/nain/giyus/ pniot.aspx |B ock 1
65.92. 185. 38 Canada 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 65. 92. 185. 38 Bl ock

178. 135. 117. 139|Lebanon 147.237.77.216|dover. i df .i | Dstributed Lhauthori zed URL Access on v idf.il/error.htm Bl ock
82.166.69.222 |[Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx B ock 1
66. 249.64. 148 I srael 147.237.76.86 |navy. idf.il vL\xr/]\j\tu:\Q\c/);.l izdefd. itﬁ; eArfpcIZisest/Zhar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
178. 135. 117. 130|Lebanon 147.237.77.216|dover.i df . i | Dstributed Lhaut hori zed URL Access on v idf.il/error.htm B ock 1
75.27.57. 117 Lhited Sates 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
65.92.185.38  |Canada 147.237.72. 166 |aka. i df . i | m“;:;)lriidﬁel?lﬁ;ﬁfhg r;oéener ol . a5 B ock 1
89.237.69.106 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for wwy aka. i df.il/main/smalin B ock 1
66.249.66. 177 [Israel 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to waw idf.il/atal 1/i zkor/ vi ew i ngt op. asp Bl ock
66.249.76. 115 |Israel 147.237.77. 216 |dover . i df . i | D e el adover . aspx B ock 1
178. 135. 117. 136|Lebanon 147.237.77. 216 |dover . i df . i | Dstributed Unaut hori zed URL Access on waw i df.il/error.htm B ock 1
77.138.136.212 |France 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Met hod PCST for aka.idf.il/nilui ndtenpl ates/inner.asp B ock 1
66.102. 9. 42 Lited Sates 147.237.77. 216 |dover.i df . i | Dstributed Lhaut hori zed URL Access on v idf.il/error.htm B ock 1
178. 135. 117. 137|Lebanon 147.237.77. 216 |dover . i df . i | Dstributed Unaut hori zed URL Access on waw i df.il/error.htm B ock 1
77.139.241.56  |France 147.237.72. 166 |aka. i df . i | Mmm:v“;grii dzfel?l'/\bn;lhﬁ/dr;ﬁﬂf/‘gener ol . asp B ock 1
66.102. 9. 43 Lhited Sates 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod POST for www aka. i df.il/mai n/ hone/ def aul t. aspx Bl ock 1
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