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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature

Device Action |Count|
134. 147. 203. 115 Ger nany 147.237.76. 38 e.e.neitav.idf.i|B ack List drop 6

105. 102. 205. 190 Ageria 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1




08-19-2016-22:04:09 to 08-19-2016-23:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

69. 30. 221. 242 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
54.218.93.102 [147.237.77.216|Wited Sates |dover.idf.il Xenu Link S euth User Agent 2
192. 253. 248. 99 [147. 237. 77. 205 |Austral i a prisha.idf.il ET SCAN Potential SSH Scan 2
192. 253. 248. 99 |147.237.8.27 |Australia e.madimatal .idf.il ET SCAN Potential SSH Scan 2
192. 253. 248. 99 [147. 237. 77. 226 |Australi a waw chanat z. aka. idf . i1 [ET SCAN Potential SSH Scan 2
177 94. 204, 162 |147. 237 8. 27 @ azi| o nadimatal idf ] ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
192. 253. 248. 99 |147. 237. 77. 170 |Austral i a nmar achot . i df .i | ET SCAN Potential SSH Scan 1
112. 196. 49. 101 |147. 237. 77. 227 |Indi a e. hanaz.idf.il ET SCAN NMAP -sS wi ndow 3072 1
192. 253. 248. 99 [147.237. 77. 61 |Australia e.cogat.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 [147.237. 76. 31 |Netherl ands nakchal . i df il ET SCAN Potential SSH Scan 1
192. 253. 248. 99 [147. 237.76.39 |Australia nobi | . nei tav. i df il ET SCAN Potential SSH Scan 1
91.224. 160. 106 [147.237.0.19 |Netherl ands madi matal .idf.il ET SCAN Potential SSH Scan 1
192. 253. 248. 99 |147. 237. 72. 166 |Austral i a akaidf.il ET SCAN Potential SSH Scan 1
66.249. 66. 190 [147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 1
192. 253. 248. 99 [147.237.72. 14 |Australia dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
61.240. 144. 65 |[147.237. 76. 200 |Chi na eitan aka. idf.il ET SCAN Potential WNC Scan 5800- 5820 1
61.240. 144. 65 |[147.237. 72. 156 |Chi na aman. i df.il ET SCAN Potential VNC Scan 5800- 5820 1
192. 253. 248. 99 |147. 237.0. 200 |Australia . i df il ET SCAN Potential SSH Scan 1
61.240. 144. 65 |147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5800- 5820 1
192. 253. 248. 99 |147. 237. 77. 216 |Austral i a dover.idf.il ET SCAN Potential SSH Scan 1
190.66.68.67 1147237 0.33  |col onbi a il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
192. 253. 248. 99 [147. 237. 77. 176 |Austral i a mat pash. i df .i ET SCAN Potential SSH Scan 1
112. 196. 49. 101 [147. 237. 77. 227 |Indi a e. hanaz.idf.il ET SCAN NVAP -sS wi ndow 4096 1
192. 253. 248. 99 [147. 237. 77. 121 |Australia e navy.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 |147. 237. 76. 86 |Net her| ands navy.idf.il ET SCAN Potential SSH Scan 1
192. 253. 248. 99 [147.237.77.19 |Australia lawforumidf.il ET SCAN Potential SSH Scan 1
91.224. 160. 106 [147.237.0.34 |Netherlands  [tikshuv.idf.il ET SCAN Potential SSH Scan 1
192. 253. 248. 99 [147. 237. 72. 217 |Australia eidf.il ET SCAN Potential SSH Scan 1
83. 149. 126. 223 [147.237.8.46  |Ger many e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
192. 253. 248. 99 |147. 237. 72. 156 |Austral i a anan. i df.il ET SCAN Potential SSH Scan 1
61.240. 144. 65 |147.237.77. 205 |Chi na prishaidf.il ET SCAN Potential VNC Scan 5800- 5820 1
192. 253. 248. 99 [147.237.8.50 |Australia e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 65 |[147.237. 76. 199|Chi na e. nakchal .idf.il ET SCAN Potential WNC Scan 5800- 5820 1
192. 253. 248. 99 (147.237.8.14 |Australia e.orchot.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 65 |[147.237.8.50 [China e tikshuv.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
192. 253. 248. 99 [147.237.0.17 |Australia mny-kosher-kravi .idf.il1 |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce
Action

‘Count

Attacker Address |Attacker Qountry Target Address |dte ‘Signature‘l\/éssage

5.102.123. 43  |Aestinian Territory, 147. 237. 77. 216 |dover . i of . i | drop First packet isn't SWN drop 813

Cccupi ed

Pal estinian Territory, S
5.102.123. 43 Qecupi ed 147.237.77. 216 |dover.idf.il dr op drop 123
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 29
94.128.53.251 |Kuwait 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 24
66. 102. 9. 42 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
66.102. 9. 31 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
46. 43. 80. 214 (F;ajcisgi';'ja” ferritory, 147.237.77. 176 |natpash.icf i1~ |drop Frst packet isn't SWN drop 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
185. 71. 141. 173 g‘ilcisgi':('ja” Territory, 147. 237.77. 176 |natpash.icf .11~ |drop Frst packet isn't SWN drop 4
185. 71. 141. 173 ga:lcis;i':éa” Territory, 147. 237. 77. 216 |dover . i f . i drop First packet isn't SN drop 2
212.174. 166. 140|Tur key 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
188. 247. 76. 137 |Jordan 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
45.117.74. 82 I ndi a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
188. 120. 154. 47 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 1
61. 240. 144. 65 Chi na 147.237.0. 33 idf.il dr op drop 1
109. 253. 211. 48 |l srael 147.237.72. 156 |anan.idf .il drop First packet isn't SYN drop 1
61. 240. 144. 65 Chi na 147.237. 76. 148 |gacent er. aka. i df . i |dr op drop 1
217. 66. 252. 45 gcisgi'géa” Territory, 147. 237. 77. 176 |nat pash. i df . i | dr op Frst packet isn't SIN drop 1
176. 13. 16. 127 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 1
5.102.123 43 | estinian Territory, 147. 237. 77. 216 |dover . i of .i drop thexpect ed post SYN packet - RST or SN drop 1

Qccupi ed expect ed
212.106. 92. 247 g";'cis;i'géa” Territory, 147. 237. 77. 216 | dover. i of . i1 drop First packet ism't SWN drop 1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry Target Address |[Site Sgnature Acti on ‘Count
37.26.146.221 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 32
37.26.146.173 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 5
66. 249. 76. 123 |l srael 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed LRL Access on waw idf.il/error.htm |[B ock 3
77.124.38.167 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
131. 253. 25. 219 |Lhited Sates 147.237.77. 216 |dover . i df . i | Dstributed Wnaut hori zed URL Access on wawidf.il/error.htm |B ock 3
89.138.137.1 |Israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 3
66.249.85.46 |lsrael 147.237.77. 216 |dover . i df . i | D stributed Unaut hori zed LRL Access on wawidf.il/error.htm |[B ock 2
66.102. 9. 42 Lhited Sates 147.237.77. 216 |dover . i df . i | Dstributed Wnaut hori zed URL Access on wawidf.il/error.htm |B ock 2
37.26.149. 234 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Unaut hori zed URL Access to
207.46.13.25 |lhited Sates 147.237.72. 166 |aka. i df . i | wiwe aka. i df . i1/ sip_storage/fil es/2/62532. pdf g2=whvq9j gvov3i g |B ock 1
m of | egda
87.70.244.29 |[lsrael 147.237.77. 176 |mat pash. i df . i | PHP At t enpt B ock 1
66. 249. 64. 183 |l srael 147.237.77. 216 |dover.idf .il Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 183 B ock
5.29.217. 24 I srael 147.237.72. 156 [anan. i df . i | Mil tiple Unaut horized URL Access from 5. 29. 217. 24 B ock
. . Unhaut hori zed URL Access to
109. 65.54.26  [Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed bul | et 1. gi f B ock 1
79.181.247.37 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/glyus B ock 1
- kosher - kravi . i df i
40.77.167.32 |United Sates 147.237.0.16 | Wnaut hori zed URL Access to Bl ock 1
Nl vy ny- kosher -kravi . i df.il/robots. txt
) . . Paraneter Type Molation SortOr in
208.115.113. 89 |Lhited Sates 147.237.77. 216 |dover . i df . il v i df i 1/ 1395- en/ dover . aspx Bl ock 1
87.70.244.29 |[lsrael 147.237.77. 176 |mat pash. i df . i | Unhaut hori zed URL Access to www cogat . idf.il/wp-1ogin. php Bl ock 1
5.102. 123. 43 g‘ijcisgi';'jm Territory.l147. 237. 77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
. . Unaut hori zed URL Access to
109. 66. 54. 132 |l sr ael 147.237.77.233(atal .idf . il 147, 237.77. 233/ 1136- he/ at al . aspx Bl ock 1
79.182.144.8 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/gyus B ock 1
) . - Unaut hori zed URL Access to
66.87.150. 251 United Sates 147.237.77. 216 |dover . i df . i | wwy i df . i1/tenpl at es/ shared/ user cont rol s/ navnenu/ nazi . i df . i | Bl ock !
87.70.244.29 |[lsrael 147.237.77.234|hal ag. i df . i | PHP At t enpt B ock 1
. . Unaut hori zed URL Access to
109. 67. 145. 34 |Israel 147.237.76.42 |refuah.idf.il 147, 237.76. 42 styl ef shar ed/ reset . css Bl ock 1
84.114.120.20 |Auwstria 147.237.72. 166 |aka. i df . i | Wnauit hor i zed Method PCST for B ock 1
ww aka. i df.il/mlui nitenpl ates/inner.asp
66.102. 9. 20 Lhited Sates 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed LRL Access on waw idf.il/error.htm |[B ock 1
87.70.244.29 |Israel 147.237.77.234|hal ag. i df . | thauthori zed URL Access to Bl ock 1
wwy | ogi stics.atal.idf.il/wp-1ogin. php
84.229.7.101 |[lIsrael 147.237.72. 156 |anman. i df . i | Suspi ci ous Response Code B ock
77.237.146.28 |Czech Republic 147.237.77.233|atal .idf.il Unaut hori zed URL Access to / B ock
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