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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
179. 32. 74. 126

|Target Address |Site

|Signature |Device Action |[Count |
Col onbi a 147.237.76. 177 ncore.idf.il JLM Under At tack_Con_Tcp drop 2

61.178. 42. 242 Chi na 147.237. 76. 148 ggcenter.aka.idf.il |JLM Under Attack_Con_Tcp drop 1

175. 181. 34. 65 Tai wan 147.237.77. 243 nobi l e.idf.il JLMPurple Con Linit Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |SgnaI ure Devi ce Action ‘Count
52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
164. 132. 161. 29 Italy 147.237.76. 42 refuah.idf.il [Cl000146: HITP. AhrefBot craw er Bl ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

54.218.93.102 [147.237.77.216|Wited Sates |dover.idf.il Xenu Link Seuth User Agent 4
186. 240. 158. 133(147. 237. 77. 216 |Frazi | dover.idf.il Xenu Link S euth User Agent 2
94.102.48.195 |147.237.76.86 |Netherlands navy. i df.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 155 [147.237.77. 212 |krai ne e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.172.71.251 |147.237.76. 176 |krai ne test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 201. 225. 149(147. 237. 8. 27  |krai ne e.madimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
41.224.242. 127 [147.237.76. 148 |Tuni si a gqcenter. aka. i df .i | ET SCAN NVAP -f -sS 1
173.208. 249. 37 |147.237.77.121|Uhited Sates |e.navy.idf.il ET SCAN NMAP -sS wi ndow 4096 1
154. 16. 199. 47  |147.237.77.226 |Lhited Sates |ww chamatz. aka.idf.il [ET SCAN Potenti al SSH Scan 1
154. 16. 199. 47 |147.237.76.86 [lLhited Sates |navy.idf.il ET SCAN Potential SSH Scan 1
154.16.199. 47  [147.237.72. 156 |Lhited Sates |aman.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 |147.237. 77. 212 |krai ne e. dover.idf.il ET SCAN NMAP -sS wi ndow 3072 1
66.249. 93. 71 147.237.76. 42 |Europe refuah.idf.il ET SCAN NVAP -sA (2) 1
46.172.71.251 |147.237.76. 201 |krai ne e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
209,95 143 10 1147 237 76.31 |Uited Sates |nekehal idf. i1 ET SDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

41.224.242. 127 |147.237.76. 148 |Tuni sia ggcenter. aka. i df . il ET SCAN NVAP -sS w ndow 2048 1
5. 255. 90. 133 147.237.77. 74 |Nether| ands lawidf.il ET SCAN NMVAP -sS wi ndow 1024 1
173.208. 249. 37 |147.237.77.121|thited Sates |e navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
154.16.199. 47  |147.237.77.61 |Lhited Sates |e. cogat.idf.il ET SCAN Potential SSH Scan 1
154. 16. 199. 47  |147.237.76.38 |lhited Sates |e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address ‘Si gnature Message Devi ce Action |Count
195. 160. 242. 40 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 25
46. 19. 86. 131 | srael 147.237.72. 166 aka idf.il drop First packet isn't SWN drop 15
213. 239. 205. 207 Ger many 147.237.77. 74 lawidf.il drop SAMrul e drop 4
213. 239. 205. 207 Ger many 147.237.0. 34 tikshuv.idf.il drop SAMrul e drop 2
37.232.29. 66 Georgi a 147.237.76. 86 navy.idf.il drop First packet isn't SWN drop 2
213. 239. 205. 207 Ger many 147.237.77. 176 nat pash. i df . i | drop SAMrul e drop 2
213. 239. 205. 207 Ger many 147.237.72. 166 aka idf.il drop SAMrul e drop 2
213. 239. 205. 207 Cer many 147.237.77. 216 dover.idf.il dr op SAMrul e drop 2
213. 239. 205. 207 Ger many 147. 237.76. 42 refuah.idf.il drop SAMrul e drop 2
213. 239. 205. 207 Ger many 147. 237. 76. 200 eitan.aka. idf.il drop SAMrul e drop 2
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SWN drop 2
176.13.233. 78 | srael 147.237.72. 166 aka idf.il drop First packet isn't SYN drop 1
183. 129. 160. 229 Chi na 147.237.0. 200 nu.idf.il dr op SAMrul e drop 1
77.127.79. 208 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't SN drop 1
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 1
109. 253. 136. 87 | srael 147.237.72. 166 aka idf.il drop First packet isn't SYN drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Action ‘Count
77.138.139. 110 |France 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 29
66. 249. 64. 183 [l srael 147.237.77. 216 |dover.i df .i | Dstributed Lhauthori zed URL Access on wvwwvidf.il/error.htm B ock 7
. . Paraneter Type M ol ati on Mast er $Header 1$ucHeader Sear ch$t xt Search in
217.132.5.147 |Israel 147.237.77.74 (lawidf.il v | aw i df i |/ 580- he/ pat zar . aspx B ock 2
89.138.35. 102 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
185. 27. 105. 64 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock
68.180.228. 185 |Lhited Sates [147.237.77.216|dover.idf .il Paranet er Type Mol ati on PageNumin waw i df . il/1395-en/ dover . aspx Bl ock
. : . Unaut hori zed URL Access to
66.249.64. 171 |l srael 147.237.76.30 [hi nush. i df . i1 v tech. atal .idf.il/tenpl at es/ shared/ user cont rol s/ navnenu/ undef i ned Bl ock !
207.46.13.25 |Uhited Sates [147.237.72.166|aka.idf.il Unknown Paraneter docid in aka.idf.il/main/snal i nishowbi g. aspx None
84.111.2. 11 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Unaut horized URL Access from84.111.2. 11 Bl ock
66. 249. 64. 183 [l srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unhaut hori zed URL Access from 66. 249. 64. 183 B ock 1
. . Unhaut hori zed URL Access to

5.22.135.174  |Israel 147.237.76.42 [refuah.idf.il 147. 237, 76. 42/ appl e-t ouch- i con- pr econposed. png B ock 1
131.253.27. 159 |lhited Sates [147.237.77.216|dover.idf.il D stributed Lhaut horized UR. Access on www idf.il/error. htm B ock 1

) . . Paraneter Type M ol ati on PageNumin
68.180.229.39 |lhited States |147.237.76.31 |nakchal .idf.il [ = "> e 1 1073 hef nakhal  aspx Bl ock 1
66.249. 64. 174 |l srael 147.237.76.30 |hinush.idf.jl  [Fauthorized UL Access to Bl ock 1

wwn tech. atal .idf.il/tenpl at es/ news/ news. aspx
217.132.5. 147 |lsrael 147.237.77.74 [lawidf.il Paraneter Type Miolation FreeText in ww |awidf.il/421-he/ pat zar. aspx B ock 1
84.111.2.11 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagelfiles/ 3/ Bl ock 1
66.249.76.51 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. idf.il/consol e core/ doc_ngr/ nul | B ock 1
66.69.107.199 |Uhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/sip_storagelfiles/2/4912. png B ock 1
157.55.39. 110 |lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to wawidf.il/tenpl ates/articl e/ watch B ock 1
66. 249. 64. 180 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 994- 9067- he/ at al . aspx B ock 1
. . Unaut hori zed Method GPTIONS for

85.64.170. 207 |l srael 147.237.72. 166 [aka. i df . i | ww aka. i df . i1/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock !
66. 249. 76. 58 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1

. . - D stributed Unaut hori zed Method for Known URL on
66. 102.9. 76 Lhited Sates [147.237.72.166|aka.idf.il i aka. i df . i 1/ mai n/ hone/ def aul t . aspx B ock 1
157.55.39.176 |lhited Sates [147.237.77.216|dover.idf.il D stributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
79.181.70. 248 |Israel 147.237.77.216|dover. i df .i | PHP At t enpt B ock 1
66. 249. 64. 182 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
66.249.79. 141 |l srael 147.237.77.243|nobi | e.i df . i | Uhaut hori zed LRL Access to nobil e.idf.il/appl e-app-site-association Bl ock 1

. . . D stributed Unauthorized Method for Known URL on
66. 102. 9. 95 Lhited Sates |147.237.72.166|aka.idf.il v aka. i df . i 1/ i v hoe/ def aul t . aspx B ock 1
79.181.70. 248 |l srael 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to waw i df . i|/wp-1ogin. php B ock
2.53.180.107 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237.76. 42/ styl e/ shar ed/ nav. css Bl ock 1
109. 64. 10. 225 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to 147.237. 76. 42/ styl e shared/ t ext . css B ock 1
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