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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country |Target Address Site Signature Device Action

120. 132. 50. 135 Chi na 147.237.76. 39 nobi | e.neitav.idf.il |bl ock-sp-trafl forward 2
71.6.135.131 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List dr op 1
179. 32. 235. 199 Col onbi a 147.237.77. 235 sviva.idf.il JLIMPurple Gon Linit _Tcp drop 1
208.67. 1. 29 Lhited Sates 147.237.76. 42 refuah.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgna1ure Devi ce Action |Oount |
62.210.170. 165 |France 147.237.72.166 |aka.idf.il CL000074: HTTP. maj estic bot Per nit 4
62.210.170.165 |France 147.237.76.200 |eitan. aka.idf.il C1000074: HTTP. naj estic bot Per it 2
5.189.144.121  |Ger many 147.237.0. 17 mny-kosher-kravi.idf.il [10993: HTTP: Mrfeus Scanner Scanning Attenpt B ock 1
5.189.144.121  |Ger many 147.237.0. 34 tikshuv.idf.il 10993: HITP.  Morfeus Scanner Scanning Atenpt B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

81.218.203. 204 |147.237.77.216|lsrael dover.idf.il ET SCAN NVAP -sA (2) 6
54.218.93.102 |147.237.72.166 |Uhited Sates [aka idf.il Xenu Link S euth User Agent 2
193. 201. 225. 149(147. 237. 8. 14  |krai ne e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
179. 32. 235. 199 [147.237.0.33 |Col onbi a idf.il , 1
Potential Scan or Brute Force
, L ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic,
117. 27. 240. 24 147.237. 8. 45 Chi na eeitanidf.il . . 1
Potential Scan or Infection
193. 201. 225. 149|147.237.8.50 |Wkraine e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 225. 149(147. 237.8.45 |krai ne eetanidf.il ET SCAN NVAP -sS wi ndow 1024 1
183. 129. 160. 229|147.237.0. 16  [China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
. SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
139.162. 13. 205 |147.237.77. 121 |S ngapor e e.navy.idf.il . . - 1
deni al of service attenpt
87.68. 6. 27 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
61.240.144.65 |[147.237.8.14 |[China e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
37.142.205. 111 |147.237.77. 216l srael dover.idf.il portscan: TCP Distributed Portscan 1
193. 201. 225. 149(147. 237.8.50 |lkrai ne e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
193. 201. 225. 149(147. 237. 8. 46  |lkrai ne e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
46. 19. 86. 131 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 20
195. 240. 168. 40 Net her | ands 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
77.138.52.97 France 147.237.77.216 dover.idf.il drop First packet isn't drop 2
46. 120. 228. 52 | srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 2
141.212.122. 54 Lhited Sates 147.237.0. 35 akaws. i df .il dr op drop 1
216.243.31.2 Lhited Sates 147.237.0. 35 akaws. i df.il drop drop 1
141.212.122. 54 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
46.117.182. 13 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.76.34 yohal an.idf.il drop drop 1
109. 253. 132. 78 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
141.212.122. 55 Lhited Sates 147.237.0. 35 akaws. i df .il dr op drop 1
109. 253. 214. 49 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
54.72.73.168 Irel and 147.237.77.216 dover.idf.il drop First packet isn't drop 1
141.212.122. 53 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
212. 143.142.56 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
62.219. 139. 136 | srael 147.237.77. 233 atal .idf.il drop Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 86. 244 I srael 147.237.0.19 |madi matal . i df . i [Suspicious Response Code Bl ock 59
46. 19. 86. 244 | srael 147.237.0.19 |[nadi matal .idf.i|Dstributed Suspicious Response (ode Bl ock 15
. . D stributed Whaut horized Method for Known URL on
77.138.17.186 |France 147.237.72. 166 |aka. i df . i | vwe aka. i dff i 1/ mai v hone/ def aul t . aspx B ock 4
84.108. 180. 250 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 86. 131 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
37.26.149.165 |Israel 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Gode Bl ock 2
5.29.54.176 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
. . D stributed Whaut horized Method for Known URL on
217.186.105. 80 |Ger many 147.237.72. 166 |aka. i df . i | vaw aka. i dff i 1/ mai n/ hone/ def aul t . aspx B ock 2
164.58.14.194 |Uhited Sates |147.237.77.216(|dover.idf.il Unaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx Bl ock 1
. . D stributed Unaut hori zed URL Access on
66.249.79.170 |lIsrael 147.237.76.86 [navy.idf.il nawy. i f . i 1/ shar ed/ aj ax/ set i vgal | erycont rol . aspx Bl ock 1
5.29.54.176 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx Bl ock 1
] ; ] Unaut hori zed URL Access to
84.108. 180. 250 |l srael 147.237.77. 243 |nobi | e. i df . i | nmbi | .1 df i 1/ cat eqoryt enpl at e/ i st chi | dsubcat egor | es/ 1423 B ock 1
62.219.139. 136 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
190. 237. 253. 225|Feru 147.237.72. 166 |aka. i df . i | Distributed Lhauthori zed Method for Known LRL on B ock 1
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
. . Unaut hori zed URL Access to
66.249.79.176 |l srael 147.237.76.86 [navy.idf.il nawy. i f i 1/ shar ed/ aj ax/ set vgal | erycont rol . aspx Bl ock 1
104. 214. 113. 139|United Sates |147.237.72.166|aka.idf.il Unaut hori zed Met hod HEAD for waww aka. i df. i/ mai n/ gi yus/ general . aspx |B ock 1
] . . D stributed Whaut hori zed Method for Known URL on
66. 102. 9. 85 Lhited Sates [147.237.72.166|aka.idf.il o aka. i df . i | / nai n/ hore/ def aul t . aspx B ock 1
204.79.180.217 |Wited Sates [147.237.72.166|aka.idf.il Uhaut hor i zed Method PCST for waw aka. idf.il/ishurinmnain/ B ock 1
131.253.25. 177 |Uhited Sates |147.237.77.216(|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
66.249. 64. 183  [Israel 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngt op. asp Bl ock 1
208.115.111. 73 |Wited Sates |147.237.77.216|dover.idf.il Mil ti pl e Unaut horized URL Access from 208. 115. 111. 73 B ock 1
79.178. 34. 87 | srael 147.237.77.234|hal ag. i df . i | Unhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/bul l et 1. gi f |Bl ock 1
157.55.39.9 Lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy. i df.il/chi nuch/ Bl ock 1
66. 249. 76. 33 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
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