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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature  |Device Action  |Count |
134. 147. 203. 115 Ger many 147.237.76. 198 e.yohal an.idf.il B ack List drop 2
134. 147. 203. 115 Ger many 147.237. 76. 200 eitan aka.idf.il B ack List drop 2
82.80.78.2 | srael 147.237.72. 166 aka.idf.il B ack List drop 2
198. 20. 70. 114 Lhited Sates 147.237.76. 30 hi nush.idf.il B ack Li st drop 1
82.80.78.2 | srael 147.237.77.176 nat pash. i df .i | B ack List drop 1




08-19-2016-19:04:02 to 08-19-2016-20:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnalure Devi ce Action |Count
68.135. 8. 175 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP:. naj estic bot Per mit 2
164. 132. 161. 82 Italy 147.237.76. 42 refuah.idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
66.240.219.146  |Lnited Sates 147.237.0. 16 ny- kosher-kravi .idf.il 13840: TLS QpenSSL Heartbeat Packet B ock 1




08-19-2016-19:04:02 to 08-19-2016-20:04:02

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

91.121. 147. 218 |147.237.77. 176 |France nat pash. i df .i | ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
91.201. 236. 155 |147.237.76.39 |lkraine nobi | e. mei tav.idf.il ET SCAN NVAP -sS wi ndow 3072 1
183. 129. 160. 229|147. 237. 77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 155 |[147.237.76.39 |lkraine nobi | e. nei tav. i df il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
183. 82. 106. 200 [147.237.0.34 |india tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
90.127.61.170 |147.237. 77. 227 |France e. hanaz. i df .i| ET SCAN NMAP -sS wi ndow 1024 1
173.208. 249. 35 |147.237.76.198|lhited Sates [e.yohalan.idf.il ET SCAN NVAP -f -sS 1
68.190. 208. 191 [147.237.77.61 |[United Sates |e.cogat.idf.il ET SCAN NVAP -f -sS 1
128.199. 96. 95  |147.237. 77. 176 |S ngapore nat pash. i df .i | ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
58. 218. 204. 245 |147.237.76. 148|Chi na gqcenter. aka. i df .i | ET SCAN Potential SSH Scan 1
115. 239. 248. 72 |147. 237. 76. 201 |Chi na e.aa.idf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 [147.237.0.35 |China akavs. i df . il ET SCAN Potential SSH Scan 1
115. 239. 248. 72 |147.237.76.34 |Chi na yohal an. i df .il ET SCAN Potential SSH Scan 1
46.172.71.251 |147.237.76.42 |lkraine refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
115. 239. 248. 72 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
2.55.131. 115 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
94.102.48.195 |147.237.8.46 |Netherlands [e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
190. 185. 132. 195(147. 237.8.28 |Argentina e.nobil e-ks.idf.il ET &W\I Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
91.201. 236. 155 |[147.237.76.39 |lkraine nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 82. 106. 200 |147.237.0.34 |india tikshuv.idf.il ET SCAN NMAP -sS wi ndow 4096 1
173.208. 249. 35 |147.237.76.198|lhited Sates |e yohalan.idf.il ET SCAN NMAP -sS wi ndow 2048 1
68.190. 208. 191 |147.237.77.61 |lhited Sates |e.cogat.idf.il ET SCAN NMAP -sS wi ndow 2048 1
128.199. 239. 94 |147. 237. 77. 176 |S ngapore nat pash. i df . i | ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
66.249. 64. 183  |147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 1
120 26.213.39  |147. 237 76. 38 |chi na o e neitaid | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
58. 218. 204. 245 [147.237.8.50 [China e tikshuv.idf.il ET SCAN Potential SSH Scan 1
115. 239. 248. 72 |147.237.76.86 |Chi na navy.idf.il ET SCAN Potential SSH Scan 1
46.227.67.169 |147.237.0.17 |Sweden mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
115. 239. 248. 72 |147.237.0.200 |Chi na . i df il ET SCAN Potential SSH Scan 1
37.220.14.234 |147.237.76. 148 E?i;;gom ggcent er . aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.195 [147.237.8.50 [Netherlands |e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1




08-19-2016-19:04:02 to 08-19-2016-20:04:02

|Top Attackers In FW |

Attacker Address ‘Attacker Gountry Target Address |Sig nature Message Devi ce Action |Count
197. 134. 255. 97 Egypt 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 21
119. 63. 68. 196 Thai | and 147.237.76. 86 navy.idf.il dr op Frst packet isn't SWN drop 6
109. 253. 150. 33 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SYN drop 5
176. 13. 241. 175 I srael 147.237. 72. 166 aka.idf.il dr op First packet isn't SN drop 5
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 4
78.186. 74. 69 Tur key 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 4
85. 130. 227. 215 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 3
151. 63. 164. 190 Itay 147.237.72. 166 aka.idf.il dr op Frst packet isn't SWN drop 3
141. 0. 13. 253 Nor way 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 2
151. 63. 164. 190 Itay 147. 237. 72. 156 anan.idf.il dr op First packet isn't SN drop 2
183. 129. 160. 229 Chi na 147.237.77.61 e.cogat.idf.il dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.77. 226 W chanat z. aka. i df . i | drop SAMrul e drop 1
216.243.31.2 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
183. 129. 160. 229 Chi na 147.237.77. 170 naar achot . i df .il dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.77. 227 e hamaz. idf.il dr op SAMrul e drop 1
216.243.31.2 Lhited Sates 147.237. 0. 200 ndu.idf.il dr op drop 1
183. 129. 160. 229 Chi na 147.237.77. 179 e.nazi.idf.il dr op SAMrul e drop 1
109. 253. 196. 95 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SYN drop 1
184. 105. 139. 107 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
45. 63. 126. 189 Japan 147.237.76. 148 gacenter. aka. i df . il dr op drop 1
183. 129. 160. 229 Chi na 147.237.77. 212 e.dover.idf.il dr op SAMrul e drop 1
176. 13. 246. 82 I srael 147.237.77. 243 nobi | e.idf.il drop First packet isn't SN drop 1
183. 129. 160. 229 Chi na 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1




08-19-2016-19:04:02 to 08-19-2016-20:04:02

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
77.127.54.177 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 215
2.53.59. 197 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 117
109. 253. 241. 131 ]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
67.245. 1. 115 g;g: 147.237.77.216|dover . i df . i Unaut hor i zed HTTP Met hod B ock 2
204. 79. 180. 106 ;h;:ee: 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for aka.idf.il/niluindtenpl ates/inner. asp Bl ock 1
37.142.73.78 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
139. 162.13. 205 |Sngapore  [147.237.77.216|dover.idf .il Mal formed URL B ock 1
84. 95. 208. 20 I srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to wwu | aw i df.il/tenpl at es/ honepage/ pi wi k. php  |Bl ock 1
Unknown HTTP Request Met hod
139. 162. 13. 205 |Sngapore  [147.237.77.216|dover.idf.il [[#0]]ck[#0] 1 [[#]1[[#26] ] +<M[#O] 1 [[#01[[#O11[[#O11[[#U1[[#O1[[#O11[[#O11[ |B ock 1
[HO] [[#O [[#O] ] [[#] 1 [[#O ] [[#O] [[#O] ] [[#]]1[[#O1][[#0]] in R
139.162.13. 205 |Sngapore  |147.237.76.86 |navy.idf.il SSL Whtraceabl e Gonnection - Protocol violation (SSL_GONN QLIENT HALLOQ  [None 1
77.138.96.199 |France 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ f avi con. i co B ock 1
207.46.13.9 g‘;tt:: 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237. 72. 166/ robot s. t xt B ock 1
38.81.65. 42 ;“;tteeg 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt Bl ock 1
139. 162. 13. 205 |9 ngapore  |147.237.77.216|dover.idf .il Mitiple I11egal Byte Gode Character in Method from 139. 162. 13. 205 B ock 1
84.109.202.86 |[lIsrael 147.237.76.31 |nakchal .idf.il [Unauthorized URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx Bl ock 1
67.245. 1. 115 ;h;:ee: 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df .il/1133-22232- he/ Bl ock 1
165. 183. 168. 14 |Qiile 147.237.77. 176 |mat pash. i df . i|  [Wauthorized LR Access to www cogat.idf.il/sip_storagelfiles/4/ Bl ock 1
139.162.13. 205 |Sngapore  [147.237.77.216|dover.idf .il Abnornal |y Long Request met hod B ock 1
77.138.238.48 |France 147.237.72. 156 |anan. i df . i | Distributed Lhaut hori zed LRL Access on waw anan. i df .il/favicon.ico B ock 1
208.115.111.73 g;g: 147.237.77. 216 |dover.idf .l Uhaut hori zed URL Access to wawidf.il/atal 1/i zkor/ mai n. asp B ock 1
46.117.121.13 |Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
139. 162. 13. 205 |9 ngapore  |147.237.77.216|dover.idf .il Mil tiple NULL Character in Method from 139. 162. 13. 205 B ock 1
87. 68. 58. 248 | srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to www i df.il/tenpl ates/tenpl atecontrol s/ generic/ |B ock 1
. . D stributed Lhauthori zed URL Access on
176.13.7.74 I sr ael 147.237.77.234|hal ag.i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
139. 162. 13. 205 |9 ngapore  [147.237.77.216|dover. i df .il Illegal Byte Qode Character in Header Nane Bl ock 1
77.139.14.255 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for wwwy aka. i df . i |/ mai n/ gi yus/ bookl et s. aspx B ock 1
208. 115. 113. 89 g"alt:g 147.237.77. 216 |dover. i df .i | Uhaut hori zed URL Access to wwidf.il/894-he B ock 1
. ] ] Unaut hori zed URL Access to
66.249.79. 141 | sr ael 147.237.77. 243 |nobi | e. i df . i1 nobi | e.idf.il/.well-know/ appl e-app-site-associ ati on Bl ock !
139. 162. 13. 205 |9 ngapore  |147.237.77.216|dover.idf .il NLLL Character in Header Nane at B ock
77.127.54.177 |lsrael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Gode B ock
37.46.41.121 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
199. 30. 17. 51 g];::: 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to waw i df.il/error. htm B ock 1
Ill1egal Byte Gode Character in Mthod
139. 162.13. 205 |9 ngapore  [147.237.77.216|dover. i df .il [[#0]]1cR[#O] 1 [[#1] 1 [[#26] 1 +<M[#O] 1 [[# 1 [[#O] 1 [[#O] 1 [[#U1[[#O1[[#O11[[#O11[ |B ock 1
[HO] [[#O [[#O] T [[#2] 1 [[#O1] [[#O] [[#O]][[#1]]1[[#O1][[#0]]
84. 95. 208. 20 I srael 147.237.77.74 |lawidf .il PHP Attenpt B ock 1
67.245.1. 115 g"altee: 147.237.77.216|dover.i df . il Mil tipl e Unaut horized UR. Access from 67.245. 1. 115 B ock 1
NLLL Character in Method
139. 162. 13. 205 |9 ngapore  [147.237.77.216|dover. i df .il [[#0]]1cR[#O] 1 [[#1] 1 [[#26] 1 +<M[#O] 1[[# 1 [[#O] 1 [[#O1 1 [[#U1[[#O1[[#O11[[#O11[ |H ock 1
[HO] [[#O [[#O] T [[#2] 1 [[#O1] [[#O]] [[#O]][[#2]1[[#O1][[#0]]
128.199.96.95 |Sngapore  |147.237.77.176|mat pash.idf.i| |Uhauthorized UR. Access to waw cogat.idf.il/sip_storagelfiles/4/#99 B ock 1
77.138.690.112  |France 147.237.72. 166 |aka. i df . i | Distributed nauthorized Method for Known UR. on Bock |1

wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
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