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Attacker Address
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At acker
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Signature

91.201.236.50 [147.237.76. 199 |lkrai ne e.nakchal .idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
. - ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos
77.138.170.29 |147.237.76.30 |France hi nush. i df .i | 1
attack
59. 89. 100. 15 147.237.77. 216|India dover.idf il Xenu Link Seuth User Agent 1
198. 20. 69. 98 147.237.76.202|lhited Sates |e.halag.idf.il |ET DROP Dshiel d B ock Li sted Source 1
5.102.227.210 |[147.237.0.34 |Israel tikshuv.idf.il |ET SCAN NVAP -sA (2) 1
183. 60. 48. 25 147.237.0.34 |China tikshuv.idf.il |ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0.19 |China madi matal .idf.i |[ET SCAN Potential SSH Scan 1
91. 224. 160. 106 |147.237.76. 42 |Netherlands refuah.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 |147.237.0.19 |Netherlands madi matal .idf.i [ET SCAN Potential SSH Scan 1
91.201.236.50 [147.237.76. 199 |Urai ne e.nakchal .idf.il [ET SCAN NVAP -sS wi ndow 4096 1
, .. |ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
78.186.204.16 |147.237.76. 200 |Tur key eitan. aka idf.il . 1
Potential Scan or Brute Force
, _ SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
66. 249. 76. 63 147.237.72.166 |Lhited Sates |aka idf.il ) . - 1
deni al of service attenpt
_ , L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
200. 161. 191. 170[147. 237.76. 30 |Brazil hi nush. i df . i | ) 1
Potential Scan or Brute Force
49. 32. 80. 149 147.237.77. 216 |Indi a dover.idf.il Xenu Link Seuth User Agent 1
198. 20. 69. 98 147.237.76. 201 |Whited Sates |e.atal.idf.il ET DRCP DBshiel d B ock Listed Source 1
183. 60. 48. 25 147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
162. 223.75.194 |147.237.76.34 |Uhited Sates |yohalan.idf.il |ET SCAN NVAP -sS w ndow 1024 1
91.224.160.106 |[147.237.0.34 |[Netherlands tikshuv.idf.il |ET SCAN Potential SSH Scan 1
91.201.236.50 |147.237.76. 199 |krai ne e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
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Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action ‘Count
117.136. 38. 144 Chi na 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 34
2.53.147.79 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 14
79.181. 225. 240 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 7
79.181. 225. 240 | srael 147.237.76. 86 navy.idf.il drop First packet isn't SN drop 6
85. 130. 201. 44 | srael 147.237.77.234 hal ag.idf.il dr op Frst packet isn't SN drop 3
79.177.193. 68 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 3
202. 189. 249. 37 I ndi a 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 2
8.21.199. 78 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 2
85. 64. 254. 132 | srael 147.237.72. 156 anan.idf.il drop First packet isn't SYN drop 2
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 2
89. 138. 186. 13 | srael 147.237.72. 166 aka. idf.il drop Frst packet isn't SN drop 1
77.127.79. 208 | srael 147.237.72. 156 anan.idf.il drop First packet isn't SYN drop 1
216.243.31.2 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
131.253.25.172 |Uhited Sates 147.237.77.216|dover . i df .i | Ostributed Waut horized URL Access on waw idf.il/error.htm B ock 22
46. 19. 86. 244 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 15
109. 253. 241. 131 ]I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 5
24.193.138.187 [Wnited Sates  |147.237.72. 166 |aka. i df .i | Distributed thauthorized Nethod for Known URL on B ock 4
wn aka. i df . i |/ mai n/ hone/ def aul t . aspx
185. 120. 125. 116|l srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized Method for Known URL from 185.120.125.116 |[B ock 4
193. 164. 156. 12 |France 147.237.77. 216 |dover.i df .i | D stributed Lhauthori zed URL Access on waww i df.il/error.htm B ock 3
77.127.54.177 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 86. 175 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 2
77.138.28.229 |France 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to ww anan.idf.il/favicon.ico B ock 2
80.230.218.41 |Israel 147.237.77.216|dover . i df . i | D stributed Lhauthori zed UR. Access on www i df.il/error.htm B ock 1
66.102. 9. 105 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for ww aka.idf.il/mai n/ hone/ defaul t.aspx |B ock 1
180. 76. 15. 146  |Chi na 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to ww i df.i|/894-en/i df gdover. aspx B ock 1
89.138.186.13 |[lIsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
68. 180. 230. 107 |lnited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to ww aka. i df.il/val tam B ock 1
80.230.218.42 |lIsrael 147.237.77. 216 |dover. i df .i | D stributed Lhauthori zed URL Access on waww i df.il/error.htm B ock 1
66. 249. 76. 40 | srael 147.237.72. 156 |anan. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 76. 40 B ock 1
- . . |Uhaut hori zed URL Access to
89.237.105.12 |France 147.237.0.19 |nadimatal .idf.i nadi matal i df i1/ shar ed) aj ax/ updat enakat qaunt i ty. aspx Bl ock 1
204.79.180.130 |Wited Sates  |147.237.72. 166 |aka. i df . il Wnauit hor | zed Method PCBT for B ock 1
wwy aka. i df . i |/ mai n/ kapat z/ def aul t. aspx
157.55.39.190 |wited Sates 147.237.72. 166 |aka. i df . i | Uhknown Paraneter catid in aka.idf.il/nain/snalinisnal i maspx None 1
80.230.218.44 |lIsrael 147.237.77. 216 |dover. i df .i | D stributed Lhauthori zed URL Access on wawwidf.il/error.htm B ock 1
. . Unaut hori zed URL Access to
66. 249. 76. 42 | srael 147.237.72. 156 |laman. i df . i | VI Jidf.il/.wel | -knowy asset | i nks.  son Bl ock 1
. . Unaut hori zed Met hod CPTI ONS for
185.120.125. 116 st ael 147.237.72. 166 [aka. i df . i | wwnv aka. i df . i |/ nai n/ gi yus/ aut henti cati onservi ce. asnx/ get aut huser Bl ock !
91. 210. 144. 209 |krai ne 147.237.76.31 |nakchal .idf.il |Wauthorized LR. Access to nakhal .idf.il/bl og/ B ock 1
179. 223. 187. 111|Brazil 147.237.77.216|dover. i df . il Adnin Bl ocki ng B ock 1
. . Paraneter Type Mol ation search in
82.166. 214. 100 |l srael 147.237.76.31 |nakchal .idf. il | o a1/ 1072- hef nakhal aspx B ock 1
. . S Uhtraceabl e Gonnection - Protocol violation
66. 249. 76. 63 I srael 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT FELLO) None 1
190. 98. 255. 242 |Chile 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for waw aka.idf.il/ituriniasp/ search. asp B ock
109. 64.118.37  |Israel 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to v idf.il/https:/waidf.il/ B ock
80. 179. 109. 2 I srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df . i | / 602- 6450- he/ pat zar . B ock 1
46. 42.173. 69 RJSIS:;ni on 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for www aka. i df.il/main/giyus/pniot.aspx |B ock 1
. . . Unaut hori zed URL Access to
179. 223. 187. 111|Brazil 147.237.77.216|dover . i df .i | vaw i i 1/ ani v cns, wysi wyg/ di rect i ve/ i ndex/ Bl ock 1
. - D stributed Uhaut hori zed URL Access on
84.94.67.85 I sr ael 147.237.77.234hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
68.180. 228. 225 |[lhited Sates  |147.237.72. 156 |aman. i df . il Uhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock
193. 164. 156. 11 |France 147.237.77. 216 |dover . i df . i | D stributed Lhauthori zed UR. Access on waw i df.il/error.htm B ock
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