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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
8. 37. 225. 66 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
54.72.73. 168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
58. 176. 202. 65 Hong Kong 147.237. 76. 148 gocenter.aka. i df.il |B ack List drop 3
8. 37. 225. 66 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 3
82.80.78.2 | srael 147.237.72. 166 aka.idf.il B ack List drop 2
94.177.160. 214 Romani a 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
2.53. 33. 205 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
94.177.160. 214 Ronani a 147.237.76. 196 e.svivaidf.il B ack List drop 1
77.138.52. 97 France 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
199. 203. 152. 235 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1




08-19-2016-17:04:05 to 08-19-2016-18:04:05

|Top Attackers In IPS|

Attacker Address

|Attacker Gount ry

Target Address

|Sgnature

Devi ce Action

205. 144. 171. 34 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
5.9.142. 226 Ger many 147.237.0. 34 tikshuv.idf.il [CL000074: HTTP. najestic bot Per nit 2
5.9.142.226 Ger many 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per mit 2
69. 30. 198. 186 Lhited Sates 147.237.72. 166 aka.idf.il CL000074: HTTP. naj estic bot Per mit 2
197. 251. 164. 64 Ghana 147.237.77. 216 dover.idf.il 12580: HITP. SQ Injection (Qookie Header) Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
109. 65. 127.72  |147.237.0.34 |Israel tikshuv.idf.il ET SCAN NVAP -sA (2) 11
205.144.171. 34 |147.237.77.74 |Wited Sates lawidf.il SQ Injection - Select Fom 4
93. 26. 144. 77 147.237.77.61 |France e.cogat.idf.il ET SCAN Potential SSH Scan 2
93. 26. 144. 77 147. 237. 77. 234 |France hal ag.idf.il ET SCAN Potential SSH Scan 1
93. 26. 144. 77 147.237.76.39 |France nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
93. 26. 144. 77 147.237. 77. 226 |France v chanat z. aka. i df il [ET SCAN Potential SSH Scan 1
93. 26. 144. 77 147. 237.76. 34 |France yohal an. i df.il ET SCAN Potential SSH Scan 1
93.26. 144. 77 147. 237. 77. 205 |France prisha.idf.il ET SCAN Potential SSH Scan 1
93. 26. 144. 77 147.237.76.30 |France hi nush. i df . il ET SCAN Potential SSH Scan 1
93. 26. 144. 77 147. 237.77. 178 |France e. nat pash. i df . i1 ET SCAN Potential SSH Scan 1
66.249. 66. 185 |147.237.77.74 |Wited Sates lawidf.il ET SCAN NVAP -sA (2) 1
212. 224.109. 179|147. 237. 77. 176 |Ger many mat pash. i df . i | ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237.0.35 [Netherl ands akaws. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
93.26. 144. 77 147. 237. 76. 202 |France e halag.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0.35 |China akavs. i df . i | ET SCAN Potential VWNC Scan 5900- 5920 1
93. 26. 144. 77 147. 237. 76. 200 |France eitan aka.idf.il ET SCAN Potential SSH Scan 1
125. 212. 233. 35 |147.237.76.38 [\ et nam eeneitav.idf.il ET SCAN Potential SSH Scan 1
93. 26. 144. 77 147. 237. 76. 176 |France test.ncore.idf.il ET SCAN Potential SSH Scan 1
93. 26. 144. 77 147. 237.76. 44 |France e.refuah.idf.il ET SCAN Potential SSH Scan 1
93.26. 144. 77 147. 237. 77. 233 |France atal.idf.il ET SCAN Potential SSH Scan 1
93. 26. 144. 77 147. 237.76. 38 |France e.eneitav.idf.il ET SCAN Potential SSH Scan 1
93. 26. 144. 77 147. 237.77. 212 |France e.dover.idf.il ET SCAN Potential SSH Scan 1
93.26. 144. 77 147.237.76.31 |Rance nakchal . i df . i1 ET SCAN Potential SSH Scan 1
93. 26. 144. 77 147. 237.77. 179 |France e.nazi.idf.il ET SCAN Potential SSH Scan 1
79.182. 28. 24 147.237.76.42 |Israel refuah.idf.il ET SCAN NVAP -sA (2) 1
93.26. 144. 77 147.237.77. 74 |Rance lawidf.il ET SCAN Potential SSH Scan 1
23.31.28. 157 147.237.76.31 |lhited Sates nakchal . i df . i1 ET SCAN Behavi oral Lhusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
93. 26. 144. 77 147.237.77.19 |France | awforumidf.il ET SCAN Potential SSH Scan 1
2.180.17.102  |147.237.76.30 [L[& Islamc hi mush. i . i1 BT SOAN Behavi oral Lhusual ly fast inbound Tel net 1
' Republ i ¢ of Gonnections, Potential Scan or Brute Force
93. 26. 144. 77 147. 237. 76. 201 |France e.atal.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN Potential WNC Scan 5900- 5920 1
93. 26. 144. 77 147. 237. 76. 197 |France e. himush. i df . il ET SCAN Potential SSH Scan 1
125. 212. 233.35 [147.237.76.31 |M etnam nakchal . i df il ET SCAN Potential SSH Scan 1
93. 26. 144. 77 147. 237. 76. 148 |France gacenter. aka.i df . il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Si gnature Message Devi ce Action |Oount
217.63.91. 231 Net her | ands 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 152
105. 156. 21. 78 Mor occo 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 79
8. 37. 225. 66 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 54
79.181. 225. 240 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 21
79.181. 225. 240 | srael 147.237.76. 86 navy.idf.il dr op First packet isn't SN drop 18
176. 13. 228. 93 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SYN drop 12
93.214.241. 101 Ger many 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 8
46. 151. 209. 155 Saudi Arabia 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 5
212. 143.142.56 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 3
77.138.52.97 France 147.237.77. 216 dover.idf.il dr op drop 3
177.22.251. 2 Brazil 147.237.0. 35 akaws. i df .il dr op drop 3
85. 130. 201. 44 | srael 147.237.77. 234 hal ag.idf.il drop First packet isn't SYN drop 3
5.9.111.70 Ger many 147.237.77.216 dover.idf.il drop SAMrul e drop 2
85. 64. 205. 81 | srael 147.237.0. 34 tikshuv.idf.il drop First packet isn't SN drop 2
77.138.52.97 France 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 2
85. 64. 254. 132 | srael 147.237.72. 156 anan. i df il drop First packet isn't SN drop 2
41.238.110. 25 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't SW drop 2
158. 169. 40.5 Bel gi um 147.237.77. 176 nat pash. i df . i | drop First packet isn't SYN drop 1
2.53. 33. 205 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
66. 249. 81. 212 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 1
176.13. 16. 121 | srael 147.237.72. 156 anan. i df .l drop First packet isn't SYN drop 1
84.229. 62. 194 | srael 147.237.77.216 dover.idf.il drop First packet isn't SN drop 1
109. 253. 139. 243 | srael 147.237.77.216 dover.idf.il drop First packet isn't SN drop 1
176. 13. 251. 99 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 1
109. 253. 199. 24 | srael 147.237.72. 166 aka. idf.il drop First packet isn't SN drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site Sgnature Acti on ‘Count
37.26.146.252 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 454
37.26.146.228 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 154
87. 68. 60. 236 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 82
46. 19. 86. 244 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 45
37.26.146.204 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 30
46.19. 85. 103 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 12
46. 19. 86. 10 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
5. 28. 170. 40 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
84.229.31.81 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.120. 199. 195 |[lIsrael 147.237.72.167|i shuri maka. i df . i|Untraceabl e SSL Sessi ons: Qpen Mde None 2
85.64.242.184 |[Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/hi mush B ock 2
79.181.223.196 |[Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 2
. . Uhaut hori zed URL Access to
66.249. 64. 128 |l srael 147.237.72. 166 [aka. i df . i | 147.237.72. 166/ si p, st or agel fi | es/ 1/ 70001 pg Bl ock 1
. . Uhaut hori zed URL Access to
217.132.60.250 |[lIsrael 147.237.72. 166 |aka. i df . i | v aka, i of i |/ nai n/ gi yus/ aut hent i cat i onservi ce. asmx Bl ock 1
. . DO stributed Unaut hori zed URL Access on
87.69.17.6 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f B ock 1
67.245.1. 115 Lhited Sates 147.237.77. 170 [maar achot . i df . i | |Unauthori zed URL Access to maarachot.idf.il/pdf/files/5/ B ock 1
173.252. 102. 113|thited Sates 147.237.77. 216 |dover.i df . il Distributed Lhauthori zed URL Access on wawn idf.il/error. htm B ock 1
. . I1l1egal UR. Path Encodi ng
66.249. 66. 185 |l srael 147.237.77.74 |lawidf.il W | aw i i |/t enpl at s/ getfi | ef getfi | e, aspx?fi | enanem B ock 1
89.138.183.88 [Israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
77.138.107.29  |France 147.237.72. 166 |aka. i df . i | Wnauthori zed Method POST for B ock 1
viwy aka. i df . i |/ nai n/ sachar/kl al i . aspx
. . . Uhaut hori zed URL Access to
180. 76. 15. 19 Chi na 147.237.77.216|dover. i df .i | ww i i1/ engl i S news/j eni rki || ed/ stn Bl ock 1
37.8.7.153 gjceusgi':('ja” Territonys 47 237.77. 216 [dover . i df i | SSL Untraceabl e Qonnection - Gpen Mode None 1
. . Unknown Paraneter ctl 00$ct | 00$cphMai n$cphSachar $ct| 51 in
84.229.32.9 I srael 147.237.72. 166 |aka. i df . i | v aka. i df . i | / mai n/ sachar / paysl i ps. aspx None 1
. . Uhaut hori zed URL Access to
66. 249. 76. 33 I srael 147.237.72. 166 [aka. i df . i | 147.237.72. 166/ si p_storage/ fi | es/ 4/ 71594 gj f Bl ock 1
37.26.148.229 [israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/gius B ock 1
. . Uhaut hori zed URL Access to
109. 253. 222. 60 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f B ock 1
77.138. 140. 102 |France 147. 237. 72. 156 |anan. i df . i | Distributed Lhauthori zed UR. Access on B ock 1
wan anan. i df . i 1/ favicon.ico
. . Unhaut hori zed Met hod CGPTI ONS for
185.120.125. 18|l st ael 147.237.72.166 [aka. i df . i | wn aka. i df . i |/ mai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bt ock !
37.8.7.153 (F;ajcis;i':('ja” Territoryly 47, 237. 77. 216 |dover . i of . i | Unaut hori zed URL Access to ww i df.il/894-ar Bl ock 1
66.249.76.40 | srael 147. 237. 72. 156 |anan. i df . i | tnaut hori zed URL Access to . B ock 1
WA anan. i df . i | / appl e- app-si t e-associ ati on
37.26.148.242 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
) . . Unaut hori zed Met hod PCST for
149.3.93.83 Gorgia 147.237.72.166 [aka. i df . i | ww aka. i df . i |/ mai v/ gi yus/ yahash2016/ | obby. aspx Bl ock !
: . ] Unaut hori zed Met hod PCST for
66.102. 9. 85 Lhited Sates 147.237.72. 166 |aka. i df . i | waw aka. i df . i | / mai 1/ hone/ def aul t . aspx B ock 1
213.57.181. 145 |Israel 147.237.72.166 |aka. i df . i | Illegal Byte Qde Character in LR /mai nkapatz//res#012 B ock 1
our ces/ i mages/ i nner page/ goback. gi f
67.245.1. 115 Lhited Sates 147.237.77. 170 |maar achot . i df . i | |Waut hori zed HTTP Met hod Bl ock 1
157.55.39.110 |thited Sates 147.237.77.216|dover . i df . i | Distributed Uhaut hori zed URL Access on wawn i df.il/error. htm B ock 1
2.55.25.8 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unhaut hori zed URL Access to v chi nuch. aka. i df .il/404. ht m B ock 1
84.111.233.138 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
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