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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
180. 153. 88. 54 Chi na 147.237.77.121 e.navy.idf.il Frk_Under Attack Con_Tcp dr op 2
116. 255.211. 11 Chi na 147.237.77. 61 e.cogat.idf.il Frk _Under Attack Con_ Tcp drop 2
104. 148. 55. 162 Lhited Sates 147.237.76. 199 e.nakchal .idf.il B ack Li st drop 1
52.28. 32. 164 Ger many 147.237. 76. 196 e.svivaidf.il JLIMPurple Gon Limt _Htps drop 1
180. 153. 88. 54 Chi na 147.237.77. 61 e.cogat.idf.il Frk_Purple Gon Linmit_Tcp drop 1
94.177.160. 214 Rormani a 147.237. 76. 147 chi nuch. aka.idf.il B ack List drop 1
180. 153. 88. 54 Chi na 147.237.77.121 e.navy.idf.il Frk Purple Con Limt_Tcp dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Count |
209.147.117.51 Lhited Sates 147.237.77.74 lawidf.il [6134 HITP SQ Injection Variabl e Declaration Evasi on Bl ock 12

188. 165. 250. 173 |France 147.237.77.74 lawidf.il [5670: HITP. SQ Injection (SELECT) B ock 6

188. 165. 250. 173  |France 147.237.77.74 |lawidf.il [6134 HITP SQ Injection \Variabl e Decl aration Evasion B ock 6
37.228.93.70 Russi an Feder at i on 147.237.77. 74 lawidf.il |[5670: HITP. SQ Injection (SELECT) B ock 6
209.147.117.51 Lhited Sates 147.237.77.74 lawidf.il [5670: HITP. SQ Injection (SELECT) B ock 6
37.228.93.70 Russi an Feder ati on 147.237.77.74 |lawidf.il [6134 HITP SQ Injection \Variabl e Decl aration Evasion B ock 6
178.17.170. 164 Mol dova, Republic of  |147.237.77.216 |dover.idf.il[24910: HTTP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Aé)tuiikre; ‘Ste ‘Signature

209. 147.117.51 |147.237.77.74 |lhited Sates lawidf.il QA Injection - Select From 54
37.228.93.70 147.237.77. 74 ?ézz;;nim lawidf.il SQ Injection - Select From 36
188. 165. 250. 173|147. 237. 77. 74 |France lawidf.il SQ Injection - Select From 14
101, 109. 160. 2231147 237 034 |Col onbi & Cikshv.idf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

180. 153. 88. 54  |147. 237. 77. 216 |Chi na dover.idf.il |ET SCAN Potential SSH Scan 1
94.102.48.195 [147.237. 76. 199 [Net her | ands e.nakchal .idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
213.8.204. 28 147.237.77. 216 |I srael dover.idf.il |portscan: TCP Distributed Portscan 1
208.73.143.36 |147.237.77.121|nited Sates enavy.idf.il |ET SCAN NVAP -sS w ndow 1024 1
180. 153. 88. 54  |147. 237. 76. 199 |Chi na e.nakchal .idf.i|ET SCAN Potential SSH Scan 1
67.211.223.151 [147.237.77.205|thited Sates prisha.idf.il |ET DRCOP Sparhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
100. 92. 216. 239 147.237.77.216 dover.idf.il drop Frst packet isn't drop 10
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
2.53.135. 242 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 3
156. 212. 223. 47 Egypt 147.237.77.216 dover.idf.il drop Frst packet isn't drop 3
176. 13. 230. 194 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
192. 249. 66. 247 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 2
79.183. 28. 241 | srael 147.237.76. 86 navy.idf.il drop First packet isn't drop 1
176. 13. 236. 90 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.0. 35 akaws. i df.il drop drop 1
176.13. 243. 118 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
109. 253.135. 1 | srael 147.237.72. 156 anan.idf.il drop First packet isn't drop 1
24.118. 85. 112 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 1
196. 188. 112. 88 B hi opi a 147.237.77.216 dover.idf.il drop First packet isn't drop 1
52.28.32.164 Ger many 147.237.76. 34 yohal an. i df .i | drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |[Site Sgnature Action ‘Count
2.55.38.5 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 165
37.26.146. 204 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 41
89. 139. 156. 146 [l srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 17
84.108.92.230 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 5
46.117.75.206 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66. 249. 64. 183 |l srael 147.237.77. 216 |dover.i df . i | Ml tipl e Unhaut horized URL Access from 66. 249. 64. 183 B ock 1
207.46.13.145 [wnited Sates 147.237.76.31 |nakchal .idf.il |Wauthorized URL Access to 147.237.76. 31/ Bl ock 1
79.244.80.219 |Ger many 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to www i df . il/894-en/ i df gdover. aspx B ock 1
37.142.11.62 [Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
95. 153. 134. 3 :(jjgr‘im 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.139.134.32 |France 147.237.72. 166 |aka. i df . i | m;:(gﬂt jﬁ iLlj}ar‘:;hn‘;rr:OZr;? dg;ﬁff_;;”gxmo"‘” WL on Bl ock 1
213. 151. 35. 218 [l srael 147.237.72.166 |aka. i df . i | mu;kh:ri idﬁdl /'\:;jwcéisgrr;corrum ane. aspx B ock 1
109. 65. 63. 114 |l srael 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 1
77.139. 156. 181 |France 147.237.76.31 |nakchal .idf.il |Uauthorized URL Access to 147.237.76. 31/ favi con.ico B ock 1
5.29.152.218 |Israel 147.237.77.216|dover. i df . i | Dstributed PHP At tenpt B ock 1
84.111.78.16 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.102.9.8 Lhited Sates 147.237.72. 156 |anan. i df . i | D stributed Whaut hori zed LRL Access on waw anan. i df .il/favi con.ico B ock 1
157.55.30.102 |Whited Sates  |147.237.77.74 |lawidf.il multgx: éffji |L/RcLo:§:):|eeS/Scct)roe/ doc. gt/ doc. gt asp Bl ock 1
77.139.180. 13 |France 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to waw anan. i df.il/favicon.ico B ock
5.29.152.218 |lsrael 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to waw i df.il/wp-1ogin. php Bl ock 1
87.68.11.31 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
66.102.9.105 |lnited Sates  |147.237.72. 166 |aka. i df . i D strbuted thauthor zed d'\efgtf?_;zgxmo"‘” R on Bl ock 1
199.30.24.33 |Uhited Sates 147.237.77. 216 |dover.i df .i | D stributed Unaut horized LRL Access on wwwidf.il/error. htm Bl ock 1
79.178. 115. 183 [I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method POST for www aka. i df.il/nai n/ sachar/fag. aspx B ock 1
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