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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country |Target Address Site Signature Device Action |Count
94.177. 160. 214 Rormani a 147.237.76. 30 hi nush. i df .i | B ack List drop 1
187.115. 160. 152 Brazil 147.237. 76. 147 chinuch. aka.idf.il JLIMPurple Con Limt_Htp dr op 1
196. 188. 112. 88 B hi opi a 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
94.177. 160. 214 Romani a 147.237.76. 148 gocenter. aka.idf.il B ack List drop 1
187. 115. 160. 152 Brazil 147.237.77. 212 e.dover.idf.il JLIMPurple Con Linit Htp drop 1
94.177.160. 214 Rormani a 147.237.76. 177 ncore.idf.il B ack List drop 1
187. 115. 160. 152 Brazil 147.237.77. 234 hal ag.i df.il JLMPurple Con Linit_Tcp drop 1
187.115. 160. 152 Brazil 147.237.8. 27 e.nadimatal .idf.il |JLMPurple Gon Limt_Tcp dr op 1
187.115. 160. 152 Brazil 147.237.77. 235 sviva.idf.il JLMPurple Con Linit Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
69. 30. 234. 2 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
91.194. 84. 106 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 2
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|Top Attackers In |D|

At acker

Target Address ountry Signature
115. 47.12. 162 |147.237.0.34 [China tikshuv.idf.il |ET SCAN Potential SSH Scan 1
106. 186. 20. 183 [147. 237. 76. 202 |Japan ehaagidf.il |ET SCAN Potential SSH Scan 1
91. 224. 160. 106 |147.237.0.34  [Netherl ands tikshuv.idf.il |ET SCAN Potential SSH Scan 1
58. 218. 204. 245 |147. 237. 76. 44 |China erefuah.idf.il |ET SCAN Potential SSH Scan 1
213.57.114. 72 |(147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
201. 232. 25. 160 |147. 237. 72. 14 |Col onbi a dover.idf.il (ol dJET SCAN NVAP -sS w ndow 2048 1
194.90.129. 92 [147.237.76.86 |[lIsrael navy.idf.il ET SCAN NVAP -sA (2) 1
115. 47.12. 162 |147.237. 76. 201 |Chi na eatal.idf.il |ET SCAN Potential SSH Scan 1
115. 47.12. 162 |147.237.0.19 [China nadi matal .idf.i|ET SCAN Potential SSH Scan 1
91. 224. 160. 106 |147. 237. 76. 31 [Nether| ands nakchal .idf.il [ET SCAN Potential SSH Scan 1
91.224. 160. 106 |147.237.0.19  [Nether| ands nedi matal .idf.i|ET SCAN Potential SSH Scan 1
46.19.86.214  |147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
201. 232. 25. 160 |147. 237. 72. 14 |Col onbi a dover.idf.il (ol dJET SCAN NVAP -sS w ndow 4096 1
201. 232. 25. 160 [147. 237.72. 14 |Col onbi a dover.idf.il (ol dJET SCAN NVAP -f -sS 1
190, 186. 99 47 1147 237 76.30 |moiivia i rush i | ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
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|Top Attackers In FW |

Attacker Address ‘Attacker Gountry Target Address |Sig nature Message Devi ce Action |Count
37.136.19. 175 F nl and 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 18
196. 188. 112. 88 B hi opi a 147.237.77. 216 dover.idf.il dr op Frst packet isn't SWN drop 3
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 3
109. 226. 40. 40 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 2
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 2
89. 241. 31. 242 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 2
31.154.5.181 I srael 147.237.77. 226 wawn chanat z. aka. i df . i | drop First packet isn't SN drop 1
109. 64. 12. 147 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 1
187. 115. 160. 152 Brazil 147.237.0. 33 idf.il drop drop 1
187. 115. 160. 152 Brazil 147.237.0. 35 akaws.idf.il dr op drop 1
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 1
139. 162. 37. 147 Lhited Sates 147.237.76.34 yohal an.idf.il drop drop 1
187. 115. 160. 152 Brazil 147.237. 0. 200 ndu.idf.il dr op drop 1
157.55. 39. 176 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
187. 115. 160. 152 Brazil 147.237.76. 148 gqacenter. aka. i df . i drop drop 1
176. 13. 250. 225 I srael 147.237. 72. 166 aka.idf.il dr op First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
188. 120. 154. 15 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 450
2.55.23. 252 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 71
46.19. 86. 99 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 34
112.111. 163. 207 |Chi na 147.237.77.216|dover . i df .i | Mil tipl e Unaut hori zed URL Access from 112. 111. 163. 207 B ock 18
36.250. 177.203 |China 147.237.77. 216 |dover . i df .i | Ml tipl e Unhaut hori zed URL Access from 36. 250. 177. 203 B ock 10
112. 111. 163. 207|Chi na 147.237.77.216|dover.idf . il Distributed PHP Attenpt B ock 7
24.228.88. 26 Lhited Sates [147.237.72. 166 |aka. i df . il Mitiple Illegal Byte Qode Character in LURL from24.228.88. 26 Bl ock 6
36.250. 177.203 |China 147.237.77. 216 |dover . i df .i | PHP Att enpt B ock 4
66.249.82.218 |lIsrael 147.237.77.216|dover . i df . i | Distributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 4
66.249. 64. 183 |l srael 147.237.77.216|dover. i df . i | Mil ti pl e UWnaut hori zed URL Access from 66. 249. 64. 183 Bl ock 3
66.249.82.224 |Israel 147.237.77.216|dover . i df .i | Distributed Unaut hori zed LRL Access on wawnidf.il/error. htm Bl ock 2
84.110.110.35 [Israel 147.237.0.19 |madi matal .idf.il Distributed Suspici ous Response Code B ock 2
93.173.52.38 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
66.249.82.221 |[Israel 147.237.77.216|dover . i df .i | Distributed Unaut hori zed LRL Access on wawnidf.il/error. htm Bl ock 1
65.55.210.150 |Wnited Sates |147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
157.55.39.176 |Uited Sates |147. 237. 77. 216 |dover. i df . i | iaﬁrgfi' zed URL Access Lo v idf . 11/1283-19042-en/ dover. aspx g o 1
2.55.27.61 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock 1
79.180.142.72  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/nain/schar Bl ock 1
66.249.81.212 |Israel 147.237.77. 216 |dover . i df .i | D stributed Lhaut hori zed URL Access on wan i df.il/error. htm B ock 1
207.46.13.126 |lnited Sates [147.237.72. 166 |aka. i df . il Unaut hori zed URL Access to ww aka.idf.il/... B ock 1
W, ch z. aka. i i
109. 253. 140. 244/l srael 147. 237, 77. 226 | VW Chanat 2. aka d |unaut hori zed LRL Access to B ock 1
foil waw. chanat z. aka. i df . i1/t enpl at es/ honepage/ honmepage. aspx
65.55.210.234 |lLnited Sates |147.237.77.216|dover.idf.il Distributed Unaut hori zed LRL Access on wawidf.il/error. htm Bl ock 1
5.22.135. 174 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co B ock 1
79.181. 226. 214 |Israel 147.237.77. 216 |dover . i df . i | Distributed thaut horized LRL Access on B ock 1
vy i of i | /https: /wwwidf.il/
66.249.81.215 |[lIsrael 147.237.77. 216 |dover . i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
! ny- kosher - kravi . i df . ) o
40.77.167. 32 Lhited Sates |147.237.0. 16 i Uhaut hori zed URL Access to wwu ny-kosher-kravi.idf.il/robots.txt |B ock 1
. . Unaut hori zed Met hod PCST for
77.138.95.207 |France 147.237.72. 166 |aka. i df . i | Wi aka, i df i |/ edi it hepr of / t heproj . asp Bl ock 1
66. 102. 9. 54 United Sates |147. 237. 72. 166 |aka. i df . i | Distributed tnauthorized Method for Known URL on B ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
199. 30. 24. 61 Lhited Sates |147.237.77. 216 |dover.i df.i | Distributed Unaut hori zed LRL Access on wawidf.il/error. htm Bl ock 1
24.228.88.26  |Wnited Sates [147. 237. 72. 166 |aka. i df . i | Illegal Be Qe Character in WAL /rain/kapatz//1estOl2 Bock |1
our ces/ i nages/ i nner page/ goback. gi f
66.249.81.218 |lsrael 147.237.77. 216 |dover . i df . i | D stributed Lhaut hori zed URL Access on wan i df.il/error. htm B ock 1
. . Unaut hori zed URL Access to
46.19. 86. 88 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel fi | es/ 8/ 1668. doc Bl ock 1
77.138.99.223 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. idf.il/kamar/ B ock 1
] . . D stributed Unaut hori zed Method for Known URL on
66.102. 9. 95 Lhited Sates |147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ mai v home/ def aul t . aspx Bl ock 1
199.30.24.124 |uhited Sates |147.237.77.216|dover.i df.il Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 1
. . Unaut hori zed URL Access to
87.70. 241. 25 I srael 147.237.72. 156 |anan. i df . i | v aman. | df i /i p. st or agel fi | es/ 0/ 71590, pef + Bl ock 1
112. 111. 163. 207|Chi na 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to waw i df . il/index. asp B ock 1
. . Uhaut hori zed URL Access to
79.178.132. 182 |lIsrael 147.237.77.234|hal ag. i df . i | 147.237. 77, 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
199.30.25.181 |uhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
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