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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |site |Signature Device Action
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
71. 6. 158. 166 Lhited Sates 147. 237. 76. 196 e.sviva.idf.il |13840: TLS penSSL Heartbeat Packet B ock 1
91. 217. 244. 214 Lkr ai ne 147.237. 76. 86 navy.idf.il 12715: HITP. Bind SQ Injection in R B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

84.109. 180. 213 |147.237.77. 216 |I srael dover.idf.il Xenu Link Seuth User Agent 2
91.217.244. 214 |147.237.76.86 |lkraine navy. i df .il SQ Injection - Select Fom 1
87.236.194. 161 |147.237.0.15 gpi;ﬂc kosher - kravi . i df . ET SCAN NVAP -sS wi ndow 1024 1
71.86.124. 86 147.237.76.44 |lhited Sates [e.refuah.idf.il ET SCAN NMAP -sS wi ndow 4096 1
2.53.58.221 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
190. 196. 178. 78 |147.237.77.205|Chil e prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
_ ! L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
179. 179. 203. 53 |147.237.76.30 [Bazil hi nush. i df . il ) 1
Potential Scan or Brute Force
_ : o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
161. 18. 180. 120 [147.237.0.34 |Col onbi a tikshuv.idf.il , 1
Potential Scan or Brute Force
o SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
139. 162. 13. 205 |147.237.77.235|9 ngapore sviva.idf.il . . - 1
deni al of service attenpt
87.236.194. 161 |147. 237. 76. 197 gpi;ﬂc e. hi mush. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
71.86.124. 86 147.237.76.44 |lhited Sates [e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
190. 196. 178. 78 |147.237.77.205|Chil e prisha.idf.il ET SCAN NVAP -sS w ndow 2048 1
190. 196. 178. 78 |147.237.77.205|Chil e prisha.idf.il ET SCAN NVAP -f -sS 1
173. 208. 249. 37 [147.237.77. 226 |Whited Sates |wwu chamatz. aka.idf.il |ET SCAN NMVAP -sS wi ndow 4096 1
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
152.173.172. 251(147. 237.0.33 |cile idf.il 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
93. 220. 97. 173 Ger many 147.237.77. 216 dover.idf.il drop Frst packet isn't SN drop 8
89. 138. 142. 125 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 6
212. 143.142. 56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 3
109. 253. 147. 89 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 2
79.181.185. 75 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 2
83. 149. 126. 98 Ger many 147.237.77. 216 dover.idf.il drop SAMrul e drop 2
188. 120. 154. 215 | srael 147.237.76. 31 nakchal .idf.il drop Frst packet isn't SN drop 1
139. 162. 37. 147 Lhited States 147.237.0.35 akavs. i df il dr op drop 1
216.243.31.2 Lhited Sates 147.237.76.34 yohal an.idf.il drop drop 1
183. 129. 160. 229 Chi na 147.237.77. 178 e.natpash.idf.il drop SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.77. 243 nobi | e.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Count ry ‘Target Address |[Site S gnature Action ‘Count
87.71.51. 27 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 169
79.177.129.25 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 99
36. 250. 177. 203 |Chi na 147.237.77. 216 |dover.idf .i | Ml tipl e Unaut horized URL Access from 36. 250. 177. 203 Bl ock
2.55.23. 252 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
46.19.86.170 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock
46.36.201.171 |irel and 147.237.77.74 |lawidf.il rﬁr:”";: ; ;Wlegf _ I\': /Ollég ool F'::f;::_i'f;?” 13ucteader Sear chtxt Search g ooy 2
66.249. 64. 183 |l srael 147.237.77.216|dover.i df .i | Dstributed Lhauthorized URL Access on wawidf.il/error.htm B ock 2
2.53.137.130 |Israel 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code Bl ock 2
157.55.39. 145 |[Lhited Sates |147.237.0.19 |[nadimatal .idf.il D stributed Uhaut hori zed URL Access on nadi matal .idf.il/robots.txt [B ock 2
36. 250. 177. 203 |hi na 147.237.77.216|dover. i df . i | PHP Att enpt B ock 2
157.55.2.135 |lhited Sates |147.237.77.216|dover.idf.i | Ostributed Wnaut horized URL Access on waw i df.il/error.htm Bl ock 1
66.249. 81. 215 |[lsrael 147.237.77. 216 |dover . i df .i | Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
190. 210. 93. 81 |Argentina 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to ww i df. i |/ espafiol B ock 1
83.12.28.222 |Pol and 147.237.72. 166 |aka. i df . i | m ;L:_“itjfd_ iﬁ’}a#;ihn‘;rrjozni‘/j d’;f;ﬂf?_;ggxmo‘m L on B ock 1
66.249.76. 47 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/default.asp B ock
36. 250. 177. 203 [Chi na 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/index. asp Bl ock 1
157.55.12. 75 |Wited Sates |147.237.77.216|dover.idf.i | Ostributed Wnaut hori zed URL Access on waw i df.il/error. htm Bl ock 1
77.126.54.209 |Israel 147.237.0.19 |nadimatal .idf.il E:rdf::;te; 'Tiﬁ?i\f/?g 'nogsg)t(' 008Cont ent M acetbl der 18txt Gapteha in-— gy ooy 1
212.76.125. 192 |I srael 147.237.77. 216 |dover.idf .i | Unaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ Bl ock 1
66.249.76.51 |Israel 147.237.72.166 |aka. i df . i | m”;l": IZ??T‘;LZ{ mcjéésr:/‘;%?;i'szi;& u0026pageNum u03d3 in 1, 1
46.19.85.236 [Israel 147.237.77. 226 \f’W\:AI/ chanat z. aka.id Mal for med URL B ock 1
157.55.12.92 |Wited Sates |147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
77.139. 206. 205 |France 147.237.72. 166 |aka. i df . i | Mil ti pl e Lhtraceabl e SSL Sessions from 77. 139. 206. 205 (Qpen Mde) [None 1
66. 249. 64. 183 |l srael 147.237.77. 216 |dover.idf .i | Unaut hori zed LRL Access to vwwuidf.il/atal 1/izkor/vi ew i ng. asp Bl ock 1
139.162. 13. 205 |Sngapore  |147.237. 77. 235 [svi va. i df .i | \“/"IJ 'Of iaf'i inﬁtgffgﬁ_gaﬁiﬁg;om 139. 162 13.205 (Prot ocol None 1
66.249.79.173 |Israel 147.237.76.86 |[navy.idf.il Ml tipl e Unaut hori zed URL Access from 66.249. 79. 173 B ock 1
46. 19. 85. 236 I srael 147.237.77. 226 \fIW\:AII chanat z. aka. i d Unknown HTTP Request Met hod 55pf xcswlw in URL B ock 1
77.139. 206. 205 |France 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66.249. 64. 185 |l srael 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
139.162. 13. 205 |Sngapore  |147.237.77. 235 [svi va. i df .i | %&mﬂ&%‘fﬁfg Protocol violation None 1
66.249.79. 173 |[Israel 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/main/snal i nmishowbig.aspx  |B ock 1
178. 63. 101. 134 |Ger nany 147.237.72. 166 |aka. i df . i | mz“atkr:irgfzﬁ? /Lfgthﬁgsfze;‘;;m (. asp Bl ock 1
66.249.76.33 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ r obot s. t xt B ock 1
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