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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
204. 42. 253. 2 Lhited Sates 147.237.76. 201 eatal.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237. 76. 202 e halag.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237. 76. 200 eitan aka.idf.il B ack List drop 2
183. 60. 48. 25 Chi na 147.237.0. 17 m ny- kosher -kravi . i df . il JLMPurple Gon Linit_Tcp drop 1
71.6.165. 200 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack List drop 1
185. 40. 87. 243 Tur key 147.237.0. 35 akaws. i df . il L4 Source or Dest Port Zero drop 1
79.181.170. 74 | srael 147.237.77. 243 nobi | e.idf.il Invalid TGP H ags drop 1
185. 40. 87. 243 Tur key 147.237.8. 28 e.nobi | e-ks.idf.il L4 Source or Dest Port Zero drop 1
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack List drop 1
185. 40. 87. 243 Tur key 147.237.76. 44 e.refuah.idf.il L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount
51.255. 65. 31 France 147.237.76. 86 navy.idf.il |Cl000146: HTTP: AhrefBot craw er B ock 1
80. 169. 91. 26 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il |24910: HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address | Target Address

|Attacker Qountry |9te |Signature |Count |
84.109. 180. 213 147.237.77. 74 I srael lawidf.il Xenu Link Seuth Wser Agent 2
151. 80. 40. 87 147.237.77. 176 France netpash.idf.il  [ET WEB _SERVER Fake (oogl ebot UA 1 | nbound 2
66. 249. 66. 187 147.237.77. 74 Wited Sates lawidf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

Attacker Address ‘Attacker Gountry Target Address |Signature Message Devi ce Action |Oount
46. 120. 196. 58 I srael 147.237.72. 166 aka idf.il drop First packet isn't drop 3
79.178. 254. 224 | srael 147.237.72. 166 aka idf.il dr op First packet isn't drop 2
136. 243. 152. 18 Ger many 147.237.77. 216 dover.idf.il dr op SAMrul e drop 2
141.212.122. 59 Lhited Sates 147.237. 0. 200 mdu.idf.il dr op drop 1
141.212.122. 60 Lhited Sates 147.237.0. 200 mu.idf.il dr op drop 1
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
85. 130. 129. 120 I srael 147.237.76. 31 nakchal .idf.il drop First packet isn't drop 1
213.57.136. 111 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
216.243.31. 2 Lhited Sates 147.237. 76. 148 gacenter. aka. i df.i | drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
79.176.119. 146 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 175
46. 19. 85. 153 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 14
46.19. 85. 224 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 9
95. 86.101. 244 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/sip_storage/files/7/ B ock 5
84.109. 144. 248 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
31.168.84.232 |[Israel 147.237.76.31 |nakchal .idf.il |Unauthorized HTTP Mt hod B ock 2
192.116. 232. 69 |Israel 147.237.77.216|dover. i df . i | Mil ti pl e Wnaut hori zed URL Access from 192. 116. 232. 69 B ock 2
85. 250. 172. 173 |lIsrael 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code Bl ock 2
143.160. 27. 189 |South Africa |147.237.72.166|aka.idf.i | Uhaut hor i zed Method POST for waw aka. i df . il/sites/ hone/ defaul t. asp Bl ock 2
66.249.64. 174 [Israel 147.237.76.30 |hinush.idf.il Uhaut hori zed URL Access to wa tech. atal .idf.il/nobil e/ B ock 1
31.154.49.161 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shar ed/ reset . css Bl ock 1
157.55.39.176 |lWited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/anan B ock 1
199.30.16.179 |Uiited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/error.htm B ock 1
109. 253. 143. 33 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code Bl ock 1
66.249. 64. 187 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
31.168.84.232 |lsrael 147.237.76.31 |nakchal .idf.il Mil tipl e Unaut horized URL Access from 31. 168. 84. 232 B ock 1
180. 76. 15. 32 Chi na 147.237.0.19 |[nadi matal .idf. i [Wauthorized URL Access to nadimatal .idf.il/robots.txt Bl ock 1
66.102.9.85  |United Sates |147.237.72.166|aka. i df .i | m;sﬂt;" iﬂa#;jhn‘;rrjoﬁ‘/j dﬁ;:??.zgxmom L on Bl ock 1
207. 46. 13. 39 Lhited Sates |[147.237.0.34 |tikshuv.idf.il |Wauthorized URL Access to tikshuv.idf.il/hone/ defaul t.aspx B ock 1
109. 253. 220. 2021 srael 147.237.77. 243 |nobi | e. i df . i | nﬁ;ﬂtfuﬁf’f/;’?‘eﬁ;eszlt;es/list chi | dsuboat egori es/ 1423 Bl ock 1
66.249.76.51  |israel 147. 237.72. 166 |aka. i df . i | mu;r(mgr: sffji Itﬁ‘afﬁ;effsort%/ dovel oed orm asp Bl ock 1
66. 249. 64. 135 |l srael 147.237.72. 156 |anan. i df . i | Unhaut hori zed URL Access to waw anan. i df.il/robots. txt B ock 1
217. 132. 240. 2261 srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
139.59.132.56 |9 ngapore 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df.il/ishuri rdnain/ Bl ock 1
68.180. 228. 185 |[Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/1294- he/ v i of . i | B ock 1
31.168.84.232 [Israel 147.237.76.31 |nakchal .idf.il [Wauthorized URL Access to nakhal .idf.il/sip_storagel/files/2/ Bl ock 1
192.116. 232. 69 |Israel 147.237.77.216|dover. i df . i | Lhaut hori zed LRL Access to www i df.il/images/ 1. he/titl ecap. png Bl ock 1
89.139. 131. 247 [Israel 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
66.249. 64. 161 I srael 147. 237.72. 166 |aka. i df . i | pstribuied Uhaut hor| zed LR focess on asp Bl ock 1
68.180.228. 231 [United Sates [147.237.77. 176 [nat pash. i df . | ma';?gt pe M /Oi;‘;_o}:';?gngﬂsgx B ock 1
192.198. 151. 36 |Europe 147.237.72. 166 |aka. i df . i | V%;;;L:_ﬁt;d. iﬁt}a#;hn(/’rrzoﬁ‘j d'\ef;:f’?.;’gxmom UL on Bl ock 1
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