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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
204. 42. 253. 2 Lhited Sates 147.237.76. 176 test.ncore.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 2
185. 40. 87. 243 Tur key 147.237. 8. 27 e.nadimatal .idf.il |L4 Source or Dest Port Zero dr op 1
185. 40. 87. 243 Tur key 147.237.76. 31 nakchal .idf.il L4 Source or Dest Port Zero drop 1
185. 40. 87. 243 Tur key 147.237.77. 61 e.cogat.idf.il L4 Source or Dest Port Zero drop 1
179.32.73. 79 Col onbi a 147.237.77. 243 nobi [ e.idf.il JLMPurple Gon Limt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount |
66. 252. 65. 6 Lhited Sates 147.237.72.166 |aka.idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 18
41.185. 30. 48 South Africa 147.237.72.166 |aka.idf.il 6134: HITP. SQ Injection Variabl e Declarati on Bvasion B ock 12
144.76.12. 75 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per it 7
209. 15. 196. 170 Canada 147.237.72.166 |aka.idf.il 5670: HITP. SQ I njection (SELECT) B ock 6
41.185. 30. 48 South Africa 147.237.72.166 |aka.idf.il 5670. HTTP. SQ Injection (SALECT) Bl ock 6
85. 232. 60. 142 Ui ted Kingdom [147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SALECT) B ock 6
66. 252. 65. 6 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ I njection (SELECT) B ock 6
23.91.70. 43 Lhited Sates 147.237.77.233 |atal .idf.il 5670. HTTP. SQ Injection (SALECT) Bl ock 5
162.210.196. 129 |United Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Per it 4
144.76.12. 75 Ger many 147.237.77.176 |mat pash.idf.il |Cl1000074: HITP. najestic bot Per mit 3
144.76.12.75 Ger nany 147.237.77. 74 lawidf.il C1000074: HITP. raj estic bot Per nit 2
144.76.12. 75 Ger many 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per it 2
144.76.12. 75 Ger many 147.237.76.200 |eitan. aka.idf. il |Cl000074: HTTP. majestic bot Per mit 2
23.91.70. 43 Lhited Sates 147.237.77.233 |atal .idf.il 9785. HITP. SQ Injection (Referer Header) Bl ock 1
80. 169. 91. 26 United Kingdom |[147.237.77.216 |dover.idf.il 24910: HTTP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

At acker

‘Target Addr ess count ry Signature
66. 252. 65. 6 147.237.72.166 |United Sates |aka.idf.il A Injection - Select From 26
41.185.30.48 |147.237.72.166|South Arica |akaidf.il SQ Injection - Select From 20
23.91.70. 43 147.237.77.233|Wited Sates [atal.idf.il SQ Injection - Select From 14
209. 15. 196. 170 |147. 237. 72. 166 [Canada aka.idf.il S Injection - Select From 8
85.232. 60. 142 |147.237.72. 166 LKJ?i;:gom aka.idf.il QA Injection - Select From 8
218. 87. 109. 253 [147. 237. 76. 200 [Chi na eitan.aka idf.il [ET SCAN Potential SSH Scan 1
87.236.194. 161 |147. 237. 77. 227 |Czech Republ i ¢ |e. hanaz. i df .i| ET SCAN NVAP -sS w ndow 1024 1
218. 87. 109. 253 [147. 237. 76. 196 |Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
218.87.109. 253 [147. 237. 76. 148 |hi na gacenter. aka. i of .i [ET SCAN Potential SSH Scan 1
218. 87. 109. 253 [147. 237. 76. 30 [Chi na hi nush. i of . i | ET SCAN Potential SSH Scan 1
218. 87.109. 253 [147.237.8.45 [China eetanidf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 (147.237.8.27 [China e.nadimatal .idf.il[ET SCAN Potential SSH Scan 1
218.87.109. 253 [147.237.8.14 |China e.orchot.idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 [147. 237. 77. 235 [Chi na sviva idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 [147. 237. 77. 170 |Chi na maarachot.idf.il |ET SCAN Potential SSH Scan 1
167 0.176. 177|147 237.0.35 ool onbi a akave. i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
218. 87. 109. 253 [147. 237. 76. 197 [Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
218.87.109. 253 [147. 237. 76. 176 |hi na test.ncore.idf.il |ET SCAN Potential SSH Scan 1
61 62 214 201 |147 237 8.28  |Tai ven o robi | e ks i df | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
218. 87. 109. 253 [147. 237. 76. 38 [Chi na eeneitav.idi.il [ET SCAN Potential SSH Scan 1
218.87.109. 253 [147.237.72. 14 |China dover.idf.il(old) [ET SCAN Potential SSH Scan 1
218.87.109. 253 [147.237.8.28 |China e nobile-ks.idf.il |[ET SCAN Potential SSH Scan 1
218.87.109. 253 [147.237.8.24 |thina elifestyle.idf.il |[ET SCAN Potential SSH Scan 1
929 186.58. 235 |147 237 0.200 |cni na i il ET SCAN Behavi pral Lhusual |y fast Ternminal Server Traffic, Potential 1
Scan or Infection
218. 87.109. 253 [147.237.0.35 [China akavs. i df .i | ET SCAN Potential SSH Scan 1
218.87.109. 253 [147. 237. 77. 179 |Chi na emazi.idf.il ET SCAN Potential SSH Scan 1
101 32, 145. 117 |147. 237 8. 28 |mrazi| o robi | e ks i df | ET SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force




08-19-2016-12:04:03 to 08-19-2016-13:04:03

|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address ‘Si gnature Message Devi ce Action |Count
46.116.9.118 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 13
85.130. 129. 120 | srael 147.237.76. 31 nakchal .idf.il dr op First packet isn't SWN drop 11
85.130. 129. 120 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 6
176.13.23.21 | srael 147.237.72. 166 aka idf.il drop First packet isn't SYN drop 4
136. 243. 152. 18 Cer many 147.237.72. 166 aka idf.il dr op SAMrul e drop 2
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 2
79.178. 254. 224 | srael 147.237.72. 166 aka idf.il drop First packet isn't SYN drop 2
91. 209. 51. 22 Lkrai ne 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147. 237. 76. 200 eitan aka. idf.il drop SAMrul e drop 1
176.13. 14. 14 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
216.243.31.2 Lhited Sates 147. 237. 0. 200 mu.idf.il drop drop 1
176. 13. 242. 100 | srael 147.237.72. 166 aka idf.il drop First packet isn't SYN drop 1
35. 87. 255. 225 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 1
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|Top Attackers In V\AF|

Devi ce

A tacker

country Target Address |Site Sgnature Action ‘Count

176.13.20.80 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 55
37.26.149. 140 |Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 28
2.55. 36. 105 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 12
137.132.3.12 |9 ngapore 147.237.77.216|dover.i df.il D stributed Unaut hori zed URL Access on wawidf.il/error.htm Bl ock 9
37.26.146. 218 |Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 7
82.102. 169. 113 |l srael 147.237.77.216|dover. i df . il D stributed Lhauthori zed URL Access on waww i df.il/error. htm B ock 5
84. 109. 118. 225 |l srael 147.237.0.19 |nmadimatal .idf.il|DOstributed Suspicious Response Code B ock 3
176.13.10. 188 |[Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 2
80.179.9.7 I srael 147.237.77.216|dover. i df .il D stributed Lhauthori zed URL Access on waww i df.il/error. htm B ock 2
66.249.76.51 |l srael 147. 237. 72. 166 |aka. i df . i | mu;lt‘;rii gffji Ibi‘a:ﬁ;effso:&/ dovel oad orm asp B ock 1
185. 27. 106. 161 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1250- he/ at al . aspx B ock 1
5. 29. 249. 84 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
77.138.243.23 |France 147.237.72. 156 [aman. i df . i | Ostributed Waut horized URL Access on v anan. i df .il/favicon.ico Bl ock
66.102.9.95  [lnited Sates |147.237.72.166|aka.idf.il m;gﬂt;‘j_ iﬂa:;wriozﬁ d';f;ﬂ??_;ggxmo‘m R on B ock 1
93.109. 253. 38 |Qyprus 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 93.109. 253. 38 B ock 1
66.249.76.51 |Israel 147.237.72. 166 |aka. i df . i | Uhknown Paraneter list in wwaka. idf.il/sites/skira/default.asp None
204.79.180. 123 [Lhited Sates |147.237. 72. 166 |aka. i df . i | m”;:;’rl';fe‘j”'\f;‘m mﬁp{g{esl home. asp B ock 1
137.132. 250. 8 |9 ngapore 147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on wawidf.il/error.htm Bl ock 1
79.178.155. 65 |[lIsrael 147.237.76.31 [nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx B ock 1
66.249. 64. 142 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
93.109. 253. 38 |oyprus 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCBT for www aka. i df .i |/ nai n/snal i nd Bl ock 1
68.180.229.39 [Lnited Sates |147.237.76.31 |nakchal .idf.il mag?kf];ﬂ%? _\fl‘j' fé%’.nhgaﬂiﬁ;qi_gspx Bl ock 1
207.46.13.73 |lnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ Bl ock
144.76.12.75 [Ger many 147.237.77.216|dover . i df . il Mul ti pl e Unaut horized URL Access from 144. 76, 12. 75 B ock 1
66. 249. 66. 173 |l srael 147.237.76.31 [nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock

176. 13. 236. 131 |I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtg?zj'f.z?f/;?‘egﬁf;e:;pfa?es” st ohi | dsuboat egori es/ 1423 B ock 1
117.215.180. 91 |India 147.237.77.216|dover.idf .il Ostributed PHP At tenpt B ock 1
74.91.23.166 [Lhited Sates [147.237.72.167|i shuri maka. i df . ijUnaut horized URL Access to 147.237.72. 167/ B ock 1
46.19.86.127 |lIsrael 147.237.0.19 |nadimatal .idf.il|Ostributed Suspicious Response Code B ock 1
144.76.12.75 |Ger many 147.237.77.216|dover.idf .il Unaut hori zed URL Access to www i df . il/1283- 13885- en/ dover . aspx B ock 1
66. 249. 66. 176 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ Bl ock 1
185. 27. 105. 135 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
117.215.180. 91 |India 147.237.77.216|dover.idf .l Unaut hori zed URL Access to waw i df . i|/wp-1ogin. php B ock 1
74.91.23.166 |wited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
66.102.9.76  |Uiited Sates |147.237.72.166|aka.idf. il V%;;;(zuit;d. ilf}a#;':l’uoﬁ‘/’ d’\ef;:??.fa(s)frjxmom WL on B ock 1
157.55.39.24 |lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/default.aspx B ock 1
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