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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
82. 145. 209. 94 Eur ope 147.237. 76. 86 navy.idf.il B ack List drop 18

46. 19. 86. 120 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 6

115. 230. 125. 146 Chi na 147.237.76. 176 test.ncore.idf.il |JLM Under Attack Con Tcp drop 2

66. 240. 219. 146 Lhited Sates 147.237.76. 34 yohal an. i df .i | B ack List drop 1

115. 230. 125. 146 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 1
71.6.146. 185 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il |B ack List drop 1

167. 0. 228. 48 Col onbi a 147.237.76. 199 e.nakchal .idf.il |JLM Under_ Attack Con_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

106. 38. 241. 105 Chi na 147.237.77. 216 dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 19
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|Top Attackers In |D|

58. 218. 204. 245

‘ Target Address

147.237.0.35

At acker
Gountry

Chi na

akaws. i df.il

Signature
ET SCAN Potential SSH Scan

198. 20. 69. 98

147.237.76. 39

Lhited Sates

nobi | e. nei tav. i df.i

ET DRCP Dshiel d B ock Listed Source

183. 82. 106. 200 [147. 237. 77. 179 |Indi a e mazi.idf.il ET SCAN NVAP -sS wi ndow 4096
. . SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
139. 162. 13. 205 |147. 237. 76. 30 |9 ngapore hi nush. i df .i | ) ) —
deni al of service attenpt
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
186. 115. 38. 17 |147.237.0.35 |Col onbi a akaws. i df . i | .
Potential Scan or Brute Force
183. 82. 106. 200 [147. 237. 77. 179|Indi a e.nmazi.idf.il ET SCAN NVAP -sS w ndow 1024
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|Top Attackers In FW |

Attacker Address ‘Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
109. 66. 109. 249 I srael 147.237.76. 30 hi nush.idf.il drop Frst packet isn't drop 8
109. 66. 109. 249 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 7
92. 50. 142. 190 Russi an Federation 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
213.71.171. 203 Ger many 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
46. 19. 86. 52 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 4
82.207.91. 242 kr ai ne 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
84.109. 189. 15 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
79.181. 104. 153 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
82. 80. 165. 7 I srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 2
117.198. 194. 204 Indi a 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
188.247.73. 138 Jordan 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
77.138.52.97 France 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
79.181. 96. 230 I srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
109. 253. 195. 168 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.76. 201 eatal .idf.il dr op SAMrul e drop 1
109. 66. 109. 249 I srael 147.237. 72. 166 aka.idf.il drop Frst packet isn't drop 1
2.53.45.176 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
109. 253. 198. 113 I srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.77. 19 lawforumidf.il dr op SAMrul e drop 1
176. 13. 22. 145 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
212. 143.142.56 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
109. 226. 40. 40 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 1
183. 129. 160. 229 Chi na 147.237. 76. 198 e.yohal an.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

waw chi nuch. aka. i df . i | /894- he/ chi nuch. aspx

Count ry Target Address |[Site Sgnature Action ‘Count

46. 19. 86. 97 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 103
5.102.242.40 |[lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 28
121. 15. 39. 206 |Chi na 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 121. 15. 39. 206 B ock 17
121. 15. 39. 206 |Chi na 147.237.76.200|ei tan. aka. i df .i| |[Miltiple Unauthorized LR Access from 121. 15. 39. 206 B ock 17
121.15.39. 206 |Chi na 147.237.77. 216 |dover . i df . i | PHP Attenpt B ock 6
121.15. 39. 206 |Chi na 147.237.76.200(ei tan. aka. i df.i| |PHP Attenpt B ock 6
2.55.27.171 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 3
213.57.177. 239 [l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.116.52. 144 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
82. 80. 165. 7 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
176.13.22. 128 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79.179. 161. 94 |l srael 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod B ock 2
46.229. 164. 102 |Wnited Sates |147.237.72.156|anman. i df.il Unaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
176. 228. 44. 95 |l srael 147.237.77.74 |lawidf.il Paraneter Type M ol ation FreeText in wu nag.idf.il/421-he/ patzar.aspx |B ock 1
121. 15. 39. 206 |Chi na 147.237.76.200|ei tan. aka. i df .i| |Unhaut hori zed Met hod HEAD for ww eitan. aka.idf.il/ None 1
79.179.161. 94 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to wan nakhal .idf.il/sip_storage/files/2/ B ock 1
66.249.76.52  |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/hinuch B ock 1
138. 134. 102. 15 [l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to waw i df.il/nil net B ock 1
93.172.197.18 |Israel 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to waw anan. i df.il/https:/wu aman.idf.il/ Bl ock 1
79.178.237.94 |lsrael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 1
66. 102. 9. 20 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/error.htm B ock 1
185. 3. 147. 113 [l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
121. 15.39. 206 |Chi na 147.237.76.200|ei tan. aka. i df . i | |Uhauthorized URL Access to waw ei tan. aka.idf.il/index. asp B ock 1
77.138.135. 45 |France 147.237.76.42 |refuah.idf.il Unaut hori zed Met hod PCST for 147.237.76. 42/ B ock 1
139. 162. 13. 205 |3 ngapor e 147.237.76.30 |hi nush. i df.il \'\/f"otl ia'[t)li inﬁtgfgﬁ_igﬁéqu; om 139, 162. 13.205 (Prot ocol None 1
93.173. 238. 217 |I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.179.1.13 I srael 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Connection - Cpen Mde None 1
66.102.9. 85 Lhited Sates |147.237.72.166|aka.idf.i | Unaut hori zed Method PCST for www aka. i df.il/mai n/ hone/ defaul t.aspx  |B ock 1
204.79.180.176 |Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCST for www aka. i df.il/ishurimmai n/ B ock 1
84.109.189.15 |Israel 147.237.77.243|nobi l e. i df . i | Distributed Lhaut hori zed URL Access on nobil e.idf.il/nekudot/i ndex B ock 1
77.139.38.52  |France 147. 237.72. 166 |aka. i df . i | m;:(:ﬂtgﬁ iﬁa#;ihn(;rriozni? d'::;ﬂ??_ ;:;XK”OV‘" UL on B ock 1
139. 162. 13. 205 | ngapor e 147.237.76.30 |hi nush. i df.il %ﬁgﬁﬂfﬁfﬁﬁf& - Protocol violation None 1
79.179.161.94 |israel 147.237.76.31 |nakchal .idf.il Mil tipl e Uhaut hori zed UR. Access from 79.179. 161. 94 B ock 1
66. 249. 66. 182 |Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to ww nakhal . i df . il/894-he B ock 1
87.69.164.38 |lsrael 147.237.72. 166 |aka. i df . i | Mil tiple Untraceabl e SSL Sessions from 87.69. 164.38 (CQpen Mde) None 1
77.139.88.190 |France 147.237.72. 156 |anan. i df . i | D stributed Whaut hori zed LRL Access on waw anan. i df .il/favicon.ico B ock 1
66.249.76.51 |l srael 147.237.72. 166 |aka. i df . i | m”;:;’_ri' ;f_di Iﬁ‘a:ﬁacreffsortn(;/ down oad o m asp Bl ock 1
121. 15. 39. 206 |Chi na 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to waw i df . il/index. asp Bl ock 1
90. 182. 178. 182 %;J‘;ri . 147.237.72. 166 |aka. i df . i | m“;grii ;‘?‘:Iﬁmh?:gm ;:irot ansuer . aspx Bl ock 1
79.178.12.199 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . j[uthori zed Method HEAD for None 1
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