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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
123. 59. 59. 52 Chi na 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2
204. 42. 253. 2 Lhited Sates 147.237. 76. 148 ggcenter.aka. idf.il |Back List drop 2
82.80.78.2 | srael 147.237.72. 166 aka.idf.il B ack List drop 2
204, 42. 253. 2 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il B ack List drop 2
161. 18. 96. 101 Col onbi a 147.237.77. 243 nobi | e.idf.il JLMPurple Gon Limt_Tcp drop 1
71. 6. 165. 200 Lhited Sates 147.237.76. 201 eatal.idf.il B ack List drop 1
167. 0. 228. 48 Col onbi a 147.237.76. 199 e. nakchal .idf.il JLM Under At tack_Con_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1 ure Devi ce Action

5.9.89.170 Ger many 147.237.77. 216 dover.idf.il |Cl000074: HTTP. majestic bot Per mit 2
188. 209. 52. 109 Net her | ands 147.237.77. 216 dover.idf.il [24910: HITP. Python urllib User-Agent Header Bl ock 1
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Permit 1
185. 65. 134. 79 Sweden 147.237.77. 216 dover.idf.il |24910. HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

84.109. 180. 213 147. 237. 77. 216 I srael dover.idf.il Xenu Link Seuth Wser Agent 2
198. 167. 223. 33 147.237.76. 31 Saint Ktts and Nevis nakchal .i df .il ET SCAN NVAP -sS w ndow 1024 1
84.109. 180. 213 147.237.77. 170 I srael naar achot . i df . il Xenu Link S euth Wser Agent 1
37.26.146. 212 147.237.77. 216 | sr ael dover.idf.il portscan: TCP DO stributed Portscan 1
220.178.78.138 147.237.77. 212 Chi na e.dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
50. 198. 251. 213 147.237. 8. 28 Wited Sates e.nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Sig nature Message Devi ce Action |Count
185. 89. 217. 235 Net her | ands 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 6
185. 89. 217. 226 Net her | ands 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 6
185. 89. 217. 232 Net her | ands 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 6
185. 89. 217. 228 Net her | ands 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 6
79.129. 25. 167 QG eece 147.237.72. 166 aka.idf.il dr op Frst packet isn't SN drop 5
185. 89. 217. 225 Net her | ands 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 4
185. 89. 217. 231 Net her | ands 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 4
185. 89. 217. 227 Net her | ands 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 4
185. 89. 217. 233 Net her | ands 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 4
185. 89. 217. 234 Net her | ands 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 4
185. 89. 217. 230 Net her | ands 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 4
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 3
31.210.189. 8 | srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't SN drop 2
109. 253. 217. 182 | srael 147.237.72. 166 aka idf.il dr op First packet isn't SN drop 2
62.210.178. 103 France 147.237.0.15 kosher-kravi .idf.il drop First packet isn't SYN drop 2
62.210.178. 103 France 147.237.0. 17 mny-kosher-kravi .idf.il drop First packet isn't SN drop 2
62.210.178.103 France 147.237.0. 19 nadi matal .idf.il dr op Frst packet isn't SN drop 1
212.199.11.78 | srael 147.237.77.176 nat pash. i df . i | dr op First packet isn't SYN drop 1
176. 13. 242. 65 | srael 147. 237. 72. 166 aka idf.il dr op First packet isn't SN drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site S gnature Action ‘Count
46. 19. 86. 97 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 139
84.229.27.105 |lsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 76
176. 13. 226. 114 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 73
2.53.184.117 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 33
109. 253. 229. 27 || srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 22
87.69.218.248 |[lIsrael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed HTTP Met hod B ock
46. 19. 86. 97 I srael 147.237.77.243|nobi l e.idf . il Uhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex Bl ock
87.69. 218. 248 |Israel 147.237.77. 170 |naar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/sip_storage/files/ 4/ B ock
77.138. 171. 208 |France 147.237.72. 166 |aka. i df . i | \'i;vt ;L:lft deféiwi;? m;;:r Method for Knoun LR on B ock 3
185. 89. 217. 231 |Netherl ands ~ [147. 237. 77. 216|dover.i df .i | Ostributed Whaut hori zed URL Access on waw i df.il/error. htm Bl ock
185. 89. 217. 234 |Netherl ands ~ [147.237. 77. 216 |dover. i df . i | Ostributed Wnaut horized URL Access on waww idf.il/error.htm B ock
185. 89. 217. 228 |Netherl ands ~ [147.237. 77. 216 |dover. i df . i | Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock
77.237.138. 202 grif)lhi . 147.237.77. 235 |svi va. i df . i | Unaut hori zed Method HEAD for / B ock 1
77.125.7.72  |israel 147.237.72. 166 |aka. i df . i | m”a(j(":i;a_rﬁ';e;a?r n/Z;Lg;fﬁ;yg?fzha'\gxn&phsaChar $eb15031275 1N \pne 1
185. 89. 217. 226 |Netherl ands ~ |147.237. 77. 216 |dover. i df . i | Ostributed Waut horized URL Access on waw idf.il/error.htm Bl ock 1
66.249. 64.128 |l srael 147.237.72. 166 |aka. i df . i | ll‘zg_ng;’_r'?zz_e&é/’z‘i :fs‘iisrzgtec/’ i1 es/ 0/ 68480, i B ock 1
77.138.69. 157 |France 147.237.72. 156 |arman. i df . i | Uhaut hori zed URL Access to waw anan.idf.il/favicon.ico B ock 1
185. 89. 217. 227 |Netherl ands ~ [147. 237. 77. 216 |dover . i df . i | Ostributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 1
87.69.164.38 |Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66. 249. 69. 249 |l srael 147.237.0.34 |ti kshuv.idf.il Lhaut hori zed UR. Access to tikshuv.idf.il/mnain/giyus/general . aspx B ock 1
185. 120. 125. 59 || srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspicious Response Qode B ock 1
40.77. 167. 32 Lhited Sates |147.237.0.16 nlyl- kosher -kravi . i df Uhaut hori zed URL Access to waw ny- kosher-kravi.idf.il/robots.txt B ock 1
87.69.218. 248 |Israel 147.237.77. 170 |maar achot . i df . i | Mil tipl e Uhauthorized URL Access from 87.69. 218. 248 B ock 1
66.249.76.33  |Israel 147.237.72. 166 |aka. i df . i | i;t ;;;’_“;;_dlg&iﬂtrrgr/i;??e;’?érfgf_es:son B ock 1
192.95.29. 116 |Canada 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77. 176/ robot s. t xt B ock 1
178.59. 49. 246 |G eece 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method PCST for aka.idf.il/giyus/ B ock 1
77.139.51.236 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wan aka.idf.il/gius B ock 1
185. 89. 217. 230 |Netherl ands ~ [147.237. 77. 216 |dover. i df . i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
66.249.76.58 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72.166/error/styles/error.css  |B ock 1
185. 89. 217. 225 |Netherl ands ~ [147.237. 77. 216 |dover. i df . i | Ostributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
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