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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Count ‘
66. 135. 63. 82 Lhited Sates 147.237.77.233 |atal .idf.il |5670: HTTP. SQ Injection (SELECT) B ock 6
209.147.117.51 |lhited Sates 147.237.77. 74 lawidf.il |[5670: HITP. SQ Injection (SELECT) B ock 6
223.73.45.1 Chi na 147.237.77.216 |dover. i df.i||Cl000125: HITP. B ock admin login to gov.il sites ?g=user Per nirt 1
223.73.45.1 Chi na 147.237.77.216 |dover.idf.il|0872: HITP. Apache .htaccess Access B ock 1
223.73.45.1 Chi na 147.237.77.216 |dover. i df.i||ClL000016: HTTP. adnministrator in LR Per nit 1




08-19-2016-09:04:01 to 08-19-2016-10:04:01

|Top Attackers In |D|

Target Address ‘Attacker Gountry Signature
209. 147.117. 51 [147.237. 77. 74 |Uhited Sates lawidf.il SQ Injection - Select From 18
66.135. 63.82  [147.237.77.233|Wited Sates aal .idf.il SQ Injection - Select From 8
5.255.90.133 |147.237.76.38 |Netherlands eeneitav.idf.i|[ET SCAN NVAP -sS w ndow 1024 1
185. 40. 195. 206 |147. 237. 77. 216 zlcis;iig(ija” Territory, sover.idf.il  |ET SCAN NVAP - SA (2) 1
104.232.98.3 [147.237.0.200 |Lnited Sates . i df il ET SCAN NMAP -sS w ndow 3072 1
91. 201.236.50 [147.237.77. 205 |krai ne prishaidf.il |ET SCAN NVAP -sS wi ndow 3072 1
85.09. 104, 108 |147. 237.77. 10 |Turkey | aweforumi df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5.255.90.133  |147.237.76.44 |Netherlands erefuah.idf.il [ET SCAN NVAP -sS w ndow 1024 1
104.232.98.3 [147.237.0.200 |lLnited Sates . i df il ET SCAN NMVAP -sS w ndow 4096 1
92.29.65.112  [147.237.77.170|ni ted Ki ngdom naar achot . i df .i | [ET SCAN NVAP -sS wi ndow 1024 1
91.201.236.50 |147.237.77. 205 |krai ne prishaidf.il |ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action ‘Count
38. 111. 147. 86 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 2
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 2
51. 254, 131. 244 France 147.237.77. 216 dover.idf.il drop SAMrul e drop 2
109. 253. 202. 68 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
79.176. 3. 146 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SN drop 1
109. 66. 190. 114 | srael 147.237.72. 156 anan.idf.il drop First packet isn't SYN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
87.70. 26. 122 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 77
92.225.51.218 [Ger many 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for www aka.idf.il/megurin B ock
223.73.45.1 Chi na 147.237.77.216|dover.idf.il PHP Att enpt B ock
109. 253. 244. 153 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
. . Unaut hori zed URL Access to
92.225.51.218 |Ger many 147.237.77. 216 |dover.i df . il v i cf i 1/t enpl at es/ soci al / undef i ned Bl ock 2
66.249. 64. 183  [Israel 147.237.77. 216 |dover.idf. il Ml tipl e Unauthori zed URL Access from 66. 249. 64. 183 B ock 1
109. 66. 35. 4 I srael 147.237.77.216|dover.idf . il Uhaut hori zed LR Access to wawidf.il/https:/wanidf.il/ B ock 1
77.138.35.136 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod POST for www aka. i df . i |/ mai n/ sachar B ock 1
50.161.67.238 |lnited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to wan aka.idf.il/olim B ock 1
] ; ] Unaut hori zed URL Access to
66.249. 69. 245  [Israel 147.237.0.34 |tikshuv.idf.il vown ti kshuv. i df . i |/ i 1V gi yus/ gener al . aspx Bl ock 1
77.139.231.190 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for waw aka. i df .il/nai n/kapat z/ B ock
66.249. 64. 149 |l srael 147.237.77.233|atal .idf.il Lhaut hori zed LRL Access to waw atal .idf.il/894-he Bl ock 1
223.73.45.1 Chi na 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
m ny- kosher-kravi . id i i
66.249.76. 122 |Israel 147.237.0.17 my llegal Paraneter Encoding rnd in . None 1
foil mny- kosher - kravi . i df.i1/aj ax/ creat ecapt chai nage. aspx
203. 127. 96. 245 |S ngapore 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to v idf.il/error. htm B ock 1
80. 246. 140. 132 [Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None
66.249. 64. 155 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Wnaut hori zed LRL Access to B ock 1
waw chi nuch. aka. i df . i |/t enpl at es/ news/ news. aspx
94. 64.102. 18 G eece 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
66.249.93.102 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/gius B ock 1
221.199. 215. 231|Australia 147.237.0.15 |kosher-kravi.idf.il Unaut hori zed URL Access to 147.237.0. 15/ Bl ock 1
85. 65. 19. 140 I srael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx |B ock 1
. . . Unaut hori zed URL Access to
66.249. 64. 171 |l srael 147.237.76.30 |hinush.idf.il vowy tech. atal i df i |/t enpl at es/ nevs/ news. aspx B ock 1
104. 128. 144. 131|Canada 147.237.76.39 |nobile.neitav.idf.il Lhaut hori zed URL Access to 147.237.76. 39/ redi rect. php B ock 1
: . . Unaut hori zed URL Access to
68. 180. 228. 227 [Lhited Sates [147.237.76.86 [navy.idf.il navy. i df i | /tenpl at es/ shar ed/ user cont rol s/ header upper/ Bl ock 1
223.73.45.1 Chi na 147.237.77. 216 |dover.i df . il Mil tipl e Unaut hori zed URL Access from223.73.45.1 Bl ock 1

08-19-2016-09:04:01 to 08-19-2016-10:04:01




