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Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
128.177.161.142 United States 147.237.77.216 dover.idf.il SYN Flood out of context drop 4

82.80.78.2 Israel 147.237.77.216 dover.idf.il Black List drop 2

104.148.55.162 United States 147.237.76.197 e.himush.idf.il Black List drop 1

114.199.190.186 Korea, Republic of 147.237.77.243 mobile.idf.il JLM_Purple_Con_Limit_Tcp drop 1

104.148.55.162 United States 147.237.76.39 mobile.meitav.idf.il Black List drop 1
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Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count

185.130.6.49 Lithuania 147.237.72.156 aman.idf.il 20086: HTTP: Muieblackcat Security Scanner Block 5

195.154.232.58 France 147.237.77.216 dover.idf.il22280: HTTP: Joomla Object Injection Vulnerability Block 1

185.130.6.49 Lithuania 147.237.72.156 aman.idf.il 20085: HTTP: Muieblackcat Security Scanner Initial Request Block 1
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Top Attackers In IDS

Attacker Address Target Address
Attacker
Country

Site Signature Count

190.22.251.219 147.237.0.33 Chile idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

185.118.65.230 147.237.0.19
Russian
Federation

madim.atal.idf.il ET SCAN Potential VNC Scan 5900-5920 1

183.129.160.229 147.237.76.42 China refuah.idf.il ET SCAN Potential SSH Scan 1

50.252.48.33 147.237.77.205 United States prisha.idf.il ET SCAN NMAP -sS window 1024 1

197.45.47.248 147.237.8.28 Egypt e.mobile-ks.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

185.130.6.49 147.237.72.156 Lithuania aman.idf.il ET WEB_SERVER Muieblackcat scanner 1

185.118.65.230 147.237.0.19
Russian
Federation

madim.atal.idf.il ET SCAN Potential SSH Scan 1

114.199.190.186 147.237.0.33
Korea, Republic
of

idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1
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Top Attackers In FW

Attacker Address Attacker Country Target Address Site Signature Message Device Action Count

140.168.135.1 Australia 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 32

109.253.156.178 Israel 147.237.77.243 mobile.idf.il drop First packet isn't SYN drop 8

100.92.131.153 147.237.0.19 madim.atal.idf.il drop First packet isn't SYN drop 8

100.92.131.153 147.237.77.233 atal.idf.il drop First packet isn't SYN drop 6

140.168.79.1 Australia 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 4

61.245.163.76 Sri Lanka 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 2

141.212.122.55 United States 147.237.76.148 gqcenter.aka.idf.il drop drop 1

141.212.122.56 United States 147.237.76.148 gqcenter.aka.idf.il drop drop 1

195.154.14.134 France 147.237.76.148 gqcenter.aka.idf.il drop drop 1

212.143.142.56 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 1
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Top Attackers In WAF

Attacker Address
Attacker
Country

Target Address Site Signature
Device
Action

Count

77.139.118.231 France 147.237.0.19 madim.atal.idf.ilDistributed Suspicious Response Code Block 258

5.29.71.189 Israel 147.237.0.19 madim.atal.idf.ilDistributed Suspicious Response Code Block 59

213.57.203.145 Israel 147.237.0.19 madim.atal.idf.ilDistributed Suspicious Response Code Block 42

121.204.158.162 China 147.237.77.216 dover.idf.il Multiple Unauthorized URL Access from 121.204.158.162 Block 17

79.177.18.249 Israel 147.237.0.19 madim.atal.idf.ilDistributed Suspicious Response Code Block 6

121.204.158.162 China 147.237.77.216 dover.idf.il Distributed PHP Attempt Block 6

85.65.38.17 Israel 147.237.0.19 madim.atal.idf.ilDistributed Suspicious Response Code Block 3

66.249.64.183 Israel 147.237.77.216 dover.idf.il Multiple Unauthorized URL Access from 66.249.64.183 Block 2

165.225.72.96 Germany 147.237.72.166 aka.idf.il
Unauthorized Method POST for
www.aka.idf.il/portalmiluim/templates/home.asp

Block 2

84.95.208.20 Israel 147.237.77.216 dover.idf.il Multiple Unauthorized URL Access from 84.95.208.20 Block 2

46.120.155.246 Israel 147.237.0.19 madim.atal.idf.ilDistributed Suspicious Response Code Block 2

66.249.64.128 Israel 147.237.72.166 aka.idf.il Unauthorized URL Access to 147.237.72.166/miluim/ Block 1

185.89.217.235 Netherlands 147.237.76.31 nakchal.idf.il
URL is Above Root Directory
www.nakhal.idf.il/../images/shared/home.png

Block 1

68.180.228.231 United States 147.237.77.176 matpash.idf.il
Parameter Type Violation PageNum in
www.cogat.idf.il/1038-ar/cogat.aspx

Block 1

157.55.39.24 United States 147.237.72.166 aka.idf.il Unknown Parameter catid in aka.idf.il/tizmoret/gallery/ None 1

66.249.64.181 Israel 147.237.72.166 aka.idf.il Unauthorized URL Access to 147.237.72.166/robots.txt Block 1

109.65.36.251 Israel 147.237.72.166 aka.idf.il
Unknown Parameter __VIEWSTATEENCRYPTED in
www.aka.idf.il/main/sachar/declarationexplanation.aspx

None 1

68.180.230.107 United States 147.237.72.166 aka.idf.il
Unauthorized URL Access to
www.aka.idf.il/console/core/doc_mgr/general.aspx

Block 1

165.225.72.96 Germany 147.237.72.166 aka.idf.il Multiple Unauthorized Method for Known URL from 165.225.72.96 Block 1

84.95.208.20 Israel 147.237.77.216 dover.idf.il Distributed PHP Attempt Block 1

77.138.46.46 France 147.237.72.166 aka.idf.il Unauthorized Method POST for www.aka.idf.il/main/kapatz/default.aspx Block 1

66.249.65.189 Israel 147.237.0.19 madim.atal.idf.ilUnauthorized URL Access to madim.atal.idf.il/robots.txt Block 1

77.138.165.116 France 147.237.72.166 aka.idf.il Unauthorized Method POST for www.aka.idf.il/main/home/default.aspx Block 1

176.13.244.248 Israel 147.237.76.31 nakchal.idf.il
Unauthorized URL Access to
147.237.76.31/sip_storage/files/8/1668.doc

Block 1

84.95.208.20 Israel 147.237.77.216 dover.idf.il PHP Attempt Block 1

66.249.69.253 Israel 147.237.0.34 tikshuv.idf.il
Distributed Unauthorized URL Access on
www.tikshuv.idf.il/main/giyus/general.aspx

Block 1

121.204.158.162 China 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/index.asp Block 1
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