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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Device Action

Count

Signature

128.177.161. 142 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
82.80.78. 2 | srael 147.237.77.216 dover.idf.il B ack List dr op 2
104. 148. 55. 162 Lhited Sates 147.237. 76. 197 e hinush.idf.il B ack List drop 1
114.199. 190. 186 Korea, Republic of 147.237.77. 243 nobi | e.idf.il JLMPurple Gon Linit_Tcp drop 1
104. 148. 55. 162 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnature Devi ce Action |Count ‘
185. 130. 6. 49 Li t huani a 147.237.72.156 |anan.idf.il [20086: HITP. Mi ebl ackcat Security Scanner B ock 5
195. 154. 232.58 |France 147.237.77.216 |dover.idf.il]|22280: HITP. Joonha Qbject Injection VUl nerability B ock 1
185. 130. 6. 49 Li t huani a 147.237.72.156 |anan. i df.il |20085: HITP. Miebl ackcat Security Scanner Initial Request Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

of

Potential Scan or Brute Force

Gountry
_ o ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
190. 22.251. 219 |147.237.0.33 |Ghile idf.il ) 1
Potential Scan or Brute Force
185. 118. 65. 230 |147.237.0. 19 233:3 o nadi matal .idf.il [ET SCAN Potential VWNC Scan 5900- 5920 1
183. 129. 160. 229|147. 237. 76. 42 |Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
50. 252. 48. 33 147.237.77. 205 |Wnited Sates prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
107.45.47. 248 |147.237.8.28  |Egypt o robil eks. idf | ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
T T P ' "7 |Potential Scan or Brute Force
185. 130. 6. 49 147, 237. 72. 156 |Li thuani a anan. i of .| ET VBB _SERVER Mii ebl ackcat scanner 1
185. 118. 65. 230 |147.237.0. 19 233:3 o nadi matal .idf.il [ET SCAN Potential SSH Scan 1
i ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons,
114. 199. 190. 186|147, 237.0.33  |FOrea Republic f 4 4 y 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
140. 168. 135. 1 Australia 147.237.77. 216 dover.idf.il dr op First packet isn't drop 32
109. 253. 156. 178 | srael 147.237.77. 243 nobi le.idf.il dr op Frst packet isn't drop 8
100. 92. 131. 153 147.237.0.19 nadi matal .idf.il dr op First packet isn't drop 8
100. 92. 131. 153 147.237.77. 233 atal.idf.il dr op Frst packet isn't drop 6
140.168.79.1 Australia 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
61. 245. 163. 76 i Lanka 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
141.212. 122. 55 Lhited Sates 147.237. 76. 148 gacenter. aka. i df . i | dr op drop 1
141.212.122. 56 Lhited Sates 147.237.76. 148 gacenter. aka. i df . i dr op drop 1
195. 154. 14. 134 France 147.237. 76. 148 gqacenter. aka. i df . i dr op drop 1
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
77.139.118. 231 |France 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 258
5.29.71.189 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 59
213.57.203. 145 |[Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 42
121. 204. 158. 162|Chi na 147.237.77.216|dover.idf .i | Mil tipl e Unaut hori zed URL Access from 121.204. 158. 162 B ock 17
79.177.18.249 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 6
121. 204. 158. 162|Chi na 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt B ock 6
85. 65. 38. 17 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
66.249. 64. 183 |l srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 183 B ock 2
. . Unaut hori zed Met hod PCST for

165. 225.72. 96  |Ger many 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ por tal nil ui it enpl at es/ hore. asp Bl ock 2
84. 95. 208. 20 | srael 147.237.77. 216 |dover. i df . i | Mil tiple Whauthorized URL Access from 84. 95. 208. 20 B ock
46. 120. 155. 246 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock
66. 249. 64. 128 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to 147.237.72. 166/ m | ui ni B ock

] . URL is Above Root Drectory
185. 89. 217. 235 [Netherlands  [147.237.76.31 |nakchal .idf.il vaw nakhal i f i1/ /i mages/ shar ed/ home. png B ock 1

] . . Paranet er Type M ol ati on PageNumin
68.180.228. 231 [Wited Sates |147.237.77.176|nat pash.idf.il vaw cogat i df . i |/ 1038-ar/ cogat . aspx B ock 1
157. 55. 39. 24 Uhited Sates |[147.237.72.166|aka.idf.il Uhknown Paraneter catid in aka.idf.il/tiznoret/gallery/ None 1
66.249.64.181 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
109. 65.36. 251 |Israel 147.237.72. 166 |aka. i df . i | Unknown Par ameter __V1 EWBTATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ decl ar at i onexpl anat i on. aspx
’ - . Unaut hori zed URL Access to

68.180. 230. 107 |[Wnited Sates |[147.237.72.166|aka.idf.il vaw aka. i df . i 1/ consol e/ cor e/ doc. ngr/ gener al . aspx B ock 1
165. 225.72. 96  |Ger many 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 165. 225. 72. 96 B ock 1
84. 95. 208. 20 | srael 147.237.77. 216 |dover. i df . i | Dstributed PHP At enpt B ock 1
77.138. 46. 46 France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for wwu aka. i df .il/mai n/ kapat z/ def aul t. aspx |Bl ock 1
66.249.65.189 |lIsrael 147.237.0.19 |madi matal . i df. i |Wauthorized LRL Access to nadimatal .idf.il/robots.txt Bl ock 1
77.138.165. 116 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for wwy aka. idf.il/mai n/hone/ defaul t.aspx |B ock 1

. . Unaut hori zed URL Access to
176. 13. 244. 248 |l srael 147.237.76.31 |nakchal .idf.il 147. 237.76. 31/ si p, st or agel fi | es/ 8/ 1668. doc B ock 1
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . i | PHP Att enpt B ock 1

. . - D stributed Lhaut hori zed URL Access on

66.249.69. 253  [Israel 147.237.0.34 |tikshuv.idf.il vown ti kshuv. i df . i |/ i 1V gi yus/ gener al . aspx B ock 1
121. 204. 158. 162|Chi na 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to v idf.il/index. asp B ock 1
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