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Top Attackers

M 66. 249. 64. 180
185. 79. 102. 16
I 185. 118. 65. 230
66. 249. 64. 183

Il 140. 168. 135. 1

M 58. 218. 204. 245

Il 84.95. 208. 20

Il 183. 129. 160. 229
80. 246. 133. 208

M 178. 220. 147. 151
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|Top Attackers | n DDoS- Def ence |

Attacker Address
80. 82. 78. 27

|Attacker Country
Net her | ands

Target Address
147.237.76. 38

eeneitav.idf.il

Signature
B ack List

Device Action
drop

Count

209. 126. 122. 33

Lhited Sates

147.237.76. 30

hi nush. i df . i

B ack List

drop
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site

|Sgna1ure Devi ce Action |Oount

151. 80. 31. 175 France 147. 237.77. 170 naar achot . i df . i | C1000146: HTTP. AhrefBot craw er B ock 1
51. 255. 65. 64 France 147.237.77.233 atal .idf.il Cl000146: HITP. AnrefBot craw er B ock 1
62.210. 90. 118 France 147. 237.72. 156 aman. i df.il C1000074: HTTP. naj estic bot Per mt 1




08-19-2016-07:04:05 to 08-19-2016-08:04:05

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66.249.64. 180 [147.237.76.42 |lhited Sates  [refuah.idf.il ET SCAN NVAP -sA (2) 122
185. 118. 65. 230 |147. 237.8. 28 ?ézz;;”im e.nobil e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 3
178. 220. 147. 151(147. 237.8.24 elifestyleidf.il ET SCAN NVAP -sS wi ndow 3072 1
163. 172. 169. 150|147. 237. 77. 234 |Uni ted Ki ngdom|hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
123. 206. 73. 185 |147.237.77. 170 |Chi na naar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
94.102.48.195 [147.237. 76. 196 [Net her| ands e.sviva. idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 100. 214. 202 |147.237. 76. 200 |Australia eitan aka idf.il ET SCAN NMAP -sS wi ndow 4096 1
58. 218. 204. 245 |147.237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
58.218.204. 245 [147.237.0.17 |thina mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
185.118. 65. 230 [147.237.8.28 ?ézzgzm e.nobi | e-ks. i df il ET SCAN Potential VNC Scan 5900- 5920 1
181. 62. 254. 202 [147.237.76.39 |Col onbi a nobi | e. nei tav. i df il ET SCAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
178. 220. 147. 151|147. 237. 8. 24 elifestyleidf.il ET SCAN NMAP -sS wi ndow 1024 1
123. 206. 85. 139 |147. 237. 76. 147 |Chi na chi nuch. aka. i df il ET SCAN NVAP -sS w ndow 1024 1
122.179. 41. 212 (147.237.77. 226 |Indi a wi chanat z. aka. i df . i | ET SCAN Behavi oral Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
59. 100. 214. 202 |147.237.76. 200 |Australia eitan aka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
58. 218. 204. 245 |147.237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
216.81.230. 167 [147.237.77.74 |thited Sates |[lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action ‘Count
185. 79. 102. 16 Russi an Federation 147.237.77. 216 dover.idf.il drop First packet isn't drop 13
183. 129. 160. 229 Chi na 147.237.77. 235 sviva.idf.il dr op SAMrul e drop 2
122. 167. 233. 213 I ndi a 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
140. 168. 135. 1 Australia 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
183. 129. 160. 229 Chi na 147.237. 77. 227 e hanaz.idf.il drop SAMrul e drop 1
140. 168. 135. 1 Australia 147.237.77. 176 nat pash. i df . il drop First packet isn't drop 1




08-19-2016-07:04:05 to 08-19-2016-08:04:05

|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
66.249. 64. 183 |l srael 147.237.77.216 |dover. i df . il Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 183 B ock 4
80. 246. 133. 208 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to wwu chi nuch. aka. i df.il/404. htm B ock 2
109. 253. 244. 153|I srael 147.237.0.19 |nadi matal .idf.il|Suspicious Response Code B ock 2
213.151. 35.216 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCBT for wwwy aka. i df.il/sachar Bl ock 2
77.138.14.205 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for wwawn aka. i df . il /mai n/ sachar/ fag. aspx B ock 2
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/tenpl ates/articlef piw k. php B ock 1
66.249.79.170 |lsrael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showf orumasp |B ock 1
66. 249. 64. 180 | srael 147.287.77. 176 |nat paSh' idf.il V\ux;x?\zmcl;g; .Zie(c:lif .LiFT_I Sggfjlsi rt1foor nat i on/ i dkoni ni pages/ 08032011suf a. aspx Bl ock !
66.249.79.173 |[Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/edi myorman/ enl ar ge. asp B ock

82.112. 165. 6 Lebanon 147.237.72.166 |aka. i df . i | Uhknovn Paraneter textl in ww aka.idf.il/ None 1
207.46.13.9 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock
68.58.133.202 |United Sates |147.237.72.166|aka. i df .|| A S asp B ock 1
62.210.90.118 |France 147.237.72. 156 |anman. i df . i | Lhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df .il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 1
66.249. 69. 245 |l srael 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to v ti kshuv.idf.il/main/giyus/general .aspx |B ock 1
68.180. 228. 185 |[Lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin wwwy i df.il/1397-en/ dover. aspx B ock 1
66.249. 64. 161 |l srael 147.237.72. 166 [aka.i df . i | Unaut hori zed URL Access to ww aka. i df.il /1 ondi ndforuni B ock 1
84. 95. 208. 20 | srael 147.237.77.216 |dover. i df . i | PHP At enpt B ock 1
66.249.79.170 I srael 147.237.76.86 |navy. i df.il E;;rii gf“_tielcjeﬁ?;;gﬁ:nfggl aﬁeggss on Bl ock 1
66.249. 64,174 I srael 147.237.76.30 |hi nush. i df . i m”ttehcor:iafzd. iﬁ. iplclieesnsp S it a0/ it enap. 85D Bl ock 1
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