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08-19-2016-06:04:00 to 08-19-2016-07:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
123. 59. 59. 52 Chi na 147.237.76. 30 hi nush. i df . i | bl ock-sp-traf1 forward 2
116. 31.116. 12 Chi na 147.237.76. 201 e.atal .idf.il JLM Under _Attack_Con_Tcp drop 2
123. 59. 59. 52 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 1
45, 32. 34. 97 Net her | ands 147.237.0. 19 nadi matal .idf.il |L4 Source or Dest Port Zero drop 1




08-19-2016-06:04:00 to 08-19-2016-07:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Sgnature Devi ce Action

162. 210. 196. 100 Lhited Sates 147. 237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per mit 2
94.102. 49. 193 Net her | ands 147. 237. 72. 166 aka.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
46. 165. 197. 141 Ger many 147.237.77. 216 dover.idf.il C1000074: HTTP. maj estic bot Per it 1
71. 6. 167. 142 Lhited Sates 147.237.8.28 e.nobi | e-ks.idf.il 13840: TLS. QpenSSL Heartheat Packet B ock 1




08-19-2016-06:04:00 to 08-19-2016-07:04:00

|Top Attackers In |D|

Attacker Address ‘Target Addr ess

Attacker CGountry

dte

Signature

116. 31. 116. 12 147. 237. 76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |147.237.76.86 Net her | ands navy.idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |147.237.76.31 Net her | ands nakchal .idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |147.237.0.19 Net her | ands madi matal .idf.il ET SCAN Potential SSH Scan 1
91.201.236.155 [147.237.77.234 |Wkraine hal ag.idf.il ET SCAN NVAP -sS wi ndow 3072 1
91.201.236.155 |147.237.77.234 |kraine hal ag.idf.il ET DRCP Spanmhaus DRCP Listed Traffic | nbound 1
116. 31. 116. 12 147.237.76.199 [China e. nakchal .idf.il ET SCAN Potential SSH Scan 1
116. 31. 116. 12 147.237.0.17 Chi na mny- kosher -kravi . i df .i1 ET SCAN Potential SSH Scan 1
91.224.160.106 [147.237.76. 34 Net her | ands yohal an.idf.il ET SCAN Potential SSH Scan 1
91.224.160.106 |147.237.0.35 Net her | ands akaws. i df il ET SCAN Potential SSH Scan 1
91.224.160.106 [147.237.0.17 Net her | ands mny- kosher -kravi . i df .i1 ET SCAN Potential SSH Scan 1
91.201.236.155 |147.237.77.234 |kraine hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1




08-19-2016-06:04:00 to 08-19-2016-07:04:00

|Top Attackers In FW |

Attacker Address
212.143. 142. 56

| Attacker CGountry

Target Address

|Signature

Devi ce Action |Oount
I srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 3
24.120. 54. 28 Lhited Sates 147.237.72. 156 aman.idf.il dr op First packet isn't SN drop 3
91. 209. 51. 22 Lkrai ne 147.237.77.176 nat pash. i df . i | drop SAMrul e drop 2




08-19-2016-06:04:00 to 08-19-2016-07:04:00

|Top Attackers In V\AF|

At acker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Oount

157.55.39. 131 |Uited Sates [147.237.77.216|dover.idf.il |Wauthorized URL Access to wawnidf.il/error.htm Bl ock 2
108. 63. 172. 142 [Canada 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for ww aka. i df . il/mai n/ hone/ def aul t. aspx B ock

204.79.180.54 |Uited Sates [147.237.72. 166 [aka. i df .i] o) Duted trauthor] zec d'\gf*;:f?_;g;xmo‘m R on Bl ock 1
66.249.76.47  |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/giyus/hebrew htm/1 B ock 1
131. 253. 27. 200 |Uhited Sates [147.237.77.216|dover.idf.il |DOstributed Whauthorized URL Access on vwwuidf.il/error. htm B ock 1
204.79.180.231 |Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for waw aka. i df . il /mai n/ kapat z/ def aul t . aspx B ock 1
66.249.76.51 |lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to wwn aka. i df . i1/ sachar/forns/ downl oadf ormasp |B ock 1
66.249. 64. 176 |Israel 147.237.77. 176 [mat pash. i df . i [|Mil tipl e Unaut hori zed UR. Access from 66. 249, 64. 176 B ock 1
66.249.76.52 | srael 147.237.72. 166 [aka. i dff .1 o0t € LR Encod :/ggi'yuf;‘;z:g;rfa;;‘; | d6Q11003058624 i Bl ock 1
157.55.39. 238 |lhited Sates |147.237.76.86 [navy.idf.il Unaut hori zed URL Access to navy.idf.il/consol e/ corel doc_myr/ undef i ned B ock

66. 249. 64. 183 [l srael 147.237.77.216|dover.idf .i|l |Uauthorized URL Access to wwidf.il/atal 1/izkor/view text.asp B ock

66.249.79.170 |lsrael 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/giyus/foruntasp/ showf orum asp B ock 1
190.39.233. 71 |Venezuel a 147.237.72. 166 |aka. i df . i | m;(guf deﬁ ﬁ'}a#;ihnc;rr:ozni‘? dﬁ;ﬁf?;’;}(mo‘m L on Bl ock 1
66. 249. 69. 253 [l srael 147.237.0.34 [ti kshuv. i df.ilJUnaut horized URL Access to ww tikshuv.idf.il/nai n/gi yus/ general . aspx B ock 1
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