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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Signature Device Action Count
123. 59. 59. 52 Chi na 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 forward 2
204. 42. 253. 2 Lhited Sates 147.237.76. 42 refuah.idf.il B ack List drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack List drop 2
82.80.78.2 | srael 147.237.77.176 nat pash. i df .i | B ack List drop 1
198. 20. 69. 74 Lhited Sates 147. 237. 76. 147 chinuch. aka.idf.il B ack List drop 1
93. 158. 200. 93 Net her | ands 147. 237. 76. 147 chi nuch. aka.idf . il B ack List drop 1
104. 148. 55. 162 Lhited Sates 147.237.76. 86 navy.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site Sgnature Devi ce Action |Oount |
69.197.177. 26 Lhited Sates 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per nit 9
108. 59. 8. 70 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per it 2
199. 58. 86. 206 Lhited Sates 147.237.77.234 |halag.idf.il C1000074: HTTP. mgj estic bot Per nit 2
71.6.135. 131 Wited Sates 147.237.0.17 mny- kosher -kravi .idf.il 13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address At tacker

‘Ste ‘Signature

Gountry
. . |ET SCAN Behavi oral lLhusual |y fast inbound Tel net Connections, Potential
191.111. 184. 186(147. 237.0.35 |Col onbi a akavs. i df.il 1
Scan or Brute Force
.. |SERVER APACHE Apache nod_ssl non-SSL connection to SSL port denial of
139. 162. 13. 205 |147.237.76.42 |9 ngapore refuah.idf.i . - 1
servi ce attenpt
93.174.91. 29 147.237.8.45 [Netherl ands eetanidf.[ET SCAN NVAP -sS wi ndow 1024 1
46.120. 122. 219 |147.237.72. 166 I srael aka.idf.il [Xenu Link Seuth User Agent 1
. |ET SCAN Behavi oral lhusual |y fast inbound Tel net (onnections, Potential
171. 232. 239. 160|147. 237.0. 35 |V et nam akavs. i df . i | 1
Scan or Brute Force
.. |SERVER APACHE Apache nmod_ssl non-SSL connection to SSL port denial of
139. 162. 13. 205 [147.237.8.45 |9 ngapore e.eitanidf. . 1
servi ce attenpt
91.201.236.50 |147.237.0.200 |Lkraine nu.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action ‘Count
24.120. 54. 28 Lhited Sates 147.237.72. 156 anan. i df il drop First packet isn't SN drop 14
212.47.231. 31 France 147.237.77.74 lawidf.il dr op SAMrul e drop 2
212. 143.142. 56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 2
112. 206. 148. 127 Phi i ppi nes 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 2
112.211. 92. 183 Phi |i ppi nes 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 2
124.106. 41. 60 Phi i ppi nes 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
112. 254.97.42  |Chi na 147.237.77.216|dover.idf .i| |Mitiple Wnhauthorized URL Access from 112.254. 97. 42 Bl ock 17
112. 254.97.42 |China 147.237.77.216|dover.idf.i| |[Dstributed PHP Attenpt B ock 6
66.249.64.176 |l srael 147.237.77. 176 |mat pash. i df . i I[Mul ti pl e Unauthori zed URL Access from 66.249. 64. 176 B ock 3
66.249. 64. 183 |l srael 147.237.77.216|dover.idf.i| [Miltiple Unauthorized URL Access from 66.249. 64. 183 B ock 2
207. 46.13. 73 Whited Sates |147.237.77.216|dover.idf.il [Uhauthorized URL Access to 147.237.77.216/ robots. t xt B ock 1
104.174.36.37 |lWited Sates |[147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ favi con. i co B ock 1
66.249. 69. 249  |Israel 147.237.0.34 |ti kshuv.idf.il|Unaut horized URL Access to ww tikshuv.idf.il/main/giyus/ general . aspx B ock 1
139. 162. 13. 205 |S ngapore 147.237.76. 42 |refuah.idf.il wslstﬂfw(;ﬁcﬁ_ﬁqsﬁw ons from139. 162.13.205 (Protocol violation |\, o 1
84. 95. 208. 20 I srael 147.237.77.216|dover.idf .i| |PHP Attenpt B ock 1
40.77.167.8 Lhited Sates [147.237.72.166aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt Bl ock 1
208.115.113.89 [lLnited Sates |147.237.77.216|dover.idf.il |Wauthorized LR. Access to waidf.il/consol e/ core/doc_nyr/iaf.org.il B ock 1
104. 236. 242. 195|Uhited Sates [147.237.72.166|aka.idf .il Unaut hori zed URL Access to ww aka. i df . il/ pat zar B ock 1
66.249.79.173 |lsrael 147.237.76.86 |navy.idf.il Mil tipl e Uhaut horized URL Access from 66.249. 79. 173 B ock 1
139. 162. 13. 205 |9 ngapor e 147.237.76. 42 |refuah.idf.il |SSL Wntraceabl e Gonnection - Protocol violation (SSL_CONN CLIENT_HALLO  |None 1
94.178. 150. 195 |krai ne 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for v aka. i df.il/mai n/ hone/ def aul t. aspx Bl ock 1
46.120.122. 219 |israel 147. 237.72. 166 |aka. i df . i | m“;kh: ' 'dﬁjl mtlhjd m;ifgorftrenpl at e/ i . asp B ock 1
66.249.79.173 |[Israel 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/giyus/forun asp/ showf or um asp B ock 1
157. 55. 39. 24 Lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to aka.idf.il/main/giyus/..aspx Bl ock 1
104. 128. 144. 131|Canada 147.237.77.216|dover.idf .i| [Unhauthorized URL Access to 147.237.77. 216/ redirect. php B ock 1
69.197.177.26 |United Sates |147.237.77.216|dover.idf.il |Wauthorized LR Access to wanidf.il/english B ock 1
180. 76. 15. 135  |Chi na 147.237.77.216|dover.idf.i| |Wauthorized URL Access to wawidf.il/newsitelenglish/nain. asp Bl ock 1
104. 128. 144. 131|Canada 147.237.77.234|hal ag. i df . i| [Wauthorized URL Access to 147.237.77.234/ redirect. php B ock 1
112. 254.97. 42 |China 147.237.77.216|dover.idf.i| |Uauthorized URL Access to www idf.il/index. asp B ock 1
84. 95. 208. 20 | srael 147.237.77.216|dover.idf .i| |Miltiple Unauthorized URL Access from 84.95. 208. 20 B ock 1
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