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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
222.186.51. 181 Chi na 147.237. 76. 86 navy.idf.il JLM Under At tack_Con_Tcp drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 31 nakchal .idf.il B ack List drop 2
180. 97. 239. 31 Chi na 147.237. 76. 38 eeneitav.idf.il |JLM Under Attack Con Htp drop 2
204, 42. 253. 2 Lhited Sates 147.237.76. 34 yohal an.i df.il B ack List drop 2
202. 181. 24. 48 Hong Kong 147.237.76. 199 e.nakchal .idf.il |JLM Under Attack Con Tcp drop 2
204. 42. 253. 2 Lhited Sates 147.237. 76. 38 e.eneitav.idf.il |Back List drop 2
179. 33. 95. 241 Col onbi a 147.237.76. 196 e.sviva.idf.il JLM Under At tack_Con_Tcp drop 2
180. 97. 239. 31 Chi na 147.237.76. 38 e.e.neitav.idf.il |JLMPurple Gon_Limt Htp drop 1
204. 42. 253. 2 Lhited Sates 147.237.76. 30 hi nush. i df . i | B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess |Site |S gnature |Devi ce Action |Oount |
62.212.73. 211 Net her | ands 147.237.77. 216 dover.idf.il [Cl1000074: HITP. najestic bot Per nit 107
69.197.177. 26 Lhited Sates 147.237.77. 216 dover.idf.il |ClL000074: HITP. majestic bot Per nirt 11
91.121.101. 78 France 147.237.77. 216 dover.idf.il |CL000074: HTTP. najestic bot Per nirt 4
46.165. 197. 142 Ger many 147.237.77. 216 dover.idf.il [Cl1000074: HITP. najestic bot Per nit 3
62.212.73.211 Net her | ands 147. 237. 72. 166 aka.idf.il C1000074: HITP. maj estic bot Per nirt 2
62.210. 37. 82 France 147.237.77. 216 dover.idf.il [24910: HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Target Address ‘Attacker Qountry

Signature

173. 208. 249. 37 |147. 237. 76. 198 |Uhited Sates e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 2048 1
173. 208. 249. 37 |147. 237. 76. 198 Lhited Sates e.yohal an.idf.il ET SCAN NVAP -f -sS 1
93.174.91.29 |147.237. 76. 199 |Net her | ands e. nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
85. 244. 226. 214 (147.237.8. 46  |Portugal e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.245.177.12 |147.237.0.19 |Korea, Republic of nadi matal .idf.il BT %AN Behavi or _Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
46.227.67.169 [147.237.77. 226 |Sweden waw chanat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 1024 1
46.227.67.169 [147.237.77.170|Sweden naar achot . i df . i | ET SCAN NMAP -sS wi ndow 1024 1
173. 208. 249. 37 |147. 237. 76. 198 |Lhited Sates e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
123. 206. 85. 139 |147. 237. 76. 38 |Chi na eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
85. 244, 226. 214 |147. 237.8. 46 |Portugal e.chinuch.idf.il ET SCAN NVAP -sS w ndow 3072 1
77.28.156.98 |147.237.8.27 |Mecedonia the Forner e nadi matal .i df.il ET SOAN Behavi oral Lhusual ly fast inbound Tel net 1
Yugosl av Republ i ¢ of Qonnections, Potential Scan or Brute Force
54.153.99. 128 [147.237.76.39 |lLited Sates nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.227.67.169 |147.237.77.178|Sweden e. mat pash. i df . i ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address ‘Attacker Gountry Target Address |Sig nature Message Devi ce Action |Count
99. 91. 152. 80 Lhited Sates 147.237. 72. 166 aka.idf.il dr op First packet isn't SN drop 3
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SWN drop 3
183. 129. 160. 229 Chi na 147.237.77. 226 W chanat z. aka. i df . i | drop SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.77. 243 nobi | e.idf.il drop SAMrul e drop 1
212.143.142. 44 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 1
183. 129. 160. 229 Chi na 147.237.77.212 e.dover.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
66.249.66. 177 |lsrael 147.237.77.216|dover.idf .i| [Miltiple Unauthorized URL Access from 66.249. 66. 177 B ock 2
207.46.13.145 |lhited Sates [147.237.76.31 |nakchal .idf. i ||Unauthorized UR. Access to 147.237.76. 31/ B ock

66. 249.79. 157 I srael 147.237.76. 86 |navy. idf.il V\Lhw?\zu;;]\?;.l izc;afé ilI‘F/a; eﬁcp?Zst; (s)har ed/ user cont r ol s/ navnenu/ Bl ock !
66.249.64. 176 I srael 147.237.77. 176 [nat pash. i df . i | muigg;tl .Ziegf ﬁ/ :;::fejls} rtmfoor nat i on/ i dkoni n pages/ 01022011t ut i m aspx Bl ock !
84. 95. 208. 20 I srael 147.237.77.216|dover.idf.i|l |Miltiple Unhauthorized URL Access from 84.95. 208. 20 B ock 1
66. 249. 76. 35 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/.well-knowV asset!inks.json Bl ock 1
68.180.228. 231 |Uhited Sates [147.237.77.176 |nat pash. i df . i [|Paraneter Type Miol ati on PageNumin waw cogat . i df . i|/1038-he/ cogat . aspx |Bl ock 1
66.249. 64.183 [Israel 147.237.77.216|dover.idf.i|l |Uauthorized URL Access to wwwuidf.il/atal 1/izkor/vi ew i ngt op. asp B ock 1
84. 95. 208. 20 I srael 147.237.77.216|dover.idf.i| |Wauthorized URL Access to waw idf.il/default.aspx Bl ock 1
66. 249. 76. 39 I srael 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut horized URL Access from 66. 249. 76. 39 B ock 1
68. 180. 228. 231 |Lhited Sates |147.237.77. 176 mat pash. i df . i Imuégggt'_ziﬁ_li'?/‘t'gcn;f’;se;fshare 4 user cont ol s/ header Upper Bl ock 1
66.249.64.185 |lsrael 147.237.77.216|dover.idf .i| |Unhauthorized URL Access to wwuidf.il/atal 1/izkor/vi ew i ny. asp Bl ock

104. 128. 144. 131|Canada 147.237.77. 176 |mat pash. i df . i [|haut hori zed URL Access to 147.237.77. 176/ redirect . php B ock 1
66.249.76.39  [Israel 147.287.72.166 aka f of 11 |32 OTTET L S L o te- associ at on Bl ock 1
64. 62. 219. 80 Lhited Sates [147.237.77.216|dover.idf.il |Dstributed Unauthorized URL Access on wawidf.il/error.htm B ock 1
71197.213.21  |Uited Sates [147.237.77. 216 dover. i df .1 [T o Pe o Joir;rc_t;sosf@”t ent Pl acetol der 1txt Enai | in Bl ock 1
66.249.66. 162 |l srael 147.237.77.216|dover.idf .i| |Unhauthorized URL Access to wwnidf.il/.well-knowy assetlinks.json Bl ock 1
157.55.39. 125 |Uited Sates [147.237.72.156|aman.idf.il D stributed Whaut hori zed URL Access on |ist.ips.gov.il/robots. txt B ock 1
66. 249. 76. 52 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 66. 249, 76. 52 B ock 1
64. 62. 219. 87 Lhited Sates |[147.237.77.216|dover.idf.il |Unauthorized UR. Access to wawidf.il/error.htm B ock 1
73.106.77.179 |Wited Sates |[147.237.77.216|dover.idf.il |Unauthorized URL Access to wwwidf.il/sip_storagelfiles/2/4912. png B ock 1
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