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08-19-2016-03:04:02 to 08-19-2016-04:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site

Signature Device Action |Count
79.179. 169. 18 | srael 147.237.72. 167 ishurimaka idf.il |Back List drop 1
195. 154. 172. 204 France 147.237.0. 200 ndu. i df.il JLIMPurple Gon Limt Htp drop 1




08-19-2016-03:04:02 to 08-19-2016-04:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount |
46.236. 115. 84 Sweden 147. 237.76. 42 refuah.idf.il |6134: HITP. SQ Injection Variabl e Decl arati on Evasi on Bl ock 12
50. 77. 136. 81 Lhited Sates 147.237.77.233 |atal.idf.il [6134 HITP. SQ Injection Variable Declaration Bvasion B ock 6
46. 236. 115. 84 Sweden 147.237.76. 42 refuah.idf.il [5670: HITP SQ Injection (SELECT) B ock 6
81.177.24. 40 Russian Federation |147.237.77.74 lawidf.il 5670: HITP. SQ Injection (SELECT) Bl ock 6
91.219.122.2 Pol and 147.237.77.233 |atal .idf.il |5670: HITP. SQ Injection (SELECT) Bl ock 6
50. 77. 136. 81 Lhited Sates 147.237.77.233 |atal .idf.il |3808 HITP. SQ Injection Variabl e Declaration Evasion B ock 6
50. 77. 136. 81 Lhited Sates 147.237.77.233 |atal .idf.il [5670: HITP. SQ Injection (SELECT) Bl ock 6
195. 74. 38. 15 Sweden 147.237.77.233 |atal .idf.il |5670: HITP. SQ Injection (SELECT) Bl ock 5
216.119.125.173 |Uited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ | njection (SALECT) B ock 4
199. 58. 86. 206 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HITP. naj estic bot Per mit 2
195. 74. 38. 15 Sweden 147.237.77.233 |atal .idf.il |9785: HITP. SQ Injection (Referer Header) Bl ock 1




08-19-2016-03:04:02 to 08-19-2016-04:04:02

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|8'te |Signature |Count\
46.236. 115. 84  [147.237.76. 42 |Sweden refuah.idf.il SQ Injection - Select From 54
50. 77. 136. 81 147.237.77.233|Wited Sates atal.idf.il QA Injection - Select From 20
195. 74. 38. 15 147.237.77. 233 |Sweden atal.idf.il S Injection - Select From 8
91.219.122.2 147. 237. 77. 233 |Pol and atal.idf.il A Injection - Select From 8
81.177.24.40  [147.237.77.74 ?;Z:;:I”ion lawidf.il SQ Injection - Select From 8
216. 119. 125. 173|147.237. 77. 233 |Lhited Sates atal.idf.il SQ Injection - Select From 4
163.172.54.30 [147.237.0.19 |United Ki ngdom |nadimatal.idf.il ET SCAN Potential SSH Scan 1
46.172.71.251 |147.237.76. 176 |krai ne test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
157.122.97. 182 |147.237.76.42 |China refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102. 48.195 |147.237.77. 227 [Net her | ands e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
163.172.54.30 |147.237.77.235|United Ki ngdom [sviva.idf.il ET SCAN Potential SSH Scan 1
66. 249. 76. 52 147.237.72. 166 |Whited Sates akaidf.il ET SCAN NVAP -sA (2) 1
163.172.54.30 |147.237.77.205|Uni ted Ki ngdom |prisha.idf.il ET SCAN Potential SSH Scan 1
66.151. 255. 234 |147.237.0.34 |Lhited Sates tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
163.172.54.30 |147.237.76.86 |[United Ki ngdom |navy.idf.il ET SCAN Potential SSH Scan 1
58.218. 204. 245 [147.237.76. 147 |Chi na chi nuch. aka. i df . i1 ET SCAN Potential SSH Scan 1
163.172.54.30 |147.237.8.45 |United Kingdom [e.eitan.idf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 |[147.237.76.31 |China nakchal . i df il ET SCAN Potential SSH Scan 1
163.172.54.30 |147.237.0.33 |United Kingdom [idf.il ET SCAN Potential SSH Scan 1
163.172.54.30 |147.237.0.17 |United Kingdom [mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
95. 86. 73, 295 147 237 77. 233 |1 st el atal il ET DO5 Large anount of TCP ZeroVWWndow - Possible Nkiller2 1
DDos attack
94.102.48.195 [147.237.77. 178 |Net her| ands e. mat pash. i df . | ET SCAN NMAP -sS wi ndow 1024 1
185. 118, 65. 230 [147.237.8.24 |SSIan elifestyleidf.il ET SCAN Rapi d | MAPS Qonnectiions - Possi bl e Brute Force 1
Federation Att ack

163.172.54.30 |147.237.77.212|Wi ted Ki ngdom |e.dover.idf.il ET SCAN Potential SSH Scan 1
66.249. 65. 129 |147.237.76.86 |Lnited Sates navy. i df .il ET SCAN NVAP -sA (2) 1
163.172.54.30 |147.237.76. 197 [Uni ted Ki ngdom |e. hi nush.idf.il ET SCAN Potential SSH Scan 1
58.218. 204. 245 [147.237.76. 201 |Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
163.172.54.30 [147.237.76.39 |United Ki ngdom |nobile. neitav.idf.il ET SCAN Potential SSH Scan 1
58. 218. 204. 245 |[147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
163.172.54.30 |147.237.0.200 |United Ki ngdom |ndu.idf.il ET SCAN Potential SSH Scan 1




08-19-2016-03:04:02 to 08-19-2016-04:04:02

|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Count
46. 120. 206. 241 | srael 147. 237. 72. 156 anan.idf.il dr op First packet isn't drop 15
205. 197. 242. 149 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 9
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
157.55. 39. 110 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
31. 13. 102. 106 Irel and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
38.111. 147. 86 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 2
169. 229. 3. 91 Lhited Sates 147.237.77. 170 naar achot . i df . il drop SAMrul e drop 1
31.13.112. 122 Irel and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.0.16 ny-kosher-kravi .idf.il drop SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il drop SAMrul e drop 1
31. 13.102. 126 Irel and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237. 72. 167 ishurimaka.idf.il drop SAMrul e drop 1
31.13.110. 110 Ireland 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
212.143. 165. 117 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
139. 162. 37. 113 Lhited Sates 147.237.0. 33 idf.il drop drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il drop SAMrul e drop 1
31.13.110. 118 Irel and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1




08-19-2016-03:04:02 to 08-19-2016-04:04:02

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
66.249.66. 177 |l srael 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ng. asp Bl ock 2
Uhaut hori zed URL Access to
220. 181. 108. 120|Chi na 147.237.72. 156 [anan. i df . i | waw anan. i df . i |/ nodi i n/ resour ces/ i mages/ mas! ul i niri ght arrowenabl  |Bl ock 1
ed. g f
Unaut hori zed URL Access to
66.249.65.173 |l srael 147.237.77. 176 |mat pash. i df . i | v cogat . i df . i |/ usef ul i nf ormat i on/ i dkoni ni pages/ 10012011yezu. a |Bl ock 1
SpX
70.106.143. 130 |lnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/894-en/i df gdover. aspx B ock 1
. . Unaut hori zed URL Access to
2.53.189. 199 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f B ock 1
220. 255. 182. 92 |9 ngapore 147.237.77.216|dover.idf .i | Ostributed Wnaut horized URL Access on waw i df.il/error.htm B ock 1
77.138.82.140 |France 147.237.72.166 |aka. i df . i | thautt hor i zed et hod PCST for Bl ock 1
ww aka. i df . i |/ mai n/ sachar/ about . aspx
- - Uhaut hori zed URL Access to
66.249. 65. 133 |l srael 147.237.76.86 |navy.idf.il Wi navy. i df . i |/ nawvy/ navy/ general . aspx Bl ock 1
220. 255. 183. 134|9 ngapor e 147.237.77.216|dover.idf .i | Dstributed Waut horized URL Access on waw i df.il/error. htm B ock 1
66. 249. 76. 52 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized URL Access from 66.249. 76. 52 Bl ock 1
www. chanat z. aka. i d [
84.111.110. 197 |israel 147.237.77. 226, . Wnaut hori zed URL Access to B ock 1
foil waw, chamat z. aka. i df . i |/t enpl at es/ honepage/ honepage. aspx
66. 249. 65. 166 |l srael 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/listl htm Bl ock 1
220. 255. 219. 58 |3 ngapor e 147.237.77. 216 |dover . i df . i | Dstributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 1
. . Unaut hori zed URL Access to
66.249.76.52  |Israel 147.237.72. 166 [aka. i df . i | vaw aka. i df i1/ . wel | - known/ appl e- app- si t e- associ at i on Bl ock 1
203. 127. 96. 246 |S ngapore 147.237.77.216|dover. i df .i | D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 1
66.249.65.172 [Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
68.180. 228. 185 [Lhited Sates [147.237.77. 216 |[dover. i df . i | Paraneter Type ol ation FageNimin Bl ock 1
wwy i df . i |/ 1381- he/ dover . aspx
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