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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
183. 60. 48. 25 Chi na 147.237.76. 202 e halag.idf.il JLM Under At tack_Con_Tcp drop 2
208. 100. 26. 228 Lhited Sates 147.237.76. 86 navy.idf.il B ack List drop 1
208. 100. 26. 228 Lhited Sates 147.237.76. 31 nakchal .idf.il B ack List drop 1
208. 100. 26. 228 Lhited Sates 147.237.76. 34 yohal an.i df.il B ack List drop 1
208. 100. 26. 228 Lhited Sates 147.237.76. 38 eeneitav.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess |Site |Sgnature

184.168.192. 31 |Lhited Sates 147.237.77.233 |atal .idf.il |5670: HITP. SQ Injection (SELECT) B ock 6
49. 236. 200. 182 [\l aysia 147.237.72.166 |aka.idf.il [5670: HITP. SQ Injection (SELECT) B ock 6
69. 10. 156. 44 Canada 147.237.77.74 |(lawidf.il [5670: HITP. SQ Injection (SELECT) B ock 6
69.30.198.202 [lnited Sates 147.237.77. 216 |dover.i df.i|Cl000074: HITP. najestic bot Per mit 2
46.161.9. 35 Russi an Federation [147.237.77.74 |lawidf.il [19813: HITP. WrdPress Thene Dvi Drectory Traversal Ml nerability B ock 1
151.80.31. 172 |France 147.237.72.156 |anan. i df. il [Cl000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

184. 168. 192. 31 [147.237.77.233|W0ited Sates |atal .idf.il A Injection - Select From 8
69. 10. 156. 44 147.237.77. 74 |Canada lawidf.il SQ Injection - Select Fom 8
49. 236. 200. 182 [147. 237. 72. 166 |Ml aysi a akaidf.il SQ Injection - Select From 8
185. 5. 99. 216 147.237.76.30 [Pol and hi nush. i df . i ET SCAN Potential SSH Scan 2
185. 5. 99. 216 147. 237. 76. 202 |Pol and e halag.idf.il ET SCAN Potential SSH Scan 2
185. 5. 99. 216 147.237.76. 34 |Pol and yohal an. i df .| ET SCAN Potential SSH Scan 2
218. 204. 153. 227|147. 237. 77. 176 |Chi na mat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
94.102.48.195 |147.237.77.170|Netherlands  [mmarachot. i df.i | ET SCAN NVAP -sS wi ndow 1024 1
218.204. 153. 227|147. 237.8.14 |Chi na e.orchot.idf.il ET SDAN Behavi or al Lhusugl ly fast Termnal Server Traffic, 1
Potential Scan or Infection
66.249. 64.156 [147.237.0.34 |Wited Sates |tikshuv.idf.il ET SCAN NVAP -sA (2) 1
185. 114. 225. 212|147.237.0.33  |Netherlands  [idf.il ET SCAN NMAP -sS wi ndow 4096 1
54, 153.99.128 [147.237.76.200|Wited Sates |eitan. aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 5. 99. 216 147. 237. 76. 199 |Pol and e. nakchal i df .i | ET SCAN Potential SSH Scan 1
46.172.71.251 |147.237.8.27 |Wraine e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 5. 99. 216 147. 237. 76. 176 |Pol and test.ncore.idf.il ET SCAN Potential SSH Scan 1
185. 5. 99. 216 147.237.76.39 |Pol and nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
218. 204. 153. 227|147. 237. 77. 216 |Chi na dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
106. 186. 20. 183 |147. 237. 77. 226 [Japan waw chanat z. aka. i df i1 [ET SCAN Potential SSH Scan 1
218.204. 153. 227(147. 237.8.45 |China eetanidf.il ET SCAN NMAP -sS wi ndow 1024 1
186.116.70.97 1147 237 0.34 | col o a Cikshov. i | ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59,97 8. 128 147 237 76.31 |india vekehal i df i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185. 5. 99. 216 147. 237. 76. 197 |Pol and e. himush. i df .il ET SCAN Potential SSH Scan 1
41 249,55 253|147 237 76.30 |Morocco i sh i df i | ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185. 5. 99. 216 147.237.76.86 [Pol and navy. i df.il ET SCAN Potential SSH Scan 1
185. 5. 99. 216 147.237.0.16 [Poland ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1




08-19-2016-02:04:00 to 08-19-2016-03:04:00

|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address \Signature Message Devi ce Action |Oount
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 2
169. 229.3.91 Lhited Sates 147.237.76. 197 e hinush.idf.il dr op SAMrule drop 1
183. 129. 160. 229 Chi na 147.237.77. 74 lawidf.il drop SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237. 76. 198 e.yohal an.idf.il drop SAMrul e drop 1
169.229.3.91 Lhited Sates 147.237.76. 201 eatal.idf.il dr op SAMrule drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 202 e halag.idf.il drop SAMrul e drop 1
169. 229.3.91 Lhited Sates 147.237.77. 227 e hanaz.idf.il dr op SAMrul e drop 1




08-19-2016-02:04:00 to 08-19-2016-03:04:00

|Top Attackers In V\AF|

At acker

Devi ce

count ry Target Address |Site Sgnature Action ‘Oount

75.76.229.45 |lnited Sates |147.237.77.216|dover.idf.i| |Uauthorized URL Access to wwuidf.il/sip_storagel/files/2/4912. png Bl ock

213. 151. 38. 122 |I srael 147.237.77.216|dover.idf .i| |Ostributed Lhaut horized URL Access on waw i df.il/error. htm Bl ock

74.64.44.168 |United Sates [147.237.76.42 |refuah.idf.il m‘fefhzg ;Ie:l _Li‘zf‘_fff;ss_stt%ragem o8/ 2871 pot. Bl ock 1
31.209. 138. 74 |l cel and 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - CGpen Mde None 1
66. 249. 66. 188 |l srael 147.237.77.74 |lawidf.il \;’;rwa’gzri gﬁlylﬂgégggﬁgcg‘;egi ';pr Bl ock 1
66. 249. 65. 176 |l srael 147.237.76.31 [nakchal . i df. i|unauthori zed URL Access to 147.237.76. 31/ 1073- he/ nakhal . aspx B ock 1
66.249.76.33 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt Bl ock 1
82.221.105.6 |lcel and 147.237.77.233|atal .idf.il [Wauthorized LRL Access to 147.237.77.233/robots. t xt B ock 1
66. 249. 66. 162 |l srael 147.237.77.216|dover. i df .i| |Miltiple Wauthorized URL Access from 66.249. 66. 162 Bl ock 1
66.249.76.58 [Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
157.55.39.164 [Uhited Sates |147.237.0.34  |tikshuv.idf.i mutt ihli);lle\?di de‘ﬁ I?theen;?att(és/shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
66. 249. 66. 162 |l srael 147.237.77.216|dover. i df . i | |Wauthorized UR. Access to ww i df.il/appl e-app-site-association B ock 1
68. 180.228. 185 [Lnited Sates |147.237.77.216|dover.idf.i| |Paraneter Type Vol ati on PageNumin ww i df . il/1283-en/ dover. aspx B ock 1
5.102.195. 166 |[lIsrael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 66. 177 |lsrael 147.237.77.216|dover. i df . i| |Unauthorized LRL Access to wwwuidf.il/atal 1/izkor/vi ew i ng. asp B ock 1
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