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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address

Target Address

Device Action

Count

Signature

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
84.111.112. 230 | srael 147.237.77. 74 lawidf.il B ack Li st drop 1
104. 148. 55. 162 Lhited Sates 147.237. 76. 44 e.refuah.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action ‘Count

164. 132. 161. 96 Italy 147.237.77. 74 lawidf.il [ClL000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Count ry

Signature

91.121.29.140 |147.237.72. 166 |France aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 4
46.172.71.251 [147.237.76.39 |kraine nobi | e.nei tav.idf.i [ET SCAN NVAP -sS w ndow 1024 1
904.137 67 91 |147 237 8 28 |RUSSian o robil e ks, idf ] ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
50. 194. 106. 138 |147. 237.77. 233 |Lhited Sates atal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
46.172.71.251 |147.237.76. 196 | krai ne e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
198.20.69. 74  [147.237.76.39 |Lnited Sates nobi | e.nei tav.idf.i |[ET DRCP Dshi el d B ock Listed Source 1
91. 201. 236. 158 [147. 237. 76. 176 |kr ai ne test.ncore.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
66.102. 9. 42 147.237.77. 216 |Wnited Sates  [dover.idf.il ET SCAN NVAP -sA (2) 1
50. 194. 106. 138 [147. 237. 77. 233 |nited Sates atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
66. 102. 9. 42 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 6
66.102. 9. 54 Lhited Sates 147.237.0. 34 tikshuv.idf.il dr op Frst packet isn't SWN drop 6
195. 239. 16. 40 Russi an Federation 147.237.77. 74 lawidf.il dr op First packet isn't SYN drop 4
195. 239. 16. 53 Russi an Federation 147.237.77. 74 lawidf.il dr op First packet isn't SN drop 4
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 3
66.102. 9. 91 Lhited Sates 147.237.77. 233 atal.idf.il dr op First packet isn't SYN drop 3
193. 188. 136. 20 Lebanon 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 2
66.102.9.101 Lhited Sates 147.237.77. 233 atal.idf.il dr op Frst packet isn't SN drop 2
109. 253. 215. 29 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SYN drop 1
183. 129. 160. 229 Chi na 147.237. 76. 198 e.yohal an.idf.il dr op SAMrul e drop 1
169. 229.3.91 Lhited Sates 147.237.72. 156 anan.idf.il dr op SAMrul e drop 1
66.102.9. 111 Lhited Sates 147.237.77. 233 atal.idf.il dr op First packet isn't SYN drop 1
183. 129. 160. 229 Chi na 147. 237. 76. 86 navy.idf.il dr op SAMrul e drop 1
120. 132. 84. 137 Chi na 147.237. 0. 200 ndu.idf.il dr op drop 1
191. 96. 249. 18 Quile 147.237.0. 35 akaws. idf.il dr op drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 44 e.refuah.idf.il dr op SAMrul e drop 1
66. 249. 81. 233 | srael 147.237.77. 176 nat pash. i df .i | drop First packet isn't SN  |drop 1
183. 129. 160. 229 Chi na 147. 237. 76. 147 chinuch. aka.idf.il dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.0. 17 mny-kosher-kravi .idf.il dr op SAMrul e drop 1
169.229.3.91 Lhited Sates 147.237.76. 177 ncore.idf.il dr op SAMrul e drop 1
109. 253. 141. 174 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't SYN drop 1
183. 129. 160. 229 Chi na 147.237.76. 176 test.ncore.idf.il dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.0. 33 idf.il drop SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147. 237. 76. 200 eitan. aka.idf.il dr op SAMrul e drop 1
109. 253. 192. 10 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 1
183. 129. 160. 229 Chi na 147.237.76. 196 e.svivaidf.il dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.8.50 e.tikshuv.idf.il dr op SAMrul e drop 1
176. 13. 235. 42 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address [Site dgnature Acti on ‘Count
80. 246. 130. 166 |l srael 147.237.77.216|dover . i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 5
66.102. 9. 42 Lhited Sates 147.237.77. 216 |dover.i df . i | Dstributed Lhaut hori zed URL Access on wwwvidf.il/error. htm B ock 4
66. 102. 6. 191 Lhited Sates 147.237.77. 216 |dover . i df . i | Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 3
66.102. 9. 20 Lhited Sates 147.237.77.216|dover . i df .i | O stributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 3
66.102. 9. 31 Lhited Sates 147.237.77. 216 |dover.i df . i | Dstributed Lhaut hori zed URL Access on wwwvidf.il/error. htm B ock 2
80.246.130.25 |[Israel 147.237.77. 216 |dover . i df . i | Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 2
77.139.119.56  |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for waw aka. i df.il/mai n/rabanut/ Bl ock 2
89. 138. 32. 95 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
66.249.66. 177 |l srael 147.237.77. 216 |dover . i df . i | Ml tiple Unauthorized URL Access from 66.249. 66. 177 B ock 1
66.102. 6. 131 Lhited Sates 147.237.77.216|dover.i df .i | O stributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
130. 204. 169. 176|Bul garia 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to vww aman. i df.il/favi con.ico B ock 1
66.249.66.177 [Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/viewingtop.asp |B ock 1
66.102. 6. 188 Lhited Sates 147.237.77.216|dover.i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
66.102.9.76  |[Lhited Sates  [147.237.72.166|aka. i df . i | m“;E;rii jfe.c: I'\f;a??:/j hECnE/T dfe?;m (. asp Bl ock 1
157. 55. 2. 165 Lhited Sates 147.237.77.216|dover . i df .i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
77.139.52.133  |France 147.237.72.166 |aka. i df . i | m“;gri' dzfe.di I'\fr;;?s SPW;BITn; o maspx Bl ock 1
85. 64. 85. 136 I srael 147.237.77. 216 |dover.i df .i | PHP Att enpt B ock

66.102. 9. 105 Lhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod POST for ww aka. idf.il/nain/snalin Bl ock
204.79.180.16 [Lhited Sates  [147.237.72.166|aka. i df . i | auiz:‘fdrf'of'l /ngr t’\a?tn:ﬂ?i rﬁmg:es” rer. asp Bl ock 1
85. 64. 85. 136 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwuidf.il/wp-1ogin. php B ock

66.249. 65.138 |l srael 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to vww aman. i df.il/robots. txt Bl ock
79.179.139.127 [israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to ww i df.il/navy/ B ock 1

08-19-2016-00:04:06 to 08-19-2016-01:04:06




