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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
173.71.57.132 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn drop 5
82.80.78. 2 | srael 147.237.72. 166 aka.idf.il B ack List drop 2
82.80.78.2 | srael 147.237.77.176 nat pash. i df.il |B ack List drop 2
120. 132. 50. 135 Chi na 147.237.77. 234 hal ag.i df .il bl ock-sp-traf 1 f orward 2
186. 170. 204. 184 Col onbi a 147.237.76. 201 eatal.idf.il |JLM Under Attack Con_ Tcp drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
123. 59. 59. 52 Chi na 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1 forward 2
186. 112. 103. 75 Col onbi a 147.237.77. 243 nobi le.idf.il |JLMPurple Gon_Limt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |S gnat ure Devi ce Action |Oount

178. 137. 160. 45 Lkr ai ne 147. 237.72. 166 aka.idf.il |c1000016: HTTP. adnministrator in R Per nit 7
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

180. 97. 106. 162 |147.237. 77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
118. 69. 62. 83 147.237.0.35 |V etnam akavs. i df . il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 155 |147.237.8.24 |kraine elifestyle.idf.il ET SCAN NVAP -sS wi ndow 3072 1
91.201.236.50 [147.237.8.50 |Wkraine e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 2048 1
82.221.128.31 |[147.237.0.17 |lcel and mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
58. 218. 204. 245 |147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
58.218. 204. 245 |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
58.218. 204. 245 |[147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
183. 129. 160. 229|147. 237.8.24  [China elifestyleidf.il ET SCAN Potential SSH Scan 1
46.19. 86. 214 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
180. 97.106. 37  |147. 237. 77. 121 |Chi na e.navy.idf.il ET SCAN Potential SSH Scan 1
94.102.48.195 |[147.237.76.201|Netherlands |e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201.236.50 [147.237.8.50 |Wkraine e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 4096 1
91.201.236.50 |147.237.8.50 |lkraine e.tikshuv.idf.il ET SCAN NVAP -f -sS 1
66.249.65.176 |147.237.77.176|Wited Sates |natpash.idf.il ET SCAN NVAP -sA (2) 1
58. 218. 204. 245 |147.237. 76. 200 |Chi na eitan aka. idf.il ET SCAN Potential SSH Scan 1
58.218. 204. 245 |147.237.76.39 |China nobi | e. mei tav.idf.il ET SCAN Potential SSH Scan 1
186. 170, 204. 1841147 237 0.33 | ol orbi a - ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
46.227.67.169 |147.237.77.61 [Sweden e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Oount
212.179.90. 106 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 4
109. 65. 132. 101 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 3
122.54.221. 114 Phi 1§ ppi nes 147.237.77.216 dover.idf.il drop First packet isn't drop 3
79.181.102. 81 I srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 2
79. 254. 30. 96 Ger many 147.237.77.176 nat pash. i df .il drop First packet isn't drop 2
173.71.57.132 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 2
100. 92. 106. 175 147.237.72. 166 aka idf.il drop First packet isn't drop 2
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
169. 229. 3. 91 Lhited Sates 147.237.77. 121 e.navy.idf.il drop SAMrul e drop 1
212. 143.142.56 I srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147. 237. 0. 200 mu.idf.il drop SAMrul e drop 1
77.138.52.97 France 147.237.77.216 dover.idf.il drop First packet isn't drop 1
169. 229.3.91 Lhited Sates 147.237.77. 179 enazi.idf.il dr op SAMrul e drop 1
109. 253. 211. 153 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.8. 28 e.nobi | e-ks.idf.il drop SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 1
115. 239. 248. 35 Chi na 147.237.0. 35 akaws. i df . il dr op drop 1
169. 229. 3. 91 Lhited Sates 147.237.76. 30 hi nush. i df . i | drop SAMrul e drop 1
49. 145, 139. 252 Phi 1§ ppi nes 147.237.77.216 dover.idf.il drop First packet isn't drop 1
169.229.3.91 Lhited Sates 147.237.76. 86 navy.idf.il dr op SAMrul e drop 1
191. 96. 249. 18 Quile 147.237.0. 33 idf.il drop drop 1
169. 229. 3. 91 Lhited Sates 147.237.0. 34 tikshuv.idf.il drop SAMrul e drop 1




08-18-2016-23:04:08 to 08-19-2016-00:04:08

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
77.139.42.179 |France 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 21
77.43.56. 128 Italy 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 2
2.53. 33. 160 I srael 147.237.0.19 [madi matal .idf.il Distributed Suspicious Response Code Bl ock 2
80. 230. 229. 100 |l srael 147.237.77.216|dover. i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
37.142.189. 223 |[Israel 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
131. 253. 25. 200 |Uhited Sates |147.237.77. 216 |dover.idf.il Dstributed Whaut hori zed URL Access on waw i df.il/error.htm Bl ock 1
79.181.136. 127 |Israel 147.237.77. 234 |hal ag. i df . i | ﬂ?.u;g(?).ri?;ég3ﬁn:;§:fssh;oe /b let L, gi Bl ock 1
66.249. 66.177 I srael 147.237.77. 216 |dover . i df . i | e e e o df adover . aspx Bock |1
80. 230. 229. 102 |l srael 147.237.77. 216 |dover. i df . i | Distributed Lhaut horized UR. Access on www idf.il/error.htm Bl ock 1
46.120.199. 195 |Israel 147.237.72.167|i shuri maka. i df .i | SSL Wntraceabl e Connection - Qpen Mde None 1
Unaut hori zed URL Access to
157.55.39.238 [nited Sates |147.237.76.86 |navy.idf.il waw navy. i df.il/tenpl ates/|inks/e navy.idf.il/library/ manage/ resource/ |B ock 1
getfil econtent. hh. asp

79.182.148.194 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css  |B ock 1
66. 249. 66. 183 | srael 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
85.25.43.151  |Germany 147.237.72. 166 |aka. i df . i | m;:(z“it;d_ iﬂa#;wriozr;? dﬁ;ﬂ?f_ggxmo"‘“ WL on B ock 1
79.177.58.101 I srael 147.237.77. 234 |hal ag. i df . i | ?4? rzg;u;(;d23;7?;:32572‘:161%/&7?5; fr;i . Bl ock 1
66.102. 9. 85 Wi ted Sates [147. 237. 72. 166 |aka. i df . i | m;:(z“it;d_ iﬂa#;wriozr;? dﬁ;ﬂ?f_ggxmo"‘“ L on B ock 1
80.230. 228. 9 I srael 147.237.77.216|dover. i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
66. 249. 76. 46 I srael 147.237.77. 226 }IW\INY chanat z. aka. i d Uhaut hori zed URL Access to www chamat z. aka. i df . i|/894-ar B ock 1
104. 128. 144. 131|Canada 147.237.0. 17 g:c niyl- kosher - kravi . i Unaut hori zed URL Access to 147.237.0. 17/ redi rect . php B ock 1
79.180. 202. 1 I srael 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut hori zed LRL Access from 79. 180. 202. 1 B ock 1
66.249. 65. 182 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
80. 230. 228. 244 |l srael 147.237.77. 216 |dover. i df . i | Distributed Lhaut horized UR. Access on www idf.il/error.htm Bl ock 1
68.180. 228. 185 |[Lhited Sates |147.237.77.216|dover.idf .il Paraneter Type Mol ati on PageNumin wwidf.il/1381- he/ dover. aspx |B ock 1
37.26.149. 143 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 1
109. 64. 42. 110 |Israel 147.237.77.216|dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/sip_ B ock 1
79.180. 202. 1 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwwu aka. i df.il/main/ B ock 1
66. 249. 66. 153 [l srael 147.237.77. 243 |nobi | e. i df . i | Uhaut hori zed LRL Access to nobile.idf.il/appl e-app-site-association B ock 1
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