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|Top Attackers | n DDoS- Def ence |

Site

Device Action

Count

Attacker Address

|Attacker Country

Target Address

Signature

109. 67. 183. 248 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 2
185.94.111. 1 Russi an Federation 147.237.76.176 test.ncore.idf.il B ack List drop 1
208. 67. 1. 29 Lhited Sates 147.237.76.176 test.ncore.idf.il B ack List drop 1
115. 230. 125. 146 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forvard 1
82.80.78.2 | srael 147.237.76. 86 navy.idf.il B ack List drop 1
182. 92. 223. 10 Chi na 147.237.76. 31 nakchal .idf.il B ack List drop 1
104. 148. 55. 162 Lhited Sates 147.237.76. 199 e.nakchal .idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
178. 137. 160. 45 kr ai ne 147.237.77.216  |dover.idf.i| |Cl000016: HTTP. admnistrator in R Pernit 8
212.83. 40. 238 Ger many 147.237.77. 216 dover.idf.il [24910: HITP. Python urllib User-Agent Header Bl ock 1

36.110. 147. 78 Chi na 147.237.72. 166 aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Permit 1
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Potential Scan or Brute Force

91. 201. 236. 158 |147.237. 77. 243 |krai ne nobi | e.idf.il ET SCAN NVAP -sS wi ndow 2048 1
163. 172. 169. 150|147. 237. 77. 216 LKJ?';:gom dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 158 |147.237. 77. 243 |Wkrai ne nobi l e.idf.il ET SCAN NVAP -f -sS 1
163. 172. 169. 150|147. 237. 72. 14 E;Ir:;cci]om dover.idf.il(old) |ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 155 [147.237.0.15 |kraine kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 2048 1
123.206. 73. 185 [147.237.0.200 |Chi na mdu. i df .l ET SCAN NVAP -sS wi ndow 1024 1
61.240.144. 65 |147.237.77.212|hi na e. dover.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
107. 136. 160. 207|147.237.0.34 |lhited Sates |tikshuv.idf.il ET SCAN NVAP -sS wi ndow 3072 1
61.240.144.65 |147.237.77.178|China e. mat pash. i df .il ET SCAN NVAP -sS w ndow 1024 1
94.102. 49. 77 147.237.76. 42 |Net her| ands refuah.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 65 |147.237.8.45 |China eetanidf.il ET SCAN Potential VWNC Scan 5800- 5820 1
94.102. 49. 77 147. 237.76.34 |Net herl ands yohal an.idf.il ET SCAN Potential SSH Scan 1
. .. |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons,
190. 77. 242. 54 147.237.8. 28 \enezuel a e.nobi | e-ks.idf.il . 1
Potential Scan or Brute Force
61.240.144.65 |147.237.0.19 |China madi matal .idf.il |ET SCAN Potential VNC Scan 5800- 5820 1
94.102. 49. 77 147.237.0.34 |Netherl ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
37.220.14.234 |147.237.72. 217 LK?';gegom eidf.il ET SCAN NVAP -sS wi ndow 1024 1
180.97.106. 37 [147.237.76.39 |Chi na nobi | e. neitav.idf.i|ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.0.200 [Netherlands . i df i | ET SCAN NVAP -sS w ndow 1024 1
163. 172. 169. 150|147, 237. 77. 243 E?';;gom nobi  e.idf. il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 158 |147. 237. 77. 243 |kr ai ne nobi | e.i df . il ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 169. 150|147. 237. 76. 200 LK?';gegom eitanakaidf.il |ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 155 |147.237.0.15 |kraine kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 3072 1
163. 172. 169. 150(147. 237. 0. 19 LKJ?';:gom madi matal .idf.il |ET SCAN NMVAP -sS w ndow 1024 1
91.201. 236. 155 |147.237.0.15 |Wkraine kosher-kravi.idf.il |ET SCAN NVAP -f -sS 1
107. 136. 160. 207|147.237.0.34 |thited Sates |tikshuv.idf.il ET SCAN NVAP -sS wi ndow 4096 1
61.240.144. 65 |147.237.77.205|Chi na prisha.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
106. 186. 20. 183 |147. 237. 76. 176 [Japan test.ncore.idf.il |ET SCAN Potential SSH Scan 1
61.240. 144. 65 |147.237.76.38 |China eenitav.id.il |ET SCAN Potential VNC Scan 5800- 5820 1
94.102. 49. 77 147.237.76.39 |Netherl ands nobi | e. nei tav.idf.i|ET SCAN Potential SSH Scan 1
61.240.144.65 |147.237.8.14 |China e.orchot.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
94.102. 49. 77 147.237.76.30 |Netherl ands hi nush. i df . i | ET SCAN Potential SSH Scan 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
41. 140. 238. 47 147. 237. 8. 50 Mor occo e.tikshuv.idf.il . 1
Potential Scan or Brute Force
180.97.106.37  |147.237.77.178|Chi na e. mat pash. i df .il ET SCAN Potential SSH Scan 1
94.102. 49. 77 147.237.0.19  |Netherl ands madi matal .idf.il |ET SCAN Potential SSH Scan 1
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
179. 158. 158. 93 |147.237.0.33 |Razil idf.il 1
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Message

Devi ce Action
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46. 19. 86. 142 | srael 147.237.76. 86 navy.idf.il dr op First packet isn't SN drop 8
49. 248. 84. 234 Indi a 147.237.77. 216 dover.idf.il dr op Frst packet isn't SWN drop 2
5.9.62.130 Ger many 147.237.72. 166 aka.idf.il dr op SAMrul e drop 2
109. 253. 139. 254 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't SN drop 1
191. 96. 249. 18 Qile 147.237.76. 34 yohal an.idf.il dr op drop 1
169. 229. 3. 91 Lhited Sates 147.237.76.31 nakchal .idf.il dr op SAMrul e drop 1
141.212.122. 33 Lhited Sates 147.237.0. 35 akaws.idf.il dr op drop 1
169.229.3.91 Lhited Sates 147.237.77. 212 e.dover.idf.il dr op SAMrule drop 1
169. 229. 3. 91 Lhited Sates 147. 237. 8. 27 e.nadi matal .idf.il dr op SAMrul e drop 1
115. 230. 125. 146 Chi na 147.237.0. 33 idf.il dr op drop 1
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SWN drop 1
169. 229. 3. 91 Lhited Sates 147. 237. 76. 147 chinuch. aka.idf.il dr op SAMrul e drop 1
151. 75. 234. 42 Italy 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 1
61. 240. 144. 65 Chi na 147.237.77.178 e. nat pash.idf.il dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.77. 235 sviva.idf.il dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237. 8. 45 eeitanidf.il dr op SAMrul e drop 1
139. 162. 37. 113 Lhited Sates 147.237.0. 35 akaws. idf.il dr op drop 1
216.243.31. 2 Lhited Sates 147.237. 76. 148 gacenter. aka. i df . i dr op drop 1
169. 229. 3. 91 Lhited Sates 147.237. 76. 196 e.svivaidf.il dr op SAMrul e drop 1
169.229.3.91 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il dr op SAMrule drop 1
109. 253. 138. 206 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 1
169. 229.3.91 Lhited Sates 147.237.77. 243 nobi le.idf.il dr op SAMrul e drop 1
169.229.3.91 Lhited Sates 147.237.72. 14 dover.idf.il (ol d) dr op SAMrule drop 1
139. 162. 37. 147 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
169. 229.3.91 Lhited Sates 147.237.77.74 lawidf.il dr op SAMrul e drop 1
169.229.3.91 Lhited Sates 147.237.8. 14 e.orchot.idf.il dr op SAMrule drop 1
109. 253. 139. 254 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 1
176.13.234. 84 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 1
169.229.3.91 Lhited Sates 147.237.72. 166 aka.idf.il dr op SAMrule drop 1
141, 212. 122. 32 Lhited Sates 147.237.0. 35 akaws. i df.il dr op drop 1
169. 229.3.91 Lhited Sates 147.237.77.178 e.natpash.idf.il dr op SAMrul e drop 1
169.229.3.91 Lhited Sates 147.237.8. 24 elifestyle.idf.il dr op SAMrule drop 1
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.181. 3. 235 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 167
46. 19. 85. 127 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 29
118. 212. 118. 207 |Chi na 147.237.77. 176 [mat pash. i df .i| |Miltiple Whauthorized URL Access from 118.212.118. 207 Bl ock 15
118. 212. 118. 207|Chi na 147.237.77. 176 [mat pash. i df . i| |PHP Attenpt B ock 6
84.108.123.82 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in LR B ock 4
46.19. 86. 151 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
157.55.39.9 Lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/chi nuch/ Bl ock 2
5. 18. 60. 168 gj::;”i o 147.237.72. 166 |aka. i df . i | m;:(s"lt defd. iﬂa#;ihnc;rhioﬁ‘? dﬁ;ﬁf?;’;}(mo‘m L on Bl ock 2
66.249. 66. 177 |l srael 147.237.77. 216 |dover.idf.i |l Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 2
2.53.2.159 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
87.70. 26. 122 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.53.137.33 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 1
79.181.3.235  [israel 147.237.0.19 |nadimatal .idf.i rP;rdf‘nnf;Ie;] .Tiyd’??i\f/?r'og::g/nl g;il mnt ent M acetbl der 15t xt Gapt cha in B ock 1
66.249. 65. 155 |l srael 147.237.77. 170 [maar achot . i df . i | [Whaut hori zed URL Access to naarachot.idf.il/n B ock 1
94.124.15.138 |Pol and 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to wu aman.idf.il/favicon.ico Bl ock 1
77.138.199. 2 France 147.237.72. 156 |aman. i df . i | SSL Wntraceabl e Gonnection - Qoen Mde None 1
82.102. 169. 113 |l srael 147.237.77.216|dover.idf .l O stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 1
77.139.239. 216 |France 147.237.72. 166 |aka. i df . i | \;Pjrwar:lf: " ?Eiidl /O]nla?/n\lﬂg(i)lyalisilol?i O'SE/ i osk, e None 1
66.249.66.177 [Israel 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngt op. asp B ock 1
77.139.239. 216 |France 147.237.72. 166 |aka. i df . i | m”;k\f:g?rﬂﬁ;;/gﬂiﬁ/:ﬁsm%s in None 1
85. 250. 161. 103 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Untraceabl e SSL Sessions from 85. 250. 161. 103 ((pen Mode) None 1
69.249.181.237 |lnited Sates |147.237.72.166|aka. i df.i | Unaut hori zed Method POST for v aka. i df.i|/mai n/ hone/ defaul t.aspx |B ock 1
2.53.130.61 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/ t ext . css B ock 1
118. 212. 118. 207|Chi na 147.237.77. 176 |mat pash. i df . i|  [Unauthorized UR. Access to wwwy cogat.idf.il/index. asp B ock 1
66.87.76.187  |United Sates  |147.237.72.166|aka. i df . | Dstrbuted thaut ot zed d'\ef;:‘l’?_;g;xm"m R on Bock |1
Il1l1egal Paraneter Encodi ng
77.138.199. 2 France 147.237.72. 156 [aman. i df . i | ct | 00$ct | 00$cphMai n$CPHVAI nCont ent $ct | 7792 i n None 1

wan anan. i df . i |/ nodi i n/ quest i onnai r es. aspx
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