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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site |Signature |Device Action |Count |
82.80.78.2 | srael 147.237.77. 216 dover.idf.il B ack List drop 8
192. 116. 175. 162 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 4
37.26. 147. 154 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
64.94.1.137 Lhited Sates 147.237. 76. 39 nobi l e.neitav.idf.il |Back List drop 1
123. 151. 42. 61 Chi na 147.237.76. 44 e.refuah.idf.il Bl ock_Udp All _Nets Con_Limt drop 1
94.102. 49. 193 Net her | ands 147.237. 76. 202 e halag.idf.il B ack List drop 1
46.19. 86. 223 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry get Address |Site Devi ce Action |Count |
106. 38. 241. 105 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nit 20
81. 109. 65. 38 Lhited Kingdom [147.237.77.216 |dover.idf.il Cl000074: HTTP. naj estic bot Per mit 15
81. 109. 65. 38 Lhited Kingdom [147.237.77.176 |matpash.idf.il |C1000074: HTTP. najestic bot Per nit 12
195. 74. 38. 15 Sweden 147.237.76. 42 refuah.idf.il [6134 HITP. SQ Injection Variabl e Decl aration Evasi on Bl ock 12
74.114. 60. 116 Lhited Sates 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 12
201.216.208. 137 |Argentina 147.237.77.176 |natpash.idf.i|l [6134 HITP SQ Injection Variabl e Declaration Evasion Bl ock 12
213.8.24.172 I srael 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 12
62.149. 132. 241 Italy 147. 237.76. 42 refuah.idf.il [6134 HITP SQ Injection Variabl e Declaration Evasi on B ock 11
62.149. 132. 241 Italy 147.237.76. 42 refuah.idf.il 5670: HITP. SQ I njection (SALECT) B ock 7
195. 74. 38. 15 Sweden 147.237.76. 42 refuah.idf.il |5670: HITP. SQ Injection (SELECT) B ock 6
92.222.142. 219 France 147.237.77.216 |dover.idf.il 3808: HITP. SQ Injection Variabl e Decl aration Evasion B ock 6
74.114. 60. 116 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ I njection (SALECT) B ock 6
201.216.208. 137 |Argentina 147.237.77.176 |natpash.idf.il |3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 6
173.192. 81. 82 Lhited Sates 147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
50. 77. 136. 81 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
92.222.142. 219 France 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
201.216. 208. 137 |Argentina 147.237.77.176 |natpash.idf.il [5670: HITP. SQ Injection (SELECT) B ock 6
173.198. 251. 2 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ I njection (SALECT) B ock 6
92.222.142. 219 France 147.237.77.216 |dover.idf.il 6134 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 6
79.170. 196. 68 Lhited Kingdom |[147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
184. 168. 152. 41 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 6
85. 136. 227. 77 Sain 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
184. 168. 192. 31 Lhited Sates 147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
91. 151. 208. 90 United Kingdom [147.237.0.34 tikshuv.idf.il |5670: HITP. SQ Injection (SELECT) B ock 6
213.8.24.172 I srael 147.237.77.216 |dover.idf.il 6134 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 6
200. 59. 199. 229 Argentina 147.237. 76. 86 navy.idf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 5
200. 59. 199. 229 Argentina 147.237.76. 86 navy.idf.il 5670: HITP. SQ I njection (SALECT) B ock 5
81. 109. 65. 38 Lnited Kingdom |[147.237.76. 42 refuah.idf.il |Cl000074: HITP. najestic bot Per mit 4
200. 59. 199. 229 Argentina 147.237. 76. 86 navy.idf.il 6134: HITP. SQ Injection Variabl e Declaration Evasion B ock 4
81. 109. 65. 38 United Kingdom [147.237.77.74 |[lawidf.il C1000074: HTTP. maj estic bot Per nirt 4
67.199. 10. 25 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 3
106. 120. 188. 73 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per mt 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|8'te |Signature |Count\
74.114.60.116  |147.237.77.233|Wited Sates atal .idf.il SQ Injection - Select From 54
200. 59. 199. 229 |147.237.76.86 |Argentina navy.idf.il QA Injection - Select From 45
201. 216. 208. 137|147. 237. 77. 176 |Argenti na netpash.idf.il |SQL Injection - Select From 26
195. 74. 38. 15 147.237.76. 42 |Sweden refush.idf.il  |SQL Injection - Select From 23
62.149. 132. 241 |147.237.76.42 |italy refuah.idf.il  [SQ Injection - Select From 20
92.222.142. 219 |147.237.77. 216 |France dover.idf.il S Injection - Select From 20
213.8.24.172 147.237.77. 216 |I srael dover.idf.il SQ Injection - Select From 20
67.199. 10. 25 147.237.77.74 |lhited Sates lawidf.il QA Injection - Select From 9
91.151.208.90 |147.237.0.34 |United Kingdom [tikshuv.idf.il [SQL Injection - Select Fom 8
79.170.196.68 |147.237.77.74 |United Kingdom [lawidf.il QA Injection - Select From 8
184. 168. 152. 41 [147.237.77.74 |Wited Sates lawidf.il QA Injection - Select From 8
173.198.251.2 [147.237.77.233|Wnited Sates atal.idf.il S Injection - Select From 8
85.136.227.77 |147.237.77.74 |Sain lawidf.il QA Injection - Select From 8
184. 168. 192. 31 [147.237.77.74 |Wited Sates lawidf.il QA Injection - Select From 8
50. 77. 136. 81 147.237.77. 233 |lhited Sates atal.idf.il S Injection - Select From 8
173.192.81.82 |147.237.77.74 |Wited Sates lawidf.il SQ Injection - Select From 8
46.120.122. 219 |147.237.77. 216 I srael dover.idf.il Xenu Link Seuth Wser Agent 7
162. 223. 75. 194 [147.237.77.233|Wited Sates atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
93.174.91.29 147. 237. 72. 166 [Net her | ands aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
198. 167. 223.33 [147. 237. 76. 177 Ewms Kttsand | oeid.il  |ET SCAN NVAP -sS wi ndow 1024 1
185.29.11.182 [147.237.0.35 |Latvia akaws. i df il ET SCAN Potential SSH Scan 1
171.226.87. 189 |147.237.76.31 |V etnam nakchal .idf .il ET SGAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
108. 201 169. 14 |147 237 0.10  |United Sates v matal idfi ET SCAN Behavi pral Lhusual |y fast Terminal Server Traffic, Potentiah1
Scan or Infection

66.249. 65. 133  |147.237.76.86 |Lnited Sates navy. i df.il ET SCAN NVAP -sA (2) 1
180. 97.106. 37  [147.237.76. 176 |Chi na test.ncore.idf.i|ET SCAN Potential SSH Scan 1
37.220.14.234 |147.237.76.201 |United Kingdom [e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Sig nature Message Devi ce Action |Count
109. 67. 217. 115 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 25
88.231.54. 112 Tur key 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 20
83. 168. 250. 50 Sweden 147.237.77.74 lawidf.il dr op SAMrul e drop 18
41.185. 30. 48 South Africa 147. 237. 72. 156 anan. i df.il dr op SAMrul e drop 12
79.178. 254. 224 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 8
168. 144. 249. 54 Canada 147.237.77. 233 atal.idf.il dr op SAMrul e drop 6
83. 168. 250. 50 Sweden 147.237.77. 233 atal.idf.il dr op SAMrul e drop 6
80. 246. 130. 250 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 5
109. 128. 166. 15 Bel gi um 147.237.72. 166 aka. idf.il dr op First packet isn't drop 4
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
109. 65. 132. 101 | srael 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 3
109. 253. 210. 135 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 3
72.9.148.10 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
183. 129. 160. 229 Chi na 147.237.0. 17 mny-kosher-kravi .idf.il drop SAMrul e drop 2
79.178. 205. 129 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
192.117. 138. 210 | srael 147.237.77.176 nat pash. i df . i | dr op First packet isn't drop 2
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
66. 249. 66. 177 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 2
183. 129. 160. 229 Chi na 147.237.0.16 ny-kosher-kravi.idf.il drop SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.76. 34 yohal an. i df .il dr op SAMrul e drop 1
109. 253. 129. 185 | srael 147.237.72. 166 aka idf.il dr op First packet isn't drop 1
169. 229.3.91 Lhited Sates 147.237.0.19 nadi matal .idf.il drop SAMrul e drop 1
66. 249. 66. 177 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.0. 33 idf.il drop SAMrul e drop 1
109. 253. 132. 237 | srael 147.237.0.19 nadi matal .idf.il drop First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237. 76. 148 gacenter.aka. i df.il drop SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.0. 34 tikshuv.idf.il dr op SAMrul e drop 1
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
169.229.3.91 Lhited Sates 147.237.77. 19 lawforumidf.il dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.0. 35 akavs. i df.il drop SAMrul e drop 1
155. 178. 180. 11 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
88.231.54.112  |Turkey 147.237.77.216|dover. i df .i | Mil tipl e Unaut horized LRL Access from 88.231.54. 112 Bl ock 357
109. 253. 132. 237|l srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 211
89.139. 183. 2 I srael 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 6
109. 253. 217. 246 |1 srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
] - . D stributed Unaut hori zed Met hod for Known URL on
198. 223. 244. 239|lhited Sates |147.237.72.166 |aka. i df . il vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx Bl ock 2
Paraneter Type Mol ation
88.231.54.112 [Turkey 147.237.77. 216 |dover.i df .i | ct| 00$Cont ent P acekbl der 1SucArti cl eLobbyCont r ol $dat epi cker 1 in B ock 1
waw i df . i1/1133-he/ dover . aspx
212.25.69. 18 | srael 147.237.72. 156 |anan. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
77.138.135.41 |France 147.237.72. 156 |anman. i df . i | Ostributed Waut hori zed UR. Access on ww anan. i df . il /favi con.ico B ock 1
106. 38. 241. 105 |Chi na 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df .il/894-10677-en B ock 1
5.29.202. 121 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ atal . aspx Bl ock 1
Paraneter Type Mol ation
88.231.54.112 [Turkey 147.237.77. 216 |dover.idf . il ct1 00$Cont ent P acekbl der 1$ucArti cl eLobbyCont r ol $dat epi cker 1 in B ock 1
wan i df . i |/ 1415- he/ dover . aspx
. . D stributed Lhaut hori zed URL Access on
79.177.239. 105 |l srael 147.237.77.233|atal .idf il 147. 237.77. 233/ 1136- hel at al . aspx B ock 1
46.229.164. 102 [Lhited Sates |147.237.72. 156 |aman. i df .i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock 1
Paraneter Type Mol ation
88.231.54.112 [Turkey 147.237.77. 216 |dover.idf . il ct1 00$Cont ent P aceHbl der 1$ucNewsH ashCont r ol $dat epi cker 1 in B ock 1
wan i df . i |/ 1153- he/ dover . aspx
Paraneter Type Mol ation
88.231.54.112 |[Turkey 147.237.77. 216 |dover . i df . i | ct | 00$Cont ent P acetbl der 1$ucArt i cl eLobbyCont rol $dat epi cker1 in B ock 1
waw i df . i | /1362- he/ dover . aspx
- . Unaut hori zed Met hod PCST for
77.138.171.8 France 147.237.72.166 |aka. i df . i | voww aka, i df . |/ portal nil i it enpl at es/ i nner . asp B ock 1
. . D stributed Lhaut horized URL Access on
109.66.59.51  |Israel 147.237.77.233(atal .idf . il 147. 237.77. 233/ 1134- hel at al . aspx Bl ock 1
37.26.147.147 |israel 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Paraneter Type Mol ation
88.231.54.112 |[Turkey 147.237.77. 216 |dover . i df . i | ct| 00$Cont ent Pl acetHbl der 1$ucArti ¢l eLobbyCont rol $dat epi cker1 in B ock 1
waw i df . i |/ 1779- he/ dover . aspx
79.180.101. 85 [lIsrael 147.237.76.31 |nakchal .idf.il |Unauthorized HTTP Met hod Bl ock 1
] - . D stributed Unaut hori zed Met hod for Known URL on
66. 102. 9. 85 Lhited Sates |147.237.72.166|aka.idf.il o aka. i df . i | / nai v/ hore/ def aul t . aspx Bl ock 1
157.55.39.176 |lhited States [147.237.77. 216 |dover. i df . i | thaut hori zed R Access to wwidr, i1/1133- 19190-hef dover. asptf.c B ock 1
N NN YT
88.231.54.112 [Turkey 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df .il/894- he/ B ock 1
Paraneter Type Mol ation
88.231.54.112 [Turkey 147.237.77. 216 |dover. i df .i | ct| 00$Cont ent P acekbl der 1SucArti cl eLobbyCont r ol $dat epi cker1 in B ock 1
waw i df . i | /1379- he/ dover . aspx
77.237. 138. 202 g‘i%ri . 147.237.77. 234 |hal ag. i df i | Uhaut hor i zed LRL Access to / B ock 1
109. 67.128.70 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
46.120. 122. 219 |Israel 147.237.77. 216 |dover.idf .il Ml tipl e Unaut horized URL Access from 46. 120. 122. 219 B ock 1
Paraneter Type Mol ation
88.231.54.112 [Turkey 147.237.77. 216 |dover.idf .il ct1 00$Cont ent P acekbl der 1$ucArti cl eLobbyCont r ol $dat epi cker 1 in B ock 1
wawy i df . i | /1781- he/ dover . aspx
Lhited - - Unaut hori zed URL Access to
81.109.65.38 Ki ngdom 147.237.77. 216 [dover . i df . i | waw i df . i1/ hebrew organi zati on/ ti kshuv/i ndex. ht m NN Bl ock !
66. 249. 66. 177 | srael 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ 1587- 14531- he/ dover . aspx |B ock 1
180. 76. 15. 26 Chi na 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76.42/ styl e/ 1. he/ | angst yl e. css Bl ock 1
Paraneter Type Mol ation
88.231.54.112 |[Turkey 147.237.77. 216 |dover . i df . i | ct | 00$Cont ent P acetbl der 1$ucArt i cl eLobbyCont rol $dat epi cker1 in B ock 1
waw i df . i | /1380- he/ dover . aspx
77.237.146. 28 (FZpeu?:)Ihl c 147.237.77.234|hal ag. i df . il Distributed Wauthorized URL Access on / B ock 1
. . Unhaut hori zed URL Access to
46.120.122.219 |[Israel 147.237.77. 216 |dover.idf . il Lidf i 171133 16389- hel dover . aspx</ span Bl ock 1
Paraneter Type Mol ation
88.231.54.112 [Turkey 147.237.77. 216 |dover.idf .i | ct1 00$Cont ent P acetbl der 1$ucArti cl eLobbyCont r ol $dat epi cker1 in B ock 1
waw i df . i |/1806- he/ dover . aspx
77.138.28.229 |France 147.237.72. 156 |anan. i df . i | D stributed Uhaut hori zed LRL Access on v anan. i df.il/favicon.ico B ock 1
91.151. 138. 133 |Georgia 147.237.72.156 |anan. i df . i | D stributed Lhaut hori zed LRL Access on v anan. i df.il/favicon.ico B ock 1
Paraneter Type Mol ation
88.231.54.112 |[Turkey 147.237.77. 216 |dover . i df . i | ct | 00$Cont ent P acetbl der 1$ucArt i cl eLobbyCont rol $dat epi cker1 in B ock 1
waw i df . i | /1381-he/ dover . aspx
79.177.222.237 [israel 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to 147.237. 77. 234/ i mages/ shar ed/ bul | et 1. gi B ock 1
Unknown Par anet er
46.121.86.209 |Israel 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenP! acetHol der $passwor dUpdat e$t xt Password in  [None 1
ww aka. i df . i | / nai n/ gi yus/ updat euser det ai | s. aspx
. . D stributed Lhaut hori zed URL Access on
109. 253. 132. 237 |l sr ael 147.237.77. 233 |atal .idf .il 147. 237.77. 233/ 1134- hel at al . aspx Bl ock 1
Paraneter Type Mol ation
88.231.54.112 [Turkey 147.237.77. 216 |dover.idf .i | ct1 00$Cont ent P acetbl der 1$ucArti cl eLobbyCont r ol $dat epi cker1 in B ock 1
waw i df . i | /1842-he/ dover . aspx
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