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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
151. 80. 108. 148 France 147.237.76. 38 e.e.neitav.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1 ure Devi ce Action |Count
96. 251. 45. 13 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
106. 38. 241. 105 Chi na 147.237.72. 166 aka.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per it 3
51.255.51. 7 France 147.237.77. 216 dover.idf.il |Cl000074: HITP. majestic bot Permit 2
46.165. 197. 141 Ger many 147.237.77. 216 dover.idf.il |Cl000074: HTTP. majestic bot Per mit 2
212.47.231.31 France 147.237.77. 216 dover.idf.il [Cl000074: HITP. najestic bot Per nit 2
106. 120. 188. 69 Chi na 147.237.72.166  |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per nirt 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

96. 251. 45. 13 147.237.77.74 |Wnited Sates [lawidf.il SQ Injection - Select From 18
182.110.12.19 |147.237. 77. 216 |Chi na dover.idf.il LOCAL RULES - Request with the string install.phpinit 2
80. 246. 120. 95 |147. 237 77 2331 57 ael atal id il ET DO5 Large anmount of TCP ZeroWndow - Possible Nkiller2 DDos 5
attack
218. 204. 153. 227|147. 237. 76. 197 |Chi na e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.172.71.251 |147.237.0.35 |Wkraine akavs. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
213.57.161. 221 |147.237.72.166 | srael aka.idf.il SER\/ER APAO_E_ Apache nod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
180.97.106. 37  [147.237. 72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
178. 220. 147. 151|147. 237. 76. 38 eemeitav.idf.il [ET SCAN NVAP -sS w ndow 1024 1
88.249.106.23 |147.237.8.50 |Turkey etikshuv.idf.il |ET SCAN NVAP -sS w ndow 1024 1
221.226.31.210 [147.237.77.61 |China e.cogat.idf.il ET SCAN NVAP -f -sS 1
66.249.66. 169 |147.237.76.30 |Wiited Sates |hinush.idf.il ET SCAN NVAP -sA (2) 1
221.6.32.82 147.237.77.61 |China e.cogat.idf.il ET SCAN NVAP -f -sS 1
58. 218. 204. 245 |147.237. 76. 148 |Chi na gacenter. aka i df.i[ET SCAN Potential SSH Scan 1
218. 204. 153. 227|147. 237. 76. 196 |Chi na esvivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
46.120.122.219 |147.237.77. 216 (I srael dover.idf.il Xenu Link S euth User Agent 1
198. 20. 69. 74 147.237.76.44 |Uhited Sates |erefuah.idf.il |ET DRCP Dshiel d B ock Listed Source 1
180. 97. 106. 37  |147.237.76.31 |China nakchal . i df il ET SCAN Potential SSH Scan 1
178. 220. 147. 151|147. 237. 76. 38 eeneitav.idi.il [ET SCAN NVAP -sS wi ndow 3072 1
124, 216, 184, 111|147 237 76,30 |Or€& Republic | . ET SI:AN Behavi oral Uwsual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
91.125.184. 101 |147.237.77.74 Ei"intgegom lawidf.il Tehila - Perl LWP wth fake user agent 1
221.226.31.210 [147.237.77.61 |thina e.cogat.idf.il ET SCAN NVAP -sS w ndow 2048 1
221.6.32.82 147.237.77. 61 |[China e cogat.idf.il ET SCAN NVAP -sS w ndow 2048 1
62.219.119.92 |147.237.76.42 |lIsrael refuah.idf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Count
158. 85. 253. 245 Lhited Sates 147.237.76. 31 nakchal .idf.il dr op SAMrul e drop 24
66. 96. 128. 60 Lhited Sates 147.237.77.233 atal .idf.il drop Frst packet isn't SYN |drop 18
109. 65. 132. 101 I srael 147.237.72. 156 anan. i df.il drop First packet isn't SYN |drop 6
155.178. 180. 11 Lhited Sates 147.237.77.216 dover.idf.il drop Frst packet isn't SYN |drop 5
188. 247. 78. 103 Jor dan 147.237.77.176  |natpash.idf.il drop First packet isn't SN |drop 4
212. 143.142.56 I srael 147.237.77.216 dover.idf.il drop First packet isn't SYN |drop 3
5.102. 124. 138 Pal estinian Territory, Qcupied 147.237.77.176 nat pash. i df . i | drop Frst packet isn't SYN |drop 2
2.55.49.2 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SYN |drop 2
216.243.31.2 Lhited Sates 147. 237. 0. 200 mu. i df il drop drop 1
183. 129. 160. 229 Chi na 147.237.77. 176 nat pash. i df . i | dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.77. 233 atal .idf.il dr op SAMrul e drop 1
176. 13. 238. 213 I srael 147.237.77. 243 nobi le.idf.il drop First packet isn't SYN |drop 1
61. 90. 48. 136 Thai | and 147.237.77.216 dover.idf.il drop Frst packet isn't SYN |drop 1
183. 129. 160. 229 Chi na 147.237.77. 178 e. natpash.idf.il dr op SAMrul e drop 1
141. 212. 122. 80 Lhited Sates 147.237.0. 33 idf.il drop drop 1
183. 129. 160. 229 Chi na 147.237.0. 35 akaws. i df .il drop SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.77. 179 e.nazi.idf.il dr op SAMrul e drop 1
141. 212. 122. 95 Lhited Sates 147.237.0. 33 idf.il drop drop 1
191. 96. 249. 18 Gile 147.237.0. 200 mu. i df il dr op drop 1
183. 129. 160. 229 Chi na 147.237.8. 28 e.nobi l e-ks.idf.il dr op SAMrul e drop 1
66. 240. 192. 138 Lhited Sates 147.237.0. 33 idf.il drop drop 1
183. 129. 160. 229 Chi na 147.237.77. 205 prisha.idf.il drop SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.77. 170 naar achot . i df . il dr op SAMrul e drop 1
79.177.183. 186 I srael 147.237.77.216 dover.idf.il drop First packet isn't SYN |drop 1
183. 129. 160. 229 Chi na 147.237.77.216 dover.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
84.108.92.230 |Israel 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 99
182.110.12.19 |[China 147.237.77. 216 |dover . i df . i | PHP Attenpt Bl ock 44
182.110.12.19 |China 147.237.77. 216 |dover.idf . il Ml tipl e Unauthori zed URL Access from 182.110. 12. 19 Bl ock 43
37.26.146.160 |lsrael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 32
37.26.146.144 |israel 147. 237.77. 243 |nobi | e. i df . i | ﬁbﬁn:t o T?’Ipfszcﬁ;f‘; Lﬁgngiﬁﬁmd in Bl ock 8
46. 19. 86. 241 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 7
172.89.91.185 |Uhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCST for www aka. i df.il/mai n/ sachar/kl al i . aspx Bl ock 4
2.53.29.123 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode Bl ock 3
87. 69. 36. 223 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 3
109. 253. 229. 104|I srael 147.237.0.19 |nadimatal .idf.i| [Dstributed Suspicious Response Code B ock 3
46. 116. 22. 97 I srael 147.237.77. 216 |dover . i df . i | Unaut hor i zed HTTP Met hod B ock 2
157.55.39.131 |uited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wanidf.il/error. htm Bl ock 2
213.204.104. 31 |Lebanon 147. 237.72. 166 |aka. i df . i | mu;?zgéﬂ /'\gto?ﬂgrﬁr;j’;ef it ssp Bl ock 2
46.116. 22. 97 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed LRL Access to waw i df.il/sip_storagelfiles/8/size220x0/ |B ock 2
79.180.231. 141 |[Israel 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Qode Bl ock 2
77.138.109.38 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod POST for waw aka. i df.il/ml uind Bl ock 2
104. 128. 144. 131|Canada 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to 147.237. 72. 156/ redi rect . php Bl ock 1
77.138.243.23 |France 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to vww anman. i df.il/favicon.ico Bl ock 1
208.115.113.89 |United Sates [147.237.77.216|dover. i df il E;f‘;'te:'gi;e:ntﬁ Abcess L0 vt [ . 11/ netsi Lef engl | s sal ah. st B ock 1
5.29.181. 69 | srael 147.237.72.166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df .il/nain/ B ock 1
84.109. 2. 122 I 'srael 147.237.72. 167 |i shuri maka. i df . i ||Untraceabl e SSL Sessions: Qpen Mde None 1
68.180.228.185 |lhited Sates [147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin wa i df . i|/1381- he/ dover . aspx Bl ock 1
37.46.34.192 I srael 147.237.77.243|nobi l e. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
104. 128. 144. 131|Canada 147. 237. 76. 147 |chi nuch. aka. i df . i [|Unaut hori zed URL Access to 147.237.76. 147/ redi rect . php B ock 1
77.139. 5. 142 France 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ f avi con. i co B ock 1
31.154.81.7 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for waw aka. i df.il/ Bl ock 1
85.55.112. 138 |Spain 147.237.72. 166 |aka. i df . i | a’;: ;Ii(:.uitjfd_ ilﬂa:;hn‘;rriozr;‘/j d';f;t??.;‘s’:)xmov‘” WL on B ock 1
68.180.230.158 |Uhited Sates |147.237.0.15  |Kosher-kravi.idf. i V\Lhw?\zult(cr)]sorr\;rz-elﬂ ab}?._ig(f:?ielslst ::-r?pl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
182.110.12.19 |China 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to wwy i df.il/11m php B ock 1
37.142.70.103 |[lIsrael 147.237.77.74 [lawidf.il marzf,\,eir d?iple/\zﬁlgl-ﬁtei/ggt ’;A:t iﬁ;eader 18ucheader Sear chdtxt Search in g ock 1
109. 67.128.70 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
66. 102. 9. 95 lhited Sates |147.237.72.166 |aka. i df . il VE:,;:;L:_“:(;O'_ iﬂa#;hnc/’rriozr;? d';f;ﬂff;;’;xmo"‘” UL on Bl ock 1
217.132.12.62 |lsrael 147.237.72.166 |aka. i df . i | Unhaut hori zed Met hod PCST for v aka. i df.il/mai n/ sachar/about.aspx |B ock 1
37.26.146. 144 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
176.13.7.38 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
87.68. 43. 213 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
193. 150. 8. 113 zi;gegom 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for ww aka. i df.il/main/kapat z/ Bl ock 1
37.142.251. 135 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock

109. 67.211. 187 |Israel 147.237.77.216 |dover. i df . i | D stributed Whaut hori zed URL Access on v idf.il/https:/wwidf.il/ |B ock 1
80.246.133.52 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock

66.249. 65.182 I srael 147.237.76.42 |refuah.idf.il ﬂ?_‘”zg;’_r;éefzﬁdpeﬁ‘;f;egf dat e cker . css Bl ock 1
182.110.12.19 |China 147.237.77.216|dover. i df .i | Admin Bl ocki ng B ock 1
77.138.135.45 |France 147.237.76.42 |refuah.idf.il Unaut hor i zed Met hod PCST for 147.237.76. 42/ B ock 1
207.46.13.9 Lhited Sates |147.237.72.166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
2.53.148.38 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 1
66.249.79.174 |Israel 147.237.0.19 |nadimatal .idf.il [Wauthorized URL Access to madimatal .idf.il/robots. txt B ock 1
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