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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
109. 253. 129. 204 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 10
79.177.171. 45 | srael 147.237.72. 167 i shurimaka.idf.il|B ack List drop 3
79.177.171. 45 | srael 147.237.72. 166 aka.idf.il B ack List dr op 3

208. 100. 26. 228 Lhited Sates 147.237. 76. 196 e.svivaidf.il B ack List drop 1
185.94.111.1 Russi an Federation 147.237.76. 196 e.sviva.idf.il B ack List drop 1
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|Top Attackers In IPS|

A tacker Act)tu?]ctkre; ’Target Address |Site ’S’ gnature

66.96.128.60 |Lhited Sates 147.237.77.233|atal .idf.il |3808: HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 6
85.94.76. 17 CGoatia 147.237.77.74 [lawidf.il |5670: HITP. SQ Injection (SALECT) B ock 6
66.96.128.60 |[Lhited Sates 147.237.77.233|atal . i df.i| [5670: HITP. SQ Injection (SELECT) B ock 6
66.96.128.60 |Lhited Sates 147.237.77.233|atal .idf.i| |6134 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 6
187.17.109. 111 |Brazil 147.237.77.74 [lawidf.il |5670: HITP. SQ Injection (SALECT) B ock 5
82.185. 179. 152 |Italy 147. 237.77. 216 |dover . i df .i | \ZAZJIOr?:r:ain-irirth Joomta | mage Manager fol der Renane Security Bypass H ock 4
82.185.179. 152 |italy 147.237.77. 216 |dover . i df . i []13375: HTTP. Joom a Conponent JCE BOT for JCE B ock
187.17.109. 111 |Brazil 147.237.77.74 [lawidf.il |9785 HITP. SQ Injection (Referer Header) B ock
51.255.65.30 |France 147.237.76.42 |refuah. i df . i|Cl000146: HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66. 96. 128. 60 147.237.77.233|Wnited Sates  |atal.idf.il A Injection - Select From 20
187.17.109. 111 |147.237.77.74 |Bazl lawidf.il SQ Injection - Select Fom 8
85.94. 76. 17 147.237.77.74 |Qoatia lawidf.il S Injection - Select Fom 8
185. 118. 65. 230 |147.237.0.33 |Ssian idf il ET SCAN NVAP -sS wi ndow 1024 4
Feder at i on
185. 118. 65. 230 |147. 237. 8. 27 ?éj;:ﬂm e.nadimatal .idf.i [ET SCAN Potential VNC Scan 5900- 5920 2
82.185.179. 152 |147.237.77.216|Italy dover.idf.il Tehila - Perl LW with fake user agent 2
72.252.249. 125 |(147.237.0.15 [Jamaica kosher-kravi.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
54. 205. 154. 137 [147.237.76.34 |thited Sates yohal an. i df .| ET SCAN NVAP -sS w ndow 2048 1
180.97.106. 37  |147.237. 76. 147 |Chi na chinuch. aka.idf.il |ET SCAN Potential SSH Scan 1
112. 217. 150. 112|147, 237. 76. 196 ok‘f’rea Republic o ovivaidf il ET SCAN Potential SSH Scan 1
112. 217. 150. 112|147. 237. 76. 38 Okfrea’ Republic o o nwitav.idf.il |ET SCAN Potential SSH Scan 1
93.174.91. 29 147. 237.76. 34 |Nether| ands yohal an. i df . il ET SCAN NMAP -sS wi ndow 1024 1
72.252.249.125 |147.237.0.19 |Jamica nadi matal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
_ o ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
187.55. 156. 137 |[147.237.76.31 |Brazil nakchal . i df il ) 1
Potential Scan or Brute Force
66.249. 93. 107  |147. 237. 77. 216 |Eur ope dover.idf.il ET SCAN NVAP -sA (2) 1
185. 118. 65. 230 [147. 237. 8. 27 gj;:lnim e.madi matal .idf.i [ET SCAN Rapi d | MAPS Gonnections - Possi bl e Brute Force Attack 1
54, 205. 154. 137 [147.237.76.34 |Uited Sates yohal an. i df . il ET SCAN NMAP -sS wi ndow 3072 1
54.205. 154. 137 [147.237.76.34 |thited Sates yohal an. i df .| ET SCAN NVAP -f -sS 1
113 99.30. 103 |147. 237 76.86 |ani na o, df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . . | N N .
W Potential Scan or Brute Force
112. 217. 150. 112|147, 237. 76. 44 Okfrea Republic |0\ otuah idf.il  |ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.76. 202 |Net her| ands e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
72.252.249. 125 |(147.237.0.34 |Jamaica tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste ‘Signature‘ Message

89.119.251.40 |ltay 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
82.132.226.117 |United Kingdom |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 11
66. 249. 81. 215 :32::1”' on 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 5
31.161.138. 180 |[Netherlands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
46. 19. 85. 206 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
66.249. 81. 218 |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
84. 95. 208. 20 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
176. 77. 80. 235 gcsj:;:ﬂ on 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
124.253. 111. 185]Indi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
80.246.133.62 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
37.26.149.137 |lsrael 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
176. 13. 233. 79 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop 2
109. 65. 254. 181 |l srael 147.237.72. 156 |anan.i df .i| drop Frst packet isn't SYN drop 2
188. 255. 27. 120 :32::1”' on 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 2
109. 253. 128. 15 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
46. 73. 187. 30 gcsj:;:ﬂ on 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
5.228.186. 28 gz::;”ion 147.237. 77. 216 |dover.idf .i | drop First packet isn't SYN drop 2
85. 130. 245. 156 |l srael 147.237.72. 166 |aka. i df .il drop First packet isn't SYN drop 1
183. 129. 160. 229|Chi na 147.237.76.39 |[nobile neitav.idf.il dr op SAMrul e drop 1
176. 13. 237.136 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 1
109. 253. 142. 188|l srael 147.237.77. 243 |nobi le.idf . il dr op First packet isn't SYN drop 1
180. 97.106. 37  |Chi na 147.237.77.74 |lawidf.il drop SAMrul e drop 1
176.13.225.40 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
183. 129. 160. 229|Chi na 147. 237. 76. 147 |chi nuch. aka. i df .i | drop SAMrul e drop 1
180. 97. 106. 37  |Chi na 147.237.77.235|sviva.idf.il dr op SAMrul e drop 1
66.249. 66.177 I srael 147. 237.77. 216 |dover. i of .i | drop gs:sfgée‘j post SYN packet - RST or SN drop 1
180. 97. 106. 37 Chi na 147.237.0. 15 kosher-kravi .idf.il dr op SAMrul e drop
141.212.122.82 |lhited Sates 147.237.76. 148 |ggcent er. aka. i df . i | drop drop

180. 97. 106. 162 |Chi na 147.237.0.17 Im"y' kosher-kravi.idf.1 14 o SMrule drop 1
176. 13. 236. 105 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
191.96.249.18 |Ghile 147.237. 76. 148 |gqcenter. aka. i df .i | drop drop 1
180. 97. 106. 37  |Chi na 147.237.76.42 |refuah.idf.il drop SAMrul e drop 1
141.212.122.83 |lhited Sates 147.237. 76. 148 |gqcenter. aka. i df .i | dr op drop 1
183. 129. 160. 229|Chi na 147.237.72. 156 |anan. i df .i | dr op SAMrul e drop 1
176. 13. 236. 186 |l srael 147.237. 72. 156 |anan.i df . il dr op First packet isn't SN drop 1
109. 253. 141. 177l srael 147.237.77. 243 |nobi le.idf .il dr op First packet isn't SN drop 1
180. 97.106. 37  |Chi na 147.237.76.200 |eitan. aka.idf.il drop SAMrul e drop 1
157.55.39.176 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
211.162.33.63 |China 147.237.77. 216 |dover. i df . i | Mil tipl e Unaut horized URL Access from 211. 162. 33. 63 B ock 17
211.162.33.63 [China 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt Bl ock 6
66. 249. 85. 41 I srael 147.237.77. 216 |dover.idf.il Ostributed Unhaut horized URL Access on waw i df.il/error.htm Bl ock 5
89. 138. 189. 246 |l srael 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code B ock 5
66. 249. 85. 51 I srael 147.237.77. 216 |dover . i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error.htm Bl ock 5
66.249.81.218 |[Israel 147.237.77. 216 |dover.idf . il Ostributed Unhaut hori zed URL Access on waw i df.il/error.htm Bl ock 3
185.32.179.64 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 244. 76 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in LR Bl ock 2
66. 249. 85. 46 I srael 147.237.77. 216 |dover.idf . il Ostributed Unhaut horized URL Access on waw i df.il/error.htm Bl ock 2
149. 202. 82. 236 |France 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Unaut horized URL Access from 149. 202. 82. 236 B ock 2
199. 212.215.11 |Canada 147.237.77.74 |lawidf.il mult 2\?;; ﬁffji ﬁog‘?:_c:s/sp;tozar_ aspxioar agr aph 0 Bl ock 2
2.53.28.146  [Israel 147.237.76.31 [nakchal .idf.i| [frameer Dpe Molan on serch in aspx B ock 2
91.38.104.6 Ger many 147.237.72. 166 |aka. i df . i | m;zﬂt gfd. illj}arf;hnc/’rgozni? dﬁ;ﬁf?;’;}(m’m R on Bl ock 2
157.55.39.131 |lhited Sates [147.237.77.216|dover.idf.il Ostributed Waut hori zed URL Access on waw i df.il/error. htm Bl ock 2
2.53.189. 65 | srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code Bl ock

109. 253. 141. 177|I srael 147.237.77.243|nobi | e. i df . i | Suspi ci ous Response Code Bl ock
68.180.229.39 [Lhited Sates |147.237.76.31 [nakchal .idf.il marr:ztk%w%? '\i'il‘j'fﬂf_”hg‘lgaeﬁﬁgizspx B ock 1
66. 249. 65. 176 |l srael 147.237.76.31 |nakchal .idf.il |Unhauthorized URL Access to 147.237.76. 31/ robots. t xt Bl ock 1
164. 138. 117. 243|I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wawidf.il/https: /v idf.il/ Bl ock 1
85. 250. 106. 217 |l srael 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed URL Access on wwidf.il/https: /v idf.il/ Bl ock 1
31.154.19.5 I srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 31.154.19.5 Bl ock 1
82.102.169. 113 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 76. 33 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ eitan/ prati mpirteychayal / |B ock 1
179.182.219. 73 |Rrazil 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for waw aka.idf.il/mai n/sachar Bl ock 1
87.71.6.148  [Israel 147.237.77. 234 |hal ag.i df . i | ?4? r2|33m73d2;2?:];:3:;2?161%/&??? 1‘_’% . Bl ock 1
31.154.19.5 I srael 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to www i df.il/inages/ 1. he/trigger. png Bl ock 1
211.162.33.63 [China 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to waw i df.il/index. asp Bl ock 1
84. 94. 64. 65 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df . i|/mai n/ sachar/ undef i ned B ock 1
66. 249. 76. 52 I srael 147.237.72. 166 |aka. i df . i | Unknown Par aneter SearchParamin www aka. i df . i |/ nai n/ sachar/ None 1
46.19. 86. 63 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code Bl ock 1
149. 202. 82. 236 |France 147.237.77. 176 [mat pash. i df . i]  |Uhauthorized UR. Access to ww cogat. i df.il/894-en/index. rdf Bl ock 1
84.94.167.191 |[lIsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in URL Bl ock 1
66.249.81.215 |[Israel 147.237.77.216|dover.idf . il Ostributed Wnaut hori zed URL Access on waw i df.il/error.htm Bl ock 1
66.249.93.103 |[Israel 147.237.77. 216 |dover . i df . i | Ostributed Whaut hori zed URL Access on waw i df.il/error.htm Bl ock 1
52.30.171.229 |[Irel and 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to / B ock 1
84.95.208.20  [Israel 147.237.76.200 [ei tan. aka. i df . i | mn;\qna:aarkin?fi ;Sf;;,g.hg;x;i tial:l. aspx None 1
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