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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
80. 12. 34. 230 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 90

109. 253. 133. 72 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
2.55.43.111 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 8

176. 13. 244. 140 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4

156. 202. 145. 7 Egypt 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
222.186.34.73 Chi na 147.237.77. 243 nobi | e.idf.il JLMPurple Gon Limt_Tcp drop 1

82.80. 78.2 | srael 147.237.77.176 nat pash. i df .| B ack List drop 1
185.94.111. 1 Russi an Federation 147.237. 76. 147 chinuch. aka.idf.il |B ack List drop 1
185.94.111.1 Russi an Federation 147.237. 76. 202 e halag.idf.il B ack List drop 1




08-18-2016-17:04:05 to 08-18-2016-18:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount

5.9. 88.103 Ger many 147. 237.76. 42 refuah.idf.il C1000074: HITP. naj estic bot Per nit 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
186. 240. 163. 110|147. 237. 77. 216 |Brazi | dover.idf.il Xenu Link Seuth User Agent 2
222.186.34.73 |147.237. 76. 200 |Chi na eitan aka idf.il ET SCAN Potential SSH Scan 1
> 186. 145208 |147 237 828 |!ran Isianic o robil ks, idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net 1
' Republ i c of (onnections, Potential Scan or Brute Force
222.186.34.73 |147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
222.186.34.73 |147.237.0.16 |thina ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
198. 57. 97. 98 147.237.72. 217 |Wnited Sates eidf.il ET SCAN NVAP -f -sS 1
186. 105. 157. 155(147. 237. 76.30 |Qiile hi mush. i df .i | ET SOAN Behavi oral Uhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
94.102.48.195 |[147.237.8.45 |[Netherlands eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
87.236.194. 161 |147.237.77.226 |Czech Republic wwwy chanat z. aka. i df . il |ET SCAN NVAP -sS wi ndow 1024 1
82.81.129.192 |147.237.72. 166 |l srael aka idf.il portscan: TGP O stributed Portscan 1
37.220.14.234 |147.237.77.226|United Kingdom [wwuchanatz. aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
222.186.34.73 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
> 80.217 6 147.237.0.35  |Fortuga akavs. i df il ET SOAN Behavi or al pwusual Iy fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
222.186.34.73 |147.237.76.38 [China e.eneitav.idf.il ET SCAN Potential SSH Scan 1
198. 57. 97. 98 147.237.72.217 |Lited Sates eidf.il ET SCAN NMAP -sS wi ndow 2048 1
106. 186. 20. 183 [147. 237. 76. 177 |Japan ncore.idf.il ET SCAN Potential SSH Scan 1
87.241.170.137 |147.237.8.28 |Arnenia e.nobi | e-ks.idf.il ET SOAN Behavi oral Lhusual 'y fast inbound Tel net 1
onnections, Potential Scan or Brute Force
84. 95. 3. 134 147.237.77. 216 |I srael dover.idf.il portscan: TGP DO stributed Portscan 1
66.249.66. 177 |147.237.77.216|Wited Sates dover.idf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount |
77.87.224.100 Ger many 147.237.77.216 |dover.idf.il drop Frst packet isn't drop 451
79. 182. 150. 42 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 21
66. 249. 81. 215 Russi an Federation 147.237.77.216 |dover.idf.il drop First packet isn't drop 12
188. 120. 148. 172 |l srael 147.237.77.216 |dover.idf.il drop Frst packet isn't drop 7
66. 249. 81. 212 Eur ope 147.237.77.216 |dover.idf.il dr op Frst packet isn't drop 6
83. 168. 250. 50 Sweden 147.237.77.233 |atal.idf.il drop SAMrul e drop 6
109. 253. 139. 154 |l srael 147.237.77.216 |dover.idf.il drop Frst packet isn't drop 5
46. 60. 68. 63 Pal estinian Territory, Qcupi ed 147.237.77.176 |natpash.idf.il dr op Frst packet isn't drop 4
77.138.52.97 France 147.237.77.216 |dover.idf.il drop First packet isn't drop 4
52. 16. 5. 197 Irel and 147.237.77.216 |dover.idf.il drop Frst packet isn't drop 4
66. 249. 81. 218 Eur ope 147.237.77.216 |dover.idf.il dr op Frst packet isn't drop 3
88. 202. 218. 230 United Ki ngdom 147.237.77.216 |dover.idf.il dr op First packet isn't drop 2
54.72.0.55 Irel and 147.237.77.216 |dover.idf.il drop Frst packet isn't drop 2
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
109. 253. 140. 17 | srael 147.237.72.167 |ishurimaka.idf.il drop First packet isn't drop 2
31.10.171. 3 Sni t zer| and 147.237.77.216 |dover.idf.il drop Frst packet isn't drop 2
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
84. 95. 208. 20 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
180. 97. 106. 37 Chi na 147.237.0.34 tikshuv.idf.il drop SAMrul e drop 1
169. 229. 3.91 Lhited Sates 147.237.0.16 ny- kosher-kravi .idf.il drop SAMrul e drop 1
180. 97. 106. 37 Chi na 147.237.72.166 |aka. idf.il drop SAMrul e drop 1
109. 226. 40. 40 | srael 147.237.77.216 |dover.idf.il drop Frst packet isn't drop 1
192. 40. 95. 10 Fi nl and 147.237.76. 148 |gqcenter.aka idf.il drop drop 1
173.252.120. 116 |Whited Sates 147.237.77.216 |dover.idf.il drop First packet isn't drop 1
180. 97. 106. 161 Chi na 147.237.77. 233 atal.idf.il dr op SAMrul e drop 1
176. 13. 23. 99 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
54.72.73.168 Irel and 147.237.77.216 |dover.idf.il drop First packet isn't drop 1
180. 97. 106. 162 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il drop SAMrul e drop 1
66. 249. 81. 218 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
176. 13. 243. 185 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 1
59. 93. 44. 152 I ndi a 147.237.77.216 |dover.idf.il drop Frst packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.72. 167 ishurimaka.idf.il dr op SAMrul e drop 1
109. 253. 223. 82 | srael 147.237.72.156 |aman.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . il Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 103
176.228.2.175 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 103
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df . il Ml tiple Unauthorized URL Access from 84.95. 208. 20 B ock 84
2.53.24. 245 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 32
2.53.30. 190 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 13
66.249.81.215 |[Israel 147.237.77.216|dover.idf .l Ostributed Wnaut hori zed URL Access on waw i df.il/error. htm B ock 8
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 8
46. 19. 86. 166 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 7
84. 95. 208. 20 I srael 147.237.77.233|atal .idf .il PHP At t enpt B ock 6
89. 138. 189. 246 |l srael 147.237.72. 156 |aman. i df . i | Suspi ci ous Response Code B ock 5
66.249.81.212 |Israel 147.237.77.216|dover . i df . il D stributed Lhauthorized URL Access on waw idf.il/error.htm B ock 4
66.249.81.218 |[Israel 147.237.77.216|dover.idf .l O stributed Wnaut hori zed URL Access on waw i df.il/error. htm B ock 4
2.53.137.33 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
157.55.39.176 |Wited Sates [147.237.77.216|dover.idf .il D stributed Lhauthorized URL Access on wawidf.il/error.htm B ock 2
46.19. 86. 57 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
84. 95. 208. 20 | srael 147.237.77.216|dover.i df . il PHP Att enpt B ock 2
46.19.86.166 | srael 147.237.0.19 |nadimatal .idf.il mur:]hatoraij ?fg”uﬁnfb?fjtégpl s/ cat ol og/ cat o 0, 45D Bl ock 2
66.249.93.82  |Israel 147.237.77. 234 |hal ag. i df . i | ﬂ?f‘tzgg'r;;egsﬁmpggj;h;oe &bul et L i Bock |1
66. 240. 236. 119 |Lhited Sates |147.237.76.30 |hi nush.idf.il Uhaut hori zed URL Access to 147.237.76. 30/ robot s. t xt B ock 1
204.79.180.37 |Uhited Sates |147.237. 72. 166 |aka. i df . i | cnaut fort zed u'\i,er;?::plﬂll; er. asp Bock |1
87.69.139. 165 I srael 147.237. 72. 166 |aka. i df . i | L'u'reciasl ’ i%’tagegfinz:a;:g;egoibgcﬁi/ fm’j IV kapat 2/ r es#012 Bl ock 1
82.102. 169. 113 |l srael 147.237.77.216|dover.i df .l O stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 1
66.249.76.122 I srael 147.237.0.17 (rjnf ,r?T osher-kravt Lilrr?filos':r:aerra}rﬁ:\;i E|n:j:de: r?a; rja?(/ic? eat ecapt chai nage. aspx None !
176. 13. 23. 99 I srael 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx |Bl ock 1
46.19. 86. 63 I srael 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code B ock 1
68.180.228.99 [Lhited Sates [147.237.77.74 |lawidf.il m“tn';(g’r: fo’i ﬁoﬁii)?séjcto?e/ doc._mr/ doc._mr . asp B ock 1
Unaut hori zed URL Access to
66.249. 64. 161 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df . i1/ sites/resources/ kamar/ styl es/inport/bottormmavi gat |B ock 1
on. asp
89. 138. 189. 246 |[lIsrael 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unaut horized URL Access from 84.95.208. 20 B ock
68.180. 230. 223 |Lhited Sates 147.237.77.74 [lawidf. il mﬂt:xrildzfé?l ﬁnpplcgleesss/ sth(;r ed/ user control s/ | obbyi nf ocent eri t ent Bl ock !
66.249. 66. 177 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
2.53. 145. 151 I srael 147.237.72. 156 |aman. i df . i | SSL Wntraceabl e Connection - Qoen Mde None 1
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Distributed PHP Attenpt Bl ock 1
178. 255. 215. 87 |France 147.237.72. 156 |aman. i df . i | Lhaut hori zed URL Access to wmw anan. i df.il/robots. txt B ock 1
2.53.15. 214 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mvde None 1
79.179.39.147 |Israel 147.237.77. 243 |nobi | e. i df . i | :;;“It:?'&fsz , g;‘eggrcﬁim s/ i st chi | ddocurent s 1431 Bl ock 1
66. 249. 76. 51 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to wan aka.idf.il/valtam B ock 1
104. 128. 144. 131|Canada 147.237.77. 226 }IW\TAII chanat z. aka. i d Unaut hori zed URL Access to 147.237.77. 226/ r edi rect. php B ock 1
40.77.167.8 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
84. 95. 208. 20 | sr ael 147.237.76.86 |[navy.idf.il Ml tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 1
46.120.22.151 |Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
193. 150. 8. 107 E?i;;gom 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for ww aka. i df.il/main/ kapat z/ B ock 1
81. 163. 65. 28 gj::;”i o 147.237.72. 166 |aka. i df . i | m ;L;’_“it;d_ iLIJ}artgihn(;rr:oZnic/j d’;f;ﬂ??_;ggxmo‘m UL on Bl ock 1
66.249.76.58  |Israel 147.237.72. 166 |aka. i df . i | O stributed hauthori zed LR. Access on B ock 1

147.237. 72. 166/ r obot s. t xt
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