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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
123. 59. 59. 52 Chi na 147.237.76. 39 nobi | e. nei tav. i df . il|{bl ock-sp-trafl forward 2
93. 158. 200. 92 Net her | ands 147.237.76. 38 e.eneitav.idf.il B ack List drop 1
185.94.111.1 Russi an Federation 147.237. 76. 148 gocenter.aka. i df.il |B ack List drop 1
27.33. 20. 47 Australia 147.237.76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn |drop 1
108. 233. 154. 81 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
185.94. 111. 1 Russi an Federation 147.237.76. 177 ncore.idf.il B ack List drop 1
61.139.54. 71 Chi na 147.237.77. 74 lawidf.il JLMPurple Gon Linit_Tcp drop 1
123. 59. 59. 52 Chi na 147.237.0. 15 kosher-kravi.idf.il |bl ock-sp-trafl forward 1
77.87.224.100 Ger nany 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
91.121. 86. 136 France 147.237.76. 42 refuah.idf.il [Cl000074: HITP. najestic bot Per nit 38
91.121. 86. 136 France 147.237.77. 216 dover.idf.il |[Cl1000074: HTTP. najestic bot Per it 7
91. 121. 86. 136 France 147.237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per nirt 2
199. 58. 86. 209 Lhited Sates 147.237.77. 216 dover.idf.il |C1000074: HTTP. najestic bot Per nit 2
91.121. 86. 136 France 147.237.77.74 lawidf.il C1000074: HTTP:. mnaj estic bot Per it 2
66. 240. 219. 146 Lhited Sates 147.237.76. 201 e.atal.idf.il [13840: TLS (penSSL Heartbeat Packet B ock 1
163. 172. 211. 135 Uhited Ki ngdom 147.237.77. 216 dover.idf.il [24910: HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
77.87.224.100 Ger many 147.237.77. 216 dover.idf.il dr op First packet isn't drop 15
188.247.77. 240 Jordan 147.237.77. 216 dover.idf.il dr op First packet isn't drop 14
62. 0. 200. 169 I srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 12
109. 160. 200. 86 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 12
213.57.227. 83 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 12
66.102. 9. 21 Lhited Sates 147.237.77. 176 nat pash. i df . i | dr op First packet isn't drop 7
212.235. 64. 137 I srael 147.237.76. 42 refuah.idf.il dr op First packet isn't drop 7
66.102.9.111 Lhited Sates 147.237.77. 233 atal.idf.il dr op Frst packet isn't drop 5
109. 253. 206. 32 I srael 147.237.77. 74 lawidf.il dr op First packet isn't drop 4
84. 95. 208. 20 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
52.16.5.197 Irel and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
109. 67. 121. 39 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
66. 102. 9. 101 Lhited Sates 147.237.77. 233 atal.idf.il dr op Frst packet isn't drop 4
66. 249. 81. 182 Eur ope 147.237.77. 74 lawidf.il dr op Frst packet isn't drop 3
212. 235. 64. 137 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
176.13.11.131 I srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 3
68. 180. 228. 185 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
66. 249. 66. 177 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 2
69. 175. 127. 10 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
212.199. 218. 246 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
66.102. 9. 31 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
2.53.29. 230 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
66.102.9.91 Lhited Sates 147.237.77. 233 atal.idf.il dr op Frst packet isn't drop 2
2.53.32.141 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
85. 130. 246. 163 I srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
77.127.79. 208 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 2
49. 32. 36. 187 I'ndi a 147.237.77. 176 nat pash. i df . i | dr op First packet isn't drop 2
66. 102. 9. 20 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
104. 130. 161. 143 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
212.143.165. 117 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.77.19 lawforumidf.il dr op SAMrul e drop 1
216. 218. 206. 106 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
180. 97. 106. 162 Chi na 147.237.77. 235 sviva.idf.il dr op SAMrul e drop 1
169. 229. 3. 91 Lhited Sates 147.237.8.24 e.lifestyle.idf.il dr op SAMrul e drop 1
107. 23. 175. 47 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
169. 229. 3. 91 Lhited Sates 147.237.77. 233 atal.idf.il dr op SAMrul e drop 1
109. 253. 211. 153 I srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 1
85. 130. 231. 105 I srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
216. 218. 206. 112 Lhited Sates 147.237.0. 35 akaws. i df.il dr op drop 1
183. 129. 160. 229 Chi na 147.237.72.14 dover.idf.il (ol d) dr op SAMrul e drop 1
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
169. 229. 3.91 Lhited Sates 147.237. 8. 45 eeitanidf.il dr op SAMrul e drop 1
176. 13.9. 157 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
169.229.3.91 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il dr op SAMrule drop 1
216.243.31.2 Lhited Sates 147.237.0. 35 akaws. i df.il dr op drop 1
66.249. 92. 114 I srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
169.229.3.91 Lhited Sates 147.237.76. 44 e.refuah.idf.il dr op SAMrule drop 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 130
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf . il Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 100
79.177.207.114 [israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 68
www. chamat z. aka. i i )
84. 95. 208. 20 | srael 147.237.77. 226 df il Mil tipl e Uhauthorized URL Access from 84. 95. 208. 20 B ock 20
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf .il PHP At t enpt B ock 12
2.53.14.175 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 10
79.179. 39. 17 I srael 147.237.77.216|dover. i df . il Mil tipl e Unauthorized URL Access from79.179.39.17 B ock 8
www. chamat z. aka. i
84. 95. 208. 20 | srael 147.237.77. 226 df il PHP At t enpt Bl ock 8
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 6
5. 28. 190. 39 I srael 147.237.72. 156 |aman. i df . i | DO stributed Suspici ous Response Qode B ock 5
2.53.24. 245 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 5
84. 95. 208. 20 | srael 147.237.76.200|ei tan. aka. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 5
213.8.204. 74 I srael 147.237.0.34 |tikshuv.idf.il DO stributed Suspici ous Response Qode B ock 4
89. 139. 51. 52 I srael 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code B ock 4
79.179. 39. 17 I srael 147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to waw i df. il /X0 N-Tiny Bl ock 4
66.249.81.215 |[Israel 147.237.77.216|dover.i df . il Ostributed Whaut hori zed URL Access on wwidf.il/error. htm B ock 4
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP At t enpt B ock 3
109. 253. 217. 141 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
66.102. 9. 42 ;“;tteeg 147.237.77. 216 |dover.i df . il Ostributed Waut horized LRL Access on waw idf.il/error.htm Bl ock 2
Ui ted Unaut hori zed URL Access to
214.3.138.230 o 147.237.77. 176 |nat pash. i df . i | wwv. cogat . i df . i |/t enpl at es/ honepage/ www. yout ube. cond v/ 3g51ei 5nuh |Bl ock 2
g
66.249.81.212 |lsrael 147.237.77.216|dover. i df . il D stributed Lhauthori zed URL Access on www i df.il/error.htm B ock
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock
84. 95. 208. 20 I srael 147.237.77. 176 |mat pash. i df . i | Mil tiple Unaut hori zed URL Access from 84.95. 208. 20 B ock
66.102. 9. 20 gﬁ;ttg: 147.237.77.216|dover. i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
66.249.81.218 [Israel 147.237.77.216|dover. i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
109. 67.178. 63 |l srael 147.237.72. 156 [anan. i df . i | Mil tipl e Doubl e URL Encodi ng from 109. 67. 178. 63 B ock
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
77.125. 64. 202 I srael 147.237.72. 166 |aka. i df . i | waw aka. i df . i | / i v sachar/ mai | box. aspx None 1
84. 95. 208. 20 I srael 147.237.77.74 [lawidf.il Ml tiple Unauthorized URL Access from 84.95. 208. 20 B ock 1
Extrenel y Long Paraneter in wwrefua atal .idf.il
79.179. 39. 17 I srael 147.237.76.42 |refuah.idf.il %2 FWEPDWUKMT U2 Nz k 2 VDgy Nw9 k FgJ mD2 QUBAI BD2QWBg | CDx YCHgR|[Bl ock 1
UzXhOBf gl PGxpbnsgcmVsPSIzdH sZXNoZW/O!I i BOeXBl PS
66.249.66.177 |lIsrael 147.237.77.216|dover. i df . il Mil tipl e Lhauthorized URL Access from 66.249. 66. 177 B ock 1
46.116. 93. 94 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip storage/files/4/ B ock 1
77.138.173.76 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for waw aka. i df.il/giyus/ general / B ock 1
66. 102. 9. 42 LSthlatt:sd 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to v idf.il/error. htm B ock 1
Lhited . . D stributed Unaut hori zed Met hod for Known URL on
86.177.176. 211 |, '\ qom  |147-237.72.166 aka. i df . | wiw aka. i df . i |/ nai n/ home/ def aul t . aspx Bock |1
84.95. 208. 20 I sr ael 147.237.77.74 [lawidf.il PHP Attenpt B ock 1
23. 20. 60. 205 LShIaIts: 147.237.77. 176 |nat pash. idf.il Unaut hori zed URL Access to 147.237.77.176/ B ock 1
89.139.232.81 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
64.233.172. 161 ;“;tteeg 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for waw aka. i df.il/mai n/ hone/ Bl ock 1
2.53.15.193  [israel 147. 237.72. 166 |aka. i df . i | thknown Paraneter 1 EVBTATEENCRYPTED in None  [1
wan aka. i df . i |/ mai n/ sachar/ nar ki veysachar . aspx
. . D stributed Unaut hori zed Method for Known URL on
77.138.217. 248 |France 147.237.72. 166 [aka. i df . i | vaw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
109. 253. 245. 110]I srael 147.237.77.243|nobi l e.i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Lhited . ] Unaut hori zed Met hod PCST for
66. 102. 9. 85 Sates 147.237.72. 166 |aka. i df . i | vow aka. i dff i 1/ mai v snal i i sl | m aspx Bl ock 1
87.69.161. 153 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka.idf.il/main/giyus/ru B ock 1
37.26.149.224 [Israel 147.237.77.243|nobi l e.i df . i | Unaut hori zed LRL Access to nobile.idf.il/nekudot/index Bl ock 1
. . Uhaut hori zed URL Access to waw i df.il/1133-17275-he/ pn VIND DN
91.121.86.136 |France 147.237.77. 216 |dover . i df .| aspx. NIOPIN M5 MM AWK N0 TINOA WoW 1 Bl ock 1
84. 95. 208. 20 I srael 147.237.76.86 |[navy.idf.il Mil tiple Unauthori zed URL Access from 84.95. 208. 20 B ock 1
207. 46. 13. 145 g“;:s 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76.31/ B ock 1
Lhited . . D stributed Unaut hori zed Method for Known URL on
66. 102. 9. 105 Sates 147.237.72. 166 |aka. i df . i | vaw aka. i dff i 1/ rai v snal i n snal i m aspx B ock 1
87.70.243.157 |Israel 147.237.76.86 |navy.idf.il Dstributed PHP At enpt B ock 1
84. 95. 208. 20 I srael 147.237.77. 176 [nat pash. i df . i | PHP Attenpt Bl ock 1
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